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setsockopt()& 2Esh= ROIME EM7HEZ £ ASLICE M 2|52 X2 et 20| THELICH 22 B2 of2ie] 2= thil
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char yes="1};

HoIZ Sun A7} OOE Qo HE LISSS ASMHEXS SASLICL X LSS CHX| ARIS0| XollH| ojHYR 2eiE
ZHQLICH,
1.5 Windows Z212|HES $[st LE

QHLiMQl o] RES H= AIFE0 XM= Cl0l4 ®7t 4o{SiCh= OIRZ WindowsE S3h= L2 oHA| 2RI CHEYSLICH. HHMS

I
flot ZoAtH A= E2| AR 1 A0 2| BEe 2IHHYLICH

F2 O[SHEICt SIEID, of FLA AMdel = BfLICH(OMLIH 7t LIOIE BHojM J#IbgLICh) H7F 22 + A= A2
Opo|2Z2AZES| RPHHRE H JHAUX =0l 101 0|4 MX| gb2 At M= O B=sIih= AJLICH Lot HSHLEHE XM= ofXio]
£ UELICH Ated DA RS o{ZLHE 2 TS ElLICh

=

7|ciM HEHA| D™, IR M X2t Yo 4
J2iM K= ofH3| Y=L M Linux', BSD?, OlL|H CI2 S82| QUAES M Hatn Hstn AELc,

CHZ stuHofsty| OfHo|, AERE M= EE2 0| ZMQ FEIF JS0AT ofzte] Xjo|2t H B
HEEICHE 28 LT 7| ALch

ofg{20| ZIX|SHA mEfsiRtoF & CH2 242 Windows Subsystem for Linux® QILICE 0|2 ZHes| 2RI Windows 1001
2l5A VM H|=3t WS 27| off ELICE JHE o2 20| 23| FHE £ A 8l & 20|10, o7 Z2IYES Y= T2 UEE
AA 8 & ZHLICE

0f2{20| T 4= U= CH2 ST L2 CygwintS Ax|sH= ZQULICE 0|22 WindowsE QI8 R4A 7 ISQIL|CH J3A| &hH
O Z203Mg £ glo| MY & 4 QUCHD EJSLICH 2T of 2X|= LUASLICE

5 Y2 248 WindowsHA|O2 012 SIIAISKIE DEASLICE ICHR OFF b
T B0 T RHAS S IS AMR! FHelLt, 2 L0 (5 o

SFABHAIR. 3 il of2Hel

U
o

ofz{zo| & %!8 O|FELICE. X W= H|7t o] 2MOM AFSHE 7ol ZE A2 o o
Ql

#include <winsock2.h>
#include <ws2tcpip.h>
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if (WSAStartup(MAKEWORD(2, 2), &wsaData) != 0) {
fprintf(stderr, "WSAStartup failed.\n");
exit(1);

if (LOBYTE(wsaData.wVersion) != 2 ||
HIBY TE(wsaData.wVersion) != 2)

fprintf(stderr,"Versiion 2.2 of Winsock is not available.\n");
WSACIeanup();
exit(2);

}
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1.9 Copyright, Distribution, and Legal
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(Translator's Note : This section has not been translated to keep it's legal information) (&%t & : o] ®
HESLY| loh HABIX| A/USLICL)

Beej's Guide to Network Programming is Copyright © 2019 Brian “Beej Jorgensen” Hall.

With specific exceptions for source code and translations, below, this work is licensed under the Creative Commons
Attribution- Noncommercial- No Derivative Works 3.0 License. To view a copy of this license, visit

https://creativecommons.org/licenses/by-nc-nd/3.0/
or send a letter to Creative Commons, 171 Second Street, Suite 300, San Francisco, California, 94105, USA.

One specific exception to the “No Derivative Works" portion of the license is as follows: this guide may be freely
translated into any language, provided the translation is accurate, and the guide is reprinted in its entirety. The same
license restrictions apply to the translation as to the original guide. The translation may also include the name and
contact information for the translator.

The C source code presented in this document is hereby granted to the public domain, and is completely free of any
license restriction.

Educators are freely encouraged to recommend or supply copies of this guide to their students.

Unless otherwise mutually agreed by the parties in writing, the author offers the work as-is and makes no represen-
tations or warranties of any kind concerning the work, express, implied, statutory or otherwise, including, without
limitation, warranties of title, merchantability, fithess for a particular purpose, noninfringement, or the absence of
latent or other defects, accuracy, or the presence of absence of errors, whether or not discoverable.

Except to the extent required by applicable law, in no event will the author be liable to you on any legal theory for
any special, incidental, consequential, punitive or exemplary damages arising out of the use of the work, even if the
author has been advised of the possibility of such damages.

Contact beej@beej.us for more information.
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SAE(4719] ZAE)E HEfy HaIt JUSLICE) (Bi'ﬂfiﬂ': AHLE O3] 7HOl HIE 1 Flof FI2tRE= o2 JHel HIE 0RlS
7|43HMIR.)
T2t 255192.0.0€2 7 2AEE UASI R M= 242 EEASLICE A HMZ AIZES0| 2|0 20| H HIEQIX| &7|7t
SEUD £ HYZ 2 ZASLICE J2HM MZ2 LA{0] S AN SUASLICE IP T4 F o tII:‘( If FEUAM EE NS
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H1 HEAI HIES £E HEI+2 X ALt oAl= o|F&LICk 192.0.212/30

IPv6S fldiM= 0| g AYLICH: 2001:db8::/32 &= 2001:db8:5413:4028::9db9/64

ofefZE It H|5S HIEST DHOIN SAE O SAE T4 AZ(TCP and UDP) 2 E2|2! QIE{ #IZ (IP)O|
C}. Ctg 2EHOE 71| F0j| 8 ¥ O AHEME FaLich

I'|I'

CP (stream sockets)2t UDP (datagram sockets)= 2™
E HzQJLICL 0|2 16H|E <XI0|H HAS 23t 22 FAZ2 AYLICH

e
X
ol
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>
ol
. of
=1
o
N
b
na
=
H
_|

Y HS 2t WS Q. 0|2 1 HE e H| LT oW LS| XtSA

042{20| O|H| =41t FAMH|AE X2[5H= AREIE 7K

0 UACHD SHFAICE SILIS| IPFAZ OfEA O £ LS AR = ASTR?

OIE{HIo] M2 CIE MH[ASS AMZ CH2 “E& YBZI" TEHSE JIX|1 YHLICEL M 222 7ol IANA ZE 223 e
O2{20| REIA EX|E ALESHICHH [etc/servicesTIUON = = UELICE HTTP(E)= 808 EZEE AE3t, telnet2 23HZ,
SMTP= 255 M1 A0 DOOM*2 6668 (TR : S2 X|29| 240l MR LIEC| A/0|H, 6662 7| S m0j|A] 20| £A12

UM ASLICH EEE AFSHMSLICE 10248 of2fe] IE= E35| EHs O =2 FZE0f, ALE3L7| A= 2E 2FH(X SO
2ptL|C}

rI

ZE Ho0f| Ch3liM = OIH =2 SHAELICE

3.2 HOIE =X

Y=ol LR, A== "YEZ|"et "2 W HX"Q £ JH2| HIO|E &=A{7t S ALICH
SEYLICE J2Lt gt Zo| ChE ZEOHH EEULC )

Lot 32U 5152 & 2R b 04222 HFE = FlollA HIO| ES S 21 20| d2dt=
=2 2.

Abal O Zd0]| chal = &2t A W2 Qe = BREUD
St AAS == AFLICH OFRE 0|HS K2 Z0lA| Y2410 HOJSHR| 24AS AYLIC

A BitHEl = M2 MES

LI

Q% A2 B MAI2l ZE AZIE0] b34fE2 16T!s= 2HI0|E 5 EHSI DAL & U b30| 2A0H| 210 4f0] Fof] 2= HLE
Hf IEE MEdt= Aol thul2 Sl f*'%"—l'ih 01242 20| £|7|= 3k, Wilford Brimley® 2t 0|Z10i| ChasiA "0 sfof
2t g ALch Z 20| 20l XMEE|= o] YAlZ Big-Endian(HAIC|H)0[2t 1 BTt

|'|.|0}

CLEFZAIZ H MA| O|2X{R0l| E0{Tl Y2 HEEE, J2{Lnt Q1Y =2 QIE %t EHIH FEE2 HIO|EE dirf &AMZ
XEEtL|CE O2fM b34f= 4fF[0ll b30| U= =AY HIO|ESZ MZEHEILICE 0|2 XZHHE Little-Endian(2IE 2C|)0l2tT
gLt

OF%] 20f 8l Mo] =2 HUELICH E S0M & 4AHOZ Ho|&= 2L A2 | EQ| 3 HIO|E 2 A (Network Byte Order)2t 1 =
ghLICh HIESI0AN 22[7F 2| vio|ES T&oh| mi2LIct.

(i

022l AREE XAE SAE HIOIE —’.-_‘— M(Host Byte Order)= MFeILICL QIE 80x860[2tH 1742 2|SAC|AL|Ct.

DEEE 68katH SAE HIOIE &M= BIUCIARLICE. PowerPCEIH ZAE HIOIE &M=, &bghof wzt CHELICH (HXF 3=
M 22| X0]= x86-64 ZERMMS2 2|S QAC|A0|H, 0|22 E3] X0|= ARMEZA|A2L OfEAE|2 S ARMHBME
SYGLCE 2|S/=AC]l of ol A glo] Bt HIOIE LjollM= R21 MSBZH 20l 2Ch= A= 7[fdlof SfLIct. 2EXo=

CHE 20| AREISC 2 AE HIOIE 27t |-1| 3 HIO|E U2} CHELICE)

A

=]

T X
|'|:|

'E7iLi 71 B Sl B Y0 ol Of2fie] 2401 S adjol= £IE0| HIEAII OIS S
E2 SHOFRILICE. SHXIBE 2IA| SAE BO|E £AS DECIR OfFA| 021 22 B 4 US7HR?

ﬂ mjo

N

k>
>
o
L
i
]
i
}0}

i HIOIE &Mt 5 EXCID JhEst, IS HIEQIS HIO|E M2 MEESH= a0l @M. O
9 ..?.h—fé% XH2leta, of2{Eel Z=E MZ CHE HIOIE F& ¢AlE 1Tl J|A AtojoilM =2ty s 7H

=Yoot o
2 > 1o
L)
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o
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_lj'_
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[
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Hered = ZXoll= F 7HX| SR 7} JAELICE short(2HI0|E) 1t long(4HIO|E)LICE oA 2et H2[Et+EL B
ROz MU & QEL|CE SAE HIO|E &MZ J|2El short2 WIES3 HIO|E M2 HEFSID AICHH, “host”2] "h"2
1 "to"E O|0{A H1 “network”2| “n"g &H11 “short”2| "s"& HOM|R. Ct 20|H htons()0| E/LIC}. (%= & : Host to
Network Short)

> g0 Q
2orr
OBt

of

3https://www.iana.orglassignments/port—numbers
*https://en.wikipedia.org/wiki/Doom_(1993_video_game)
5https://en.wikipedia.org/wiki/WiIford_BrimIey


https://www.iana.org/assignments/port-numbers
https://en.wikipedia.org/wiki/Doom_(1993_video_game)
https://en.wikipedia.org/wiki/Wilford_Brimley
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HY XIS,
"n"dth vst U1 RE XEE HSteiR £ o YSLICH FYUR uiEZe Zigt Meistn LL|C ol §0 stolh() J2{LI7t
“Short to Long Host"= i&LICt CHAl 0|2 Z450| UASLICH

htons()  host to network short
htonl() host to network long
ntohs()  network to host short
ntohl() network to host long

ZHEHS| RSIAMH X7 S Ef L2ED| 0l HIEQIZ HIO|E &M 2 Hetelof SHH 0|l M S0{S Mol SAE HIO|E &M=
EHEts{OF BfL|Ct.

64H|E ZR0]| thoi M= M= & ZELICH 22|10 2tof SSASTO| Tt A4S HsHICHH SHY of2iof /= 2Zst BE HESHM Q.

u

2| ZBIX| 4= 04 O] EM2| RAIS2 ZAE HIO|E &AM2t3 MZSHH Q.

3.3 structs

OPEIL] Of7|7HK] Rt&LICH. Z2O2of CisiA e AR LICh. o] HolMe £21 QIEH|0|AT} AFSdh= Crafet HIOJE| HAlo]
CHalM =% 20| O & HHE2 HEZ o{FELICL

72 2 2E AFSIASLICE 220 XL A2 HEXHE of2H2| AL

07| M2E] O HBHELICE X2t & & 1 MM,

Lol A I TEM™—struct addrinfo. O] FZAl= 2Lt 2|29 LHFRLICL O|H2 0|22 AIBS flst 221 FA JEME
EH[S17| 2ol AHEELICE. £ot SAE O|F RIILE MH|A O|F 7| o= AFSELICH LSl A AL GIAIE EAI OfH7t

XX Z2 HES US O U NG =EH= US B Sttt LOLFEMR.

struct addrinfo {

int ai_flags; // AI_PASSIVE, A_CANONNAME S.
int ai_family; // AF_INET, AF_INET6, AF_UNSPEC
int ai_socktype: // SOCK_STREAM, SOCK_DGRAM
int ai_protocol; //"O|X|H"E 2IsiM 02 2HQ

size_t ai_addrlen; // ai_addr2| H}O|E £t9| 37|

struct sockaddr *ai_addr;  // sockaddr_in EE= _in6 &K
char *ai_canonname; // &%t MstEl SAEOIE

struct addrinfo *ai_next;  // linked list, next node
k

o T=Hol| Lig= =
FEMQ YAE ZAE

M/E2 20l getaddrinfo() & =ET AYLICE O] = K20 QT ZE ASEZ MAT, 0

ap OH

ai_familyZE0l| A IPvALt IPv6S ZHE = AT R10|E H2QICHH AF_UNSPEC OZ & = Q&L 0|A2 0229 ZE7t
IPHFO| REHK =T SF= E2 7152

ISHM|Q: ai_nexts CHS RAE 72| ZILICt 0f2{20] DS £ Q= o
= X HH 242 MZELCE J2{LE 6222 THE HI =L~ @7LAR0| 9

7he
=2

2
rZ

struct addrinfo2t2| ai_addro| struct sockaddr Ofl CHet ZQIE{IS EHA £ JELICE 67| MEE IP A XN LHFEE A4THE
thol] X|X2sHX|7| AlZFsH= ZILICE

OG22 OiHZ o] FXEMS &7| zPS o 2ol S AYLICh.  OiMZ o222l struct addrinfo2 xHL7| 2IsSHA
getaddrinfo()& = &3tz 20| 012{20] 8{0f & Lo| MELICH. T2{Lt 1 toflAf ZHE THLHR7| ISHME 1 o8 SoTtetopat
SIEZ O|HRE AHSHUSLIC

I_I
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(struct addrinfoZt 2EE7| Mo| FEMM= ZE HEE 202 H0{oF HELICL. X Al opMoll= H=ts| O dg st
IPvAZEE Q0| B4 == JAELICE O] QALMC| 2efiE HTS et oz ol ZLICt)

HH struct= IPv4E0|1, OfH 22 IPv6 0|0 OfH 22 &F ZR0f| BRTULICH H7F FAAX| = HO{EZELICE

OJME struct sockaddr2 O8] Z52| AAE 9|

rot
k-
¥
o
k-
ox
HT
i
A
03
i
T
o

struct sockaddr {
unsigned short sa_family; // &2 A€, AF_xxx

char sa_data[14]; // 14 HIO|EQ| ZEEE FA
h
sa_family= R 7tX| A& & otV & = A=, 2217t 0] 2M0IM st 25 Yol CHoliA= AF_INET (IPv4) O|Lt AF_INET6
(IPv6)7t & ARLICE. sa_data= AZE flet SHX| FALL LE HSTLEA YELICE 00l FAE T Hojd= U2 X|Fstn

SHeL(C

struct sockaddrE &TH5t7| 2IsHM Z2IHS2 IPvAE 2Iet BEEQ FZH|Q! struct sockaddr_in (“Internet”2| “in")&

ASAELICE

J2|1 0|Zio| Z23t HEQILICE struct sockaddr_inOf| CHEE ZOIE= struct sockaddrof| CHEE ZOIE{Z SHSH & 4~ Q1 O
HHH = 7bsELICE J21M connect()7t struct sockaddr*S IstH2tE struct sockaddr_in2 A% 4= Q110 2
SHH E|= ZdelL|cH

// (IPv4 only--see struct sockaddr_in6 for IPv6)

struct sockaddr_in {
short int sin_family; // &4 AI¥, AF_INET
unsigned short int sin_port; // ZE #HZ
struct in_addr  sin_addr; // QIE{4ll FA
unsigned char  sin_zero[8]; // sockaddr x|t Z2 37|

I

O] AEHE 23 FA9| RAES HEcts Y8 &4 ol ELICL sin_zero (struct sockaddrd} Z0|E H3E7| IsHAl HCHE
Z)2 memset()2 0|23A 022 MHE|0{o} 3HE2 J|ASHMR. EESH sin_family2 struct sockaddre| sa_familyol CHSE|H
"AF_INET"C 2 MHL|0{0f &2 7|SMIR. OHXIORZ sin_port2 YIEA| HES|3 HIO|E &A 2 J7|Z3l{0F &2 7|AstMR.(
htons()S MOFatCh= 20| L|Ct)

rir
£Q
Ral
e
>
N
ro

O ZA Tk S0{7HFAICE structin_addroll= sin_addr2 =7t U&LICEH XZ10| RALNR? X|LEX|A| obate Ee
22 UAAJE 715 B SEM| (YRt F : SiLte] Hi2e| FHE MZ CHE HIO|HERIME 1 & 2 A 8 =
'6' o

rr
re
2
o
N
or

=
=)

/] (IPv4 H&--IPv6E 2l = in6_addr +EH|E HZESHMHR)

[ QUELl =4 (FAMHQI 0| ]RE EXfSH= TLEAH])
struct in_addr {

uint32_t s_addr; // 32H|E ®4= (4 HIO|E)
h

of AM 0|2 Z8H| F&LICt T2t O|H| O A RItELICh ZEl Lot 2Lt 2tek 6f220] struct sockaddr_in
YO inaE MAURMCIH ina.sin_addr.s_addrO| (HES3 HIO|E &=MZ H3l) 4HI0|EQ| IPFAE 7122 AHYLICE o2&
A|ARIO| struct in_addroil CHeHA] i3] HHEHGIE SEHE AT o222 X7t oM o 21t SUSH WAOZ 4HI0|E

- o= o
IPFEAE BEE = ABLICE(0IA2 #define HEYLICE)

IPv6Of| CHSHAM = RALSt structZt U &LICH

/I (IPv6 H&--IPv4E 2|8HM= sockaddr_in ZM|2t in_addr #EH|E &ESHIR)

struct sockaddr_in6 {
u_int16_t  siné_family; // 34 AE, AF_INET6
u_int16_t  sin6_port; // ZE H3 L|E|3 HIOIE =4
u_int32_t  sin6_flowinfo; // IPv6 & M&
struct in6_addr sin6_addr; // IPv6 A&
u_int32_t  sin6_scope_id; // 23 I oto|C|

h
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struct in6_addr {
unsigned char s6_addr[16]; // IPv6 &
h

IPv4& FZX|7F 2HZ0| IPv6 FZH| T IPv6FAQt ZEHS S Il 210 F=5HMIR.
X232 IPv6Q| S & HEL} Scope ID ZE0]| 2t LIB2 CHEX| ¢42 AYLICE 0|A2 XX ehM0|7| THEQLICY. :-)

OX|gte 2 23t A, o{7(0] IPv4et IPvES| 2E #EHME E7|0l| 25| A HAIE struct sockaddr_storagezh= & SHLt2|
Chaot TEM|7F AUCHE AFLLICEH THHE o™ g S=0f| oM 22 3 &7t 6229 struct sockaddrE IPv4FAZ
KHEX| OFLIH IPV6FAZE MEX| Y =+ gl= 27 JUSLICEL 2222 o] BH 2XNE g7|H ELCh o|R2 & ¢ 3Ck= T
H|2I5HH struct sockaddrt OFF HISHH, H{E2 0|4 E K2 20| Ydh= YAOE et & o~ YSLICH

pa

struct sockaddr_storage {
sa_family_t ss_family; // F& AL

/[ O|AXE2 25 IH0| 1 7&0f| EFEQI LIEALICE FAISHAIR.
char __ss_pad1[_SS_PAD1SIZE];

int64_t __ss_align;

char  _ss_pad2[_SS_PAD2SIZE];

>~

A2 o220 ss_family HENAM FA HEE 2 & UCts AMMYLICE 30| AFLINETEEE= AF_INET6QIX|
e IPveRIX| Eol f | Q8HA). I F ERBICHH struct sockaddr_in L= struct sockaddr_in622

=
o 4= AS AYLICh

02k b ofy
g o o
riot ot rot
=
o
T
<
D

34 IPFA,IOIE2

o2 20fAl= CHAAEAIE, IP FAE CHE £ A7 3l

x| LOIHT longdll <<HAXIZ
US MPIES 2RI UASBLICHL(TRE F: << 2 HIE §7(7| HLXO|H 2 o222 FHo| =2 2f

=
=
Zojgnxt g o 23| AFHLICE)

rir
OFPU
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ook
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24 of2{&20| struct sockaddr_in inaE 7tXI1 QUCH BAICE  J2|1 XMEStD A2 FIHel FA, "10.12110.57"2}
“2001:db8:63b3:1::3490" 7} UACt TFAICt OI2{&20]| ALE3HOF 3= B= inet_pton() YLICH O|U2 A2t H HI|HOZ
H3l IPFAE 0{2{20| AF_INETEEE AF_INET6 £ X|™st= 20i| 2t struct in_addrEE= struct in6_addre= HetgtL|Ct
("pton"= "presentation to network”(SXt F @ HEHO|M HERIZ=Z)Q 2o{o|H A 7|Astn ACHA “printable to
network”2t1 s ElL|C}) HEL2 of2liet 20| O|Fo{FL|CE:

struct sockaddr_in sa; // IPv4

struct sockaddr_in6 sa6; // IPv6

inet_pton(AF_INET, "10.12.110.57", &(sa.sin_addr)); // IPv4
inet_pton(AF_INET6, "2001:db8:63b3:1::3490", &(sab.sin6_addr)); // IPv6

(B2 LE : 0] Y 8= Of|F A2 inet_addr()O|Lt inet_aton() & 42 AFRUELICE O|ZHE2 O|F| £HO| 1 IPVv6ItE SEHSHK|

fl2| A= ofjxl= ALK
02 E8{&LICt. 2L

o

| H08Hx| b2 2F 2210 g7 2 ILICE inet_pton() 2 2R 7t HMSIH 12 S2HF D FAIHJY0|H
| 22

I
22 AHE3t7| Tl Z2{2H0] 0Lt 2X| &RlstHIL.

Ao

ZE5LICE O of2{E2 IPFA EXES 1Z19| O|F HEHOZ HiE £ JUELICE HHHZE oEH st=X| 226HI7IR? struct
in_addrtZ=H|S 71X 1 Q1 2Z19| £Xtet M HI|HES £24612 ASHAICHH o= A| sjofe77tR2? (£ struct in6_addrS 16%I4=9t
22 B|HoZ EHBICIH oA s{oFettR?) 0] AL K22 inet_ntop() S AHEdH0f BtLICE. (“ntop™E “network to pre-

sentation”2 2|0|8}HH £1A| 7|218l2{™ “network to printable”0|2t1 £2M& ElL|C}.) oi|F|= of2et ZH&LICh

|0

[l 1Pv4:

char ip4[INET_ADDRSTRLEN]; // IPv4 2XtSS Thots 27t
struct sockaddr_in sa;  // O30l 2aiQI7t BHAQUCHT FPEBiL|ct

inet_ntop(AF_INET, &(sa.sin_addr), ip4, INET_ADDRSTRLEN);

printf("The IPv4 address is: %s\n", ip4);
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/1 1Pv6:

char ip6[INET6_ADDRSTRLEN]; // IPv6 2AIES Hots 27t
struct sockaddr_in6 sa6; // O30l RHITt BHAQUCIDT 7-TLICt

inet_ntop(AF_INETS, &(sab.sin6_addr), ip6, INET6_ADDRSTRLEN);

printf("The address is: %s\n", ip6);

0| &4-E S EIHH T4 ZR(IPv4 L= IPve)2t =2, Z0tE BE EXIE0l| gt ZIE, 2 2XrE 2| 2|t Z0|E "AFoF L.
(5 7H2| 0H= 22! INET_ADDRSTRLENZI INET6_ADDRSTRLENO| H2[SHA| 7+& 71 IPvAE = IPVEZXIEE HOotE EXtE9

1|

(0 €2 stz aHE! Aol cht CHE 0[0F7| : O] Mgt =g

pl

mjo

5t

rr

HAEQl Bt4= inet_ntoa()ILICH OFEZEX|Z FLAJ0|1

| g+E= P =14 &LIct o] 452 "www.example.com"Z2 SAEOQ|Z0]| Chist
NS B4 S otX| et&LICH O 22 ?{siAl= TS0l 24 getaddrinfo()2 MOFeiLICE

M M
k>

2
=}
>
ol

o

4>
30

3.41 AMM(EE= 22|E) 2

e 2S0| BSE BHOZ Y EYIES 9|REHE A7|=

HSHHS 7kX| 1 AFLICEH 2|1 23] 0] WHHE2 Network Address
Translation®== NATO|2H= HXIE ESiM “LHE" IP FAE (M

A0 CHE ARRIS0| OFs)"9l st IPRA R watelLICY,

Hi ZIEE[LIR? “0| O|pt WS E & o= 20| &?"2t1 StA= K LICh

I

Yol FLZE(OILH LE0| A=)SESE FHIBIMR. NAT2 K222 QoM FHOH M2|=B2(HA = . & 2RIt A,
HO|X| g4Al) EZEXH= NATO| LM AFE ERE YIS 2L M= of2f20] 2= HIERS A= 23f A2 20| ==
Yot Flof HIEXT0]| ChsiA OJof7[5t: HASLICE.

oIE S0i ® Eoll= YetHo| AELICE XMoiAl= CIXIE 7HIXt 2| 4(DSL) A0l A Bi e & &+ JHel HA IPvAFATL AELIC
T30 ® HEX R0 A= BFREIE LS o YLICE 01210] oA 7453t Q? & JHel HAREZL 2 ofo|I|E & 4= &Lt
T =|H 0|7t O|L| 2 JHOFER| & 4= Al LT
Ef2 O|Y&LICH HFEIS2 oto|m] FAE JRSIX| gh&LICH OARS2 2H 4Bl ofo|m| FATF SEtE AMd HIERZ0] &9
UAEUCE NS HA7E M et AULICH ZAT MolAlE DY ELICH #E2l= olFEU Tt

M7t ¥ AFE0| 232I5HH, a2 X7t 192.0.2.330(|A4 2OQIRHCID HHFLICE T FAE H| QIE{S MH|A KIS X of|A|
3 oto|m| FALICH 2Lt M7F 2 HFEOA X19I FAEE 0.0.0.52t11 CHEFELICE 7t IPFAE
L|C] 1=

10.x.x.xE 2HHs| 22t KIThEl HEQS = s o HEI 0| A
ot AMM H|EQ|3 £XI7t AFR 7HS8EX|= RFC 1918801 H|A|E0f Q&L
192.168.x.xLICL x0ll= E& 00|lM 255A10|12] =7 S0iZLICt. & & E'Jﬁ%
31Ato[e] 7t ZL|Ct.

ofl2FEl & JHo| HIEQIA el F ShLtRILICE
of2{20| B4 AUl HES 10.x.x.x E=
Z y.x.x7b AELICL yolls 165

NATSZEHS 435}

EFYUUC

rir

Yot Fofl A= Y(UEHZ)0| o] AHd WESXZ F StLt ofofet dh= 22 opeu|tt. J2iLt 25 O3

(Mol= Af*" M| 22 oto|m| F=ATJF MHZ 192.0.2.332! A OHELICt 192.0.2.x HIERIZ= 0] “ZIt" oto|m| FAT}
MATHD A S| 2lehA oflefEl i LTt Hi= 0 ?_fLHHOiI Mol 24 X7 ZRULICH 22}0t0toH)

IPve= O Q2= AMEZS JHX|1 JAH/LCE RS2 fdXXIQZ AEELICL  (D)2i0l= foXX:QZ2 AlFfe £k
UELICL) RFC 41937 2Mof W2 JFELICL  J2{Lt NATH IPv62 YEIHOR 20| MO|X| 94&LICE  (IPV6 to
IPv4 A|O|E20|(gateway)Z2 AS THSX| Qb=CHH HRALICE D2|1 T2 0] 2A2] HIS Ho{4LICL) OIRE O|BXCR=
O2E0lAHlE LPL B2 T4 A0M Fol& NATE & It glE ATt JHo: o210 et SoHX| gb= FAE
gt A0, 2/o] M2 S £ 4= Ath= 2ln|YLch

Shttps://tools.ietf.org/html/rfc1918
7https://tools.ietf.org/html/rfc4193


https://tools.ietf.org/html/rfc1918
https://tools.ietf.org/html/rfc4193
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Chapter 4

IPv40j|A| IPV6 LR M Is}y|

"OFRE XM IPv6eO|AM SESI2H & 2=2| 0fC|E HHYOF SH=X| AN E ZOloR! P& AAFHIR!"
Bora! E&LCH

07| M2 LHE2| LHREE 2 M7t fI0llM CHE LHESOIX|2t 0| A2 EEY Sl= 252 flet B2 HHEYLICE (F2 o|AEN H B2
LHEO[ AZKI T, 0] QHLhMof A= UHE2 ol H )LL)

1. @M struct sockaddr HEZE ALY | 2|81 M £=EH CHAl getaddrinfo() & 42 AF2SHA|Q. O|ZA| 8HH O{2{E22 IPHT0|

MEMK| 2 4 U7, FlriEs ¥e S2 HiS 8 Wt ol o SLICh

. IP E{TOf| A AE StER

on
of
rr
bl
mjo
Pl
o
s
=

o S 42 ZUHEE K2IS SEAIR.

. AF_INETE AF_INET6Z HIAH|R.

A W N

. PF_INETE PF_INET6Z HHLM|R.

5. INADDR_ANY CH2lES inBaddr_anyCHY S 2 HHLM|R. O|F Xt0]7} QUELICE:

struct sockaddr_in sa;

struct sockaddr_in6 sa6;

sa.sin_addr.s_addr = INADDR_ANY; // use my IPv4 address

sab.sin6_addr = in6addr_any; // use my IPv6 address

EESH struct in6_addr2 4218 i INGADDR_ANY_INITS X7|2tO2 A8E 4= JUGLICH ofzHet 20| ghL|ct.
struct in6_addr ia6 = INGADDR_ANY_INIT;

6. struct sockaddr_in CHA10f| struct sockaddr_in62 AFE2SHA|
A 0BHMIR) sin6_zeroZ == Qi&LICE

2t HE0 "6 S HES| REOIMK. (?I2] structsE

d

7. structin_addr CHAI0f| struct in6_addrE AF2stA| D, 2R3t ZEo| “6"2 MES| JZ0|MK. (RI2] structsS FHISINIR)

8. inet_aton()O|L} inet_addr() CHAI0f| inet_pton()2 AtEsHA|R.
9. inet_ntoa() CHAI0|| inet_ntop()S AESHMIR.
10. gethostbyname()CHA10i| & F0{t getaddrinfo()E AtESHM|R.

1. gethostbyaddr() CHAIO & F0{t getnameinfo()E AE3HMIR.  (gethostbyaddr()7t IPveS LISiMT O{H Y|
E6t7|= Lch.

12. INADDR_BROADCAST:E= H Ol¢} ZS3HX| 4&LICE Tl IPve HEFHAES ALZSHHIR.
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Chapter 5

MAH 20| OfL|IH =SS

o] Zoi|lM 22|=

FEAFK|L7|EF A2 APIE X|¥5H= CHE ZHXI(BSD, RIE R X, 2|52, M of2{20] 71X CHE ZX|) ol M HIESR
7|50 ’“E'%* 2

LA 3
UA Bl F= AAR =Z(System call) (2 CHE 210|E2{2| == (Library Call))oll CHoHAM CHE Z4ILICE O] g4
H 70| EAYD o EE Qo ZE Y XSO OpHZ 0| XMz|eL|ch

gww

CHE2Ql AFISOl of{sk= 2 o] eS8 oE =
manH0|X|= OtF S22 BlELICE 3 J.:.l’l!.?’_* Hekg oid
St &AM JICHZ ofzfof 0joiX|= &=

ME2 S=s{of st=7t L|Ct.  o|0| XoEAMZAX|oE 08 2oz
3| &

7] 2ot AARESS F23|(Th) o2i2el T2l =Es}of

mln
=
>
ot
o>
°
n

DL o710 A HE OIH 2=k 2R, HAHO|RE2 Y FHISHMOL gHLICH J2|1 =535t 8%t 87|2t ACHH o222
QIE{LIO] MAHOf| M & ZA-O| OFS XY HIO|EE LHE 4= A 2 RYLIEL(HAL = : John Postel2 IE{HI2| £7|of 2 7|0 ¢t
HFE efx 5 o HYLICt)

(Or2He] of®l FES2 thof EHel o2{ZEE ZiEfels U] fldiAM WRASS J|dstHIL.
x

-
= -
getaddrinfo()2 Z£0| 433l HEZAEZ MEo 2NES SHECIL JFYRLICE o g2 S 4¥d T2 M0M=

M2 M2|=|of AoL], AHNES XIHLZ HeMHR.)

5.1 getaddrinfo()—&A}l =H|!

O|A2 o3| BME 747l Zimp LJAULICE T2t AA8HE At 3 ZHEFetL|CE 0|2 of2{20| LIS0| HRE Sh= structE2
x7|spgtL|C}.

AL SHEDE . Of|F0l= DNS ZAME 2I8iA gethostbyname()2 = Z3l{oF fELICE. 12|17 1 HEE $EIOZ2 struct
sockaddr_in0ll E11 0|22 S Z0|A AHZsHof YELICH

DAIE O o|Al2 O It IALICE (H2{20] IPv4Qt IPvESHE RE0IM SESHE IES MIAICHH J2HME QF ElL|CH)
2ME getaddrinfo()0l2t= 20| LO{A DNS 2+ AH|A O|E HM structltHE MeAE7| SS E&lM 62{20| URZE ot BE
s off FLich

O|H| A= A|CH

#include <sys/types.h>

#include <sys/socket.h>
#include <netdb.h>

int getaddrinfo(const char *node, // e.g. "www.example.com" EE—L |P
const char *service, // e.g. "http" == X E Xt "otof] ZHtA] D=Lt
const struct addrinfo *hints,
struct addrinfo **res);

O] g<=0ll= 3712l = I7HH~E HAFLICH 22| Zup HZZAEQ| ZRIE{Ql resE S EELICY.
nodeli7fHs= LS = SAE O|S0|L} IPFAYL|CH

LIS Oi7HtH = serviceILICE O|Z2 “80 &2 EE HSLt “http”, “ftp”, “telnet” £ “smtp"Z2 EXs MH|A 0|S0| € 4
QUALICE (IANA ZE 22" =2 0f2{20]| QLA EX|E ALCHH [etc/servicesOllA] 2 &= AALICH

1https://www.iana.org/as,signments/port—numbers
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OHX|2tO 2 hintsOf7HHa= Of2{20| ZHE MEHZ 0|0] ML struct addrinfo £ 7t2|ZIL|Ct.
0170l o{2{20| TAE IPFAL| XE 34908 =1t & mi9| g4 & Of[|7F JAELICE 0|Z0| E7| Eo|Lt HEQIZ 4FES

=13
=
SIAI= $SE 7|AotMIR. O|A2 EHX| LIS A8 FZHISS 88 LIt

int status;
struct addrinfo hints;
struct addrinfo *servinfo; // 21t 72| ZLICt

memset(&hints, 0, sizeof hints); // FZHIE &HAS| HIRFML
hints.ai_family = AF_UNSPEC; //IPv4 O|E IPv6 O|E AHgiC
hints.ai_socktype = SOCK_STREAM; // TCP AE& A3l
hints.ai_flags = AI_LPASSIVE; // Wl TAZ g&LICt

if ((status = getaddrinfo(NULL, "3490", &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo error: %s\n", gai_strerror(status));
exit(1);
// servinfo= O|H| 17§ =2 1 0|A9| addrinfo TLZ=A|0f| CHEt HAEZ|AEE Jt2|Z2L|Ct
/[ ... servinfoZt CO| & HREIS WX 2= &S BLC..

freeaddrinfo(servinfo); // HZ2|AEE SHiF|

ai_familyS AF_UNSPEC2=Z 27l IPVAE IPVEO|E MEMX| iS5 LIEHH Ziof| FFSHMQ. Tef EFot SHLIE 2IeHthH
AF_INETO|L} AF_INET6S £ = J&LICh

AI_PASSIVEE 2 = A&t O|A2 getaddrinfo()0liA 22 FEH|Of L 22 SAEQ| FAS StESiEEtn LE|FLICE 0|22
o2 20| st HWRE QloiF7(0] Z&LICE (OHLH 20l NULLE E2 getaddrinfo()2l R Huf Oi7HH~0l EXTt =AE

98 4 YBLick)

Ol et+-E s=ELICE 277} QUCHH(getaddrinfo()0] 00| Ot&l gtg S2{ECHH) EAICIA|LD| O R E gai_strerror()&t -5
EdllM E25t 4 QELICE oHe B E ZH0| H|LHZ SEISICIH servinfo= R2|7F LIS £ 4= Q= struct sockaddrLt H|$H S
71% struct addrinfol| HZZ|AEE Jt2|Z ZQL|Ct 2ASHH|R!

OFX|2tO 2 getaddrinfo()7t 26 EA /0| s = HZH2|AEES Cf MOHH 22|= freeaddrinfo()2 SEHA IS e
SHAE 4= QUSLICE (AHA HEEA| sHokgtL|Ct.)

of7[of| of2{20| EXTt FA £0{ "www.example.net”"2| 3490XE0|| E&3H0X} St S20|HEY AR &
UELICE  CHA| ZZE EIXI':‘._* OIZdQEE Ax| HZo| O|ROX|X| g&LIc 3
M™siELICt

int status;
struct addrinfo hints;
struct addrinfo *servinfo; // 2at=2 7I2|7|A| ElLICt

memset(&hints, 0, sizeof hints); // Bt=A| H|F{OF EL|C}
hints.ai_family = AF_UNSPEC; // IPv4L} IPv62 AAMX]| ot
hints.ai_socktype = SOCK_STREAM; // TCP AEZ! 43l

/| €8 ZEH|
status = getaddrinfo("www.example.net", "3490", &hints, &servinfo);

/| servinfo= O|H| 17§ =2 1 0|At9| addrinfo TLZA|0f CHEH HAZ|AEE Jt2|ZL|Ct

LICE. O] HEE 27| 9o 2 Al Z2OS ZHEiSAIC

HA
E
O] B T2 2 of2{20| HUE0| i SAEQ| IPEASS ELICL

2https://beej.us/guide/bgnet/examples/showip.c
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5. GETADDRINFO()—fAt ZH]!

** showip.c -- BHE0IM FO{T SAEQ| FASS EFLIL

*/

#include <stdio.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>
#include <arpa/inet.h>
#include <netinet/in.h>

int main(int argc, char *argv[])

{
struct addrinfo hints, *res, *p;
int status;
char ipstr[INET6_ADDRSTRLEN];

if (argc 1= 2) {
fprintf(stderr,"usage: showip hostname\n");
return 1;

memset(&hints, 0, sizeof hints);
hints.ai_family = AF_UNSPEC; // HTE X|Z&5l2{™ AF_INETEE= AF_INET62 AL
hints.ai_socktype = SOCK_STREAM,;

if ((status = getaddrinfo(argv[1], NULL, &hints, &res)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(status));
return 2;

printf("IP addresses for %s:\n\n", argv[1]);

for(p = res;p != NULL; p = p->ai_next) {
void *addr;
char *ipver;

/] =2 REM|Of| CHEE ZQIE|E BHELICE

[/ 1PvAgt IPve= EEV} LIELIC

if (p->ai_family == AF_INET) {// IPv4
struct sockaddr_in *ipv4 = (struct sockaddr_in *)p->ai_addr;
addr = &(ipv4->sin_addr);
ipver = "IPv4";

telse {// IPv6
struct sockaddr_in6 *ipv6 = (struct sockaddr_in6 *)p->ai_addr;
addr = &(ipv6->sin6_addr);
ipver = "IPv6";

/] IPFAS 2XIEE HekslD EsiLiCt
inet_ntop(p->ai_family, addr, ipstr, sizeof ipstr);
printf(" %s: %s\n", ipver, ipstr);

freeaddrinfo(res); /| ¥Z& S22 si{AIgtL|Ct

return O;
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HAICHAD] O] 2E= o{2{20| BHEO| F7|= 20| RAU0|= getaddrinfo()2 =ELLICE. 12|11 restfl HEZSE2Q| ZIHE
HAFUCE T2 R2|= 0| SE2S =301 EHSIFLHCIE 22 & = JABFLIC

(M B E= IP BT 2t THE BFQ struct sockaddrg XM2|sHoF St HollM &3 £=20] AELICE 2 FHoll T A
APREEZILICE O2LtE L2 Yol AiEXE & Z2ELIC)

A ofjH|! HF7F AFRIAES FofetL|ch
$ showip www.example.net
IP addresses for www.example.net:

IPv4:192.0.2.88

$ showip ipv6.example.com
IP addresses for ipv6.example.com:

IPv4:192.0.2.101
IPv6: 2001:db8:8¢00:22::171

OM MZE LHE &= AL, getaddrinfo()ollA 22 HtE CHE 22 =0 7|1 2oz HEQS HES 2T + AT
i SAICH 7% AOEA Q!

5.2 socket()—II MHXIE wojxH

Of Ol2t 0|8 47} &1 X ELICE OIH| socket() AlAE Z0f CHalA{ O|OF7[8H{Of BHLITt. JHR:= O &LICE

#include <sys/types.h>
#include <sys/socket.h>

int socket(int domain, int type, int protocol);

gLt o] el=S0| BARUX| ZE HULILE O|HE2 o ERQ A7S YSH=X] FE 4= AU off FLICL(IPv4A E= IPve, AEZ

Z2 Hjo[E 2%, TCP =2 UDP)

ALEXPZE O g AF Hojof 1, XF= J™A & £ JUEBLICE  (domain2 PFINETO|Lt PF_INET60|1, type2
SOCK_STREAMIE= SOCK_DGRAM 0|t protocol2 FO{Tl typeol XHot g2 X522 MEtstA| ot2{H 02 IAFLE
"tep”LE "udp” & Asts ZEEEQ| g2 7| 2l M getprotobyname() £ £ £k UYSLICH)

(Ol PF_INET2 sin_family2E0]| H0{Z= AF_INETSH RAISH ALICL O|ZE ofshstz{™ W o[oF7|7f HREtL|ct. ofF M
clldol|= O™ StLte| FA A E (Address Family) ("AF_INET"2t0f| S0{U= “AF")7t 0f2] ZFe| T2 EE 7S (Protocol Fam-
ily)("PF_INET"2| "PF"))2 X|e Zo[2t MZIStH Aol JAJELICH TJ=fut T A2 Uo|LEX| ftELICE J2|0 25
So7| e e Z AJUTHT BIL|CE. 0| O[07|LICH J2fM & 4= Q= 7H Fetet A2 struct sockaddr_inOllA] AF_INETS
11 socket()OllM PF_INETS AF2dt= QLT

|5 SESLICE o2{20| YEE St 2 Y2 getaddrinfo()S =& A1tE S0t2= 2 Ol2Het 20| socket()oll 2

struct addrinfo hints, *res;

[/ B AIZE
[/ ["hints" &A= o[0] k2 A= JHFYBILICH
getaddrinfo("www.example.com”, "http", &hints, &res);

OH

// CHA] 28EX|H 2i2i= (0] RHM2| of|HIS0| 3H50]) A Bim| Zd0| ZCtn
/] 7F88H= T Al getaddrinfo()oll CHSHA @& &tol sl
/] "res"YIE BIAEES &2fsfof FLICk

/I client/serverE2| TN} Cf|H|SS £ OHA K.

s = socket(res->ai_family, res->ai_socktype, res->ai_protocol);

socket()% chad 7LI| O|°’°| NES: §§01|A‘| % = A= 22 HBXE SHEULL 2RI UALH 12 SHELICEL TY He2l
Fol ! £

errno?t 2



5.3. BIND()—LH= 0oft ZEO]| AULIR? 31

E=l h 2{H O|H| O] 22UZ OofC|ofl £ == ASTR? YH2 OFA & 2CHs AYLICE HRHZ M| QBiME ALHME B 8l
00| SEBIA| 61| 218t AlAH =E2S ¢ sHiof BiLICt.

5.3 bind()—L= oftH ZLEO| ALIR?

2 I7HH o2 HX|o| ZEO| HSStT oS HYULICE (0| A2 HE o 20| listen() L2 EF ZEO||N EO1 =Sz
XH(listen) & W O|RO{ZILICE —LHES ALEX} L 0
£ PLch) (SR 3= 90'ACi~2000CH x2| HE|Z20]0] AU =0] ’“-"‘-AIOH 0|E1 = c’I EOV”"'—IEH
{20 £F Z2A|A| A3 HEXE S01QE WAl ARFT| IshM ALSYLICE 2tef 0131I0| connect()2t & zfo|at
bind()= SE LTt J2{Lt OIS 28 HO{F AL,

UL m@ Ry
m
i}
T
é fin}
UO
nJIn
rlo
6
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[e)]
(o]
0’1
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-
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gl

U

0|Z40] bind() AIAE Z2| 7HRUL|CE.

#include <sys/types.h>

#include <sys/socket.h>

int bind(int sockfd, struct sockaddr *my_addr, int addrlen);

sockfd2 socket()0| E2{FE A7 It MHXIRILICE my_addr2 O{2{22 FA
ofl Chst ERIEQILICE addrlen2 1 FA9| HIO|E £+ ZI0|IL|C}.

LUSIAHH ZEQ} IPFAE JHE struct sockaddr

1

ool ot Hof| Bto| iU SLICH Z2OZ0| ME L= SAELS| 3490 EEO| AZIE HIRIESH= GIMIE S AICEH

struct addrinfo hints, *res;
int sockfd;

/| HX getaddrinfo()2 2 T ZAH|0| HEE E2{SLICt
memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // IPv4L}IPv6 & OFF Zi0|L} &5L|Ct
hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = AI_PASSIVE; //IP= Lt2| OtO|L|Z xHZL|Ct

getaddrinfo(NULL, "3490", &hints, &res);

27!

o

BRECE,

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
// getaddrinfo()oll EZH ZEO]| HiRIERILICE

bind(sockfd, res->ai_addr, res->ai_addrlen);

AI_PASSIVEZZ{OE WA T2 0] HASQ SAEQ |Pof| HiQIESI2t 1 A FL|CH EFT 2H IPFA0] HielEst 4/ CHA
AI_PASSIVES H2|11 getaddrinfo()2| 2 HIm| 212 IPFAE oMK,

bind()= 2LFEI} LAMSIH -12 E2{F 1 errno2 2F9| 22 MABhL|CE,

e el I=E0| bind()2 =&6H7| Fof| struct sockaddr_ing =& MYULELICL 0|2 2HY| IPv4 ME0|X[2t 22
AUS IPvEO]| CHSHME R & 0 I%E AELICE TX| getaddrinfo()g M= HO| YHHHO=Z O £l&LICEL O{RE o™ ZE= ofH
grAlQiL|Ct

/1 1 o|%e o

—

HEAIQILICH NI

int sockfd;
struct sockaddr_in my_addr;

sockfd = socket(PF_INET, SOCK_STREAM, 0);
my_addr.sin_family = AF_INET;

my_addr.sin_port = htons(MYPORT);  // short, HIE®|3 HIO|E &=A
my_addr.sin_addr.s_addr = inet_addr("10.12.110.57");
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memset(my_addr.sin_zero, '\0', sizeof my_addr.sin_zero);

bind(sockfd, (struct sockaddr *)&my_addr, sizeof my_addr);

2ol oM of2{29 2 IP FA0| HIRIESHT MACIH(|2| AI_PASSIVEXZ!) s_addrZ=0fl INADDR_ANYS CH!Et
2 QUELICE  IPvBHHZT S| INADDR_ANYS O{2{£9| struct sockaddr_in62| sin6_addrZ =0 CHRIsHOF st= THH40l
inBaddr_any2IL|Ct. (== Z£7|2tA0) £ 2= = INBADDR_ANY_INITO|2H= IR 2= JU&LICE)

bind()E =

= ST I Foldof B A BE HEE WS S M| OHMIR. 1024 Of2lel RE EELE otE|of UBLICHATRH}
Obcl OjA) 1 9

=
[o] ZE Ho = (CHE Z2020| 0|0 A4 UX| GECHH) 655357HX| OFF ZO[LE & = UAELICE

K[ 2= AXO| [H[[HE MHE EMI At 0 5HH bind()7f At “FA1 00| AESYLICE. 2t g mi7F AELICE 2
A 2ofgLict o222 J%10| Fa|E wtx| 1
T AFLICh

2
(=
=]

ey

HI g
In
e B
A
o n

int yes=1;

I

[[char yes="1"; /| &2}2|AE O|RE AL

/[ "F=271 0|0 A8 FLICHEls 2F HIAIXIE M
if (setsockopt(listener,SOL_SOCKET,SO_REUSEADDR,&yes,sizeof yes) == -1) {
perror("setsockopt");

exit(1);
}
bind()oll CHaHA $HOtC| O @ O] Bt S &8 LQ7t My gl AT YSLICH connect()S SEA &7 X0 ¢Zstz{ 1 ot
24 ZE0| oMz MBMK| gh=CtH(telnet] M AAX| ZEQE MAME= HL) connect()7t XIS 2 £20| HIQIEE(X]
AU =St HRIICIH AKX 42 22 ZEO0| bind()3HE A LICH

5.4 connect()—7{7| etd!

¥ 20t oj2{20| 2yl S8ZT 20| Z|QUCtD MZSHFEAICE. o222 AFSXHE0| A% THY MEXIE 7| loiA] of2{=oiA|
HHS WRILICHES E20MMER). o222 10| 2t socket()S SESILICE CI2 O E AF2XI7L 0421 20f|A “10.12.110.57"2|
"23"H LE (AU BF T E)of| AZsl2t FLICH o{E A sHoFente?

S22 o2&, connect()0ll TSt M2 A= Fo[2tL| 20| ZELICH 0] 2 dE SAE0 g HZSH=X|ol Chsl
LHFLICE HEI0| o{ZAICH I A|ZH0] §iSLICH

connect()0l| CH$t S =2 of2liet Z&LICh

#include <sys/types.h>
#include <sys/socket.h>

int connect(int sockfd, struct sockaddr *serv_addr, int addrlen);

QIL|C}. serv_addr= struct sockaddro| 1 S&X|

sockfdE socket() &4 S Z0| E2{FE= 22(9| X AL
| 20|18 g1 JUBLCE

fun §
ZEQ}ofo|m| FAE FH11 UFLICL addrlen2 M F4 FZH|2] HLO|

DE MEE 97l getaddrinfo()=£2| 2ol A Z=&E 4= IELICH
Olsh7t =|7| AIZfSLIR? XM= RS S8 & 9leL| I Aozt MZSHUELICE "www.example.com”2| 3490XEZ A7l
HZS UEE o[RS AT™EAICH

struct addrinfo hints, *res;
int sockfd;

// getaddrinfo()2 & FA LEHS MHSLICt
memset(&hints, 0, sizeof hints);
hints.ai_family = AF_UNSPEC;

hints.ai_socktype = SOCK_STREAM;

getaddrinfo("www.example.com", "3490", &hints, &res);
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/I 225 BhEUTt

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);

I

[/ AEELCH

connect(sockfd, res->ai_addr, res->ai_addrlen);

CIA| O[OF7|StAH A T2 IME2 connect()ofl EAHZ struct sockaddr_in 2 =& *YLASLICE DA staHCHH SHe
EILICE /ol /L= bind() B oA H|=F LIS S NSNS,

connect()2| S7ZtE stz A2 AXOMR. 277 LHSHH -

o
i
iy
Rl
fJ
Q

3

[e]

3
e
i
nx
0%
mot
Y
©
il
inl

2217} bind (|8 SESHR| US| FIAIL. 2HeHs| Totatet 22le|
FH=X|Er MFSLICH (RIZX] ZE). 90| 92| (M 22 EES D
20 2ofLIC AZaa Bl BiALICH

5.5 listen()—57I ¢&t S oljE2?

rr

Old| SE0| He mL|ct. 27t AKX ZTAE HASID HX| g2 FREHH ofEHA 2nte? 2| YoM S0= d2S
7ICt2| 0 2E of WA= X2[gHof BILtH OEAH 2te? 1 b2 & AU B listen()E =01, accept()E
SLICH(OHE HBtHR.)

=

listen() g4 = &2 B TSk 2 247to| 40| HRstL(Ch

int listen(int sockfd, int backlog);

sockfd2 socket()A|AH B+ ZEZ F0I2 HWRHTHAZN IH HHXIRILICE backloge SH2= 7O S1&E= HE2| £XtULICE
0|Zi0] 2& SEQIX| 323717 E0{QE HASS 62{&20| accept()E diF7| HIX|(OI2HE &1SIMR) O] 7 ool 7|CH
Zdo|1n o|2 = JHe| HAQ| EH7| 2 U=T71E FRLICL CHoHe] AIA-R of g8 =8| 20 M2 H|$HefL|ct. J2iLt 5Lt

108 9| IO MF = MAS ZiYLIct.
I ALt CHERIO] listen() = 2F 7 Le 22 12 E2{F 1 errno2 HE Y ZIQILICL

OfOt: H45HA 4= QUAXT M7} EF ZEOIM HHEE=E 57| 2I3iM= listen()2 ZESH7| Tl bind()S =ZE3HOF LIt
(o222 TASA o ZEZ HZHOF K| LHFE == AC{0F THL|Ct) O AlLCH.

getaddrinfo();

socket();

bind();

listen();

/* accept()= Of2Holl SLICt */

X ZEE B9 IUI’E%B.OI‘:'E Xﬂd% Olld| 2E9| ofTivtof 'O F 7|2t SHHELICE (accept() Bl REE & O 2FHEILICL)
HoUzZ 278t HEL gccept() 8 2E8H=s BEQLICH

5.6 accept()—"3490LE0]| BT A ZAFELICE”

o O|&fiLIct XIZHE 4Z A2 Ch3at ZELICE oFF H 20| Q= F2717t of2{2e] ZX|of|
connect() &2 AZASIZ 1 ELICH 22 EX ZEO|M listen()2 Mt AFLICH IS5 HER accept()2 HOISHE
m7EX] CH7 |0l A ZdRILICE o222 accept()S oAl CH7|EQ! HAS BOFS0|ZCtD Y{FLICL accept()= Ol HATHS
QA & TS| MES & = 2 l ct s FolelaZg FHK|A| = A& LI
el 272 ofFS| M HZEES E1 U1, MEH ST A2 send ()2t recv() XS lo ZH|=IUASLICE OfH Ct HELQ!

SEE2 ofzlier Zo| BLch

#include <sys/types.h>

#include <sys/socket.h>

int accept(int sockfd, struct sockaddr *addr, socklen_t *addrlen);

sockfd2 listen()g stuUes A2 MEXIQJLICE  OfFX| LSLICE  addr2 CH7H 22 struct sockaddr_storageoi| CHst
HQIERILICE of7]0fl S0{= HAS| HEIFS0{7HA| ELICHOZ| 1 2 SoiA o SAETHO{E ZE|M 2|2 S =3t
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UK & £ AELICE) addrlen2 sockaddr_storages accept()dl E717| Hof| sizeof(struct sockaddr_storage)2=
MHE|0{0F St 22 M4 BH4QULICE accept()E addrofl addrlen2| 27| O|Af2] HIO|EE MX| ot HRILICE accept()T 277t
LHSIH -12 SHFT1 errno0| ZfS AFELICEL O = ofldfstoz|2t M2 fst|Ct.

T2 DREEX| 2 ot tHofl Ofedtr|ofl = B2 WEYLITH J2HM of2{2e] SME 2t oilFl 2= =20 AELICE.

#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>

#tdefine MYPORT "3490" /| AH8XIE0| H&4E
#define BACKLOG 10  // CH7|Zoi| CH7 [ &t &
int main(void)
{
struct sockaddr_storage their_addr;
socklen_t addr_size;
struct addrinfo hints, *res;
int sockfd, new_fd;

/1 0] = =50 CHot @F SIS UIX| Ot 1

/] getaddrinfo()2E HEE MY'ESLICH

memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // IPv4AXE£ IPv6, OFRZ40|L}E LTt
hints.ai_socktype = SOCK_STREAM,;

hints.ai_flags = AI_PASSIVE; //LIE Isll At52Z L IPE xHYE&LICt
getaddrinfo(NULL, MYPORT, &hints, &res);

/[ 228 ghs0 HIRIESI D E7| AlE

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
bind(sockfd, res->ai_addr, res->ai_addrlen);

listen(sockfd, BACKLOG);

€02

rr

HAZ WL}

addr_size = sizeof their_addr;
new_fd = accept(sockfd, (struct sockaddr *)&their_addr, &addr_size);

[/ new_fd A2 AHEX}O|A SAE FH| AZ!

OHH new_fdE A& ZRILICE
£71 28t M sockfdE close() k2|

ﬂJIO
_|U &

5.7 send()2l recv()—Talk to me, baby!

(9%t = : Talk to me, baby!= Elmore James2| =2{QILICE) O & St+E2 AEZ A30|LE HAE HO|H I A Sl
S4I8t7| 2lohA MeL|Ct detol AAEX| b2 H0|E I3 AZg MNACHH sendto()2t recvfrom() g EAIH ELICL

[y

re

send() &%

int send(int sockfd, const void *msg, int len, int flags);
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sockfd 2 H[O|E{E ELHT 42 A7 MHX}(socket() 22 THEJE accept()ZE HEJE)YLICE msge 6220 24 H|0|E{of|
CHot ZQIE{O|H, len2 1 ZO|LICE flagse O 022 MHESHM(R. (flagsoll CHSH & XtM|IS| L4 CHH send()2| WHI|O|X|E
HAR.)

OlFl R== oA & & AWELICH

char *msg = "Beej was here!";

int len, bytes_sent;

len = strlen(msg);

bytes_sent = send(sockfd, msg, len, 0);

send()= HHE HET Hr0I59 +5 SHFUICL 0] 242 of2{=20| Ech2tn ot £H0 M £ JAELICH o2 AF L 3|9
CIO|HE M&statn @FsHH 20| O M2|=X| R 4= Y= AYLICH FHX|= HE J7Hset 2oies Wi, LIHX|= of2{20]
LEZS0ll ChA| 2 Zd0j2t: E':'%LIEL send()7t S2{F 10| len:t LX[SHX| Qb=CtH EAIEL| LIHX|IE HE3t= L2 o2 200A|
HISS 7IYstMlR. o]0l Eot Z2 AAl2 THi3l0] ACHAH(1kb O]t M) O ofitE ot Hojl RE A 2 £ /oe|zke
HQLICE CHA| ZESHR| 2L QZ 7 EHMSHH -10| BH2EE| T errno7t 2F HS 2 MHEL(CH

recv()&= B2 HOlM RARILICE
int recv(int sockfd, void *buf, int len, int flags);

sockfd2 HOEY A% MHXIO|H, bufe BEE HOEY HIHO|T, len2 K| | Z0/0|11 flags= O{7|ME 02E HNME
2 UELICL (BT HE0o|| tHef M= recv()2] man pageE & 1ISHMIR.)

recv()= &HZ HI0| A0Sl HIO|EQ| =5 ST/ Lt LRI YUY F2 (errmo £ HEs

£
|0
Hu
s B
A
mjo
i
o
icP]
C
inl

A7H recv()= 08 S21F 4 YBLICE 01242 $ 74X oloj@lLict, 2Z{X| S0A ofzi=of chet 12 e HLich =31zt 02
recv()7h 10| OIHSS YeiFE AL

X, HY 4XIR? OIX| ClziEe AEY AN XIS FIWS £ ASLICL oH O[F KRS ofoist KA UIEYD
m2ejoelLich

5.8 sendto()2} recvfrom()—Talk to me, DGRAM-%}4|

"O[H| C} ZE5t SH|IQ 2t BESIAIE 22(7F SEILICE "J¥X|2H HA0| Gl= CIo[E 2 422 ofEA| M2|sHX|R?"2tnE
SHAl=2R. 2X| ofZ|opd, ERQCHX|Q(HAL 5 : ’IZ2 "No problemo, amigo.”, ZEEZ0|2 "ZH| gi&LICH 2L"). o S=
20| AELICH.

CIOJE O A2 HAX| AEN HALN AX| R202 WIS B mio] R YEE =3 CHELICL HIZ SXX| Fa0t

EQEHL|CE. 0|2 AQiLCt.

—

int sendto(int sockfd, const void *msg, int len, unsigned int flags,
const struct sockaddr *to, socklen_t tolen);

HAICIAT] send()9t ZXITH & 7He| eI O QUSLICL to= 2MX|Q| IPFASL ZES &2 struct sockaddr Of CHat
TQIE{0|H(OFOtE O2{ 20| HHEksl M AL struct sockaddr_inO|Lt struct sockaddr_in6 EE= struct sockaddr_storage
ZL|CE) tolen2 LHENMOZ &= intO|H ZHTHSHA| sizeof *toLt sizeof(struct sockaddr_storage) 2 &&sHH ElL|Ct

2XK| T FTHE oM getaddrinfo()0|Lt OF2HS] recvfrom()S AFSIAILE £EHO 2 22 kYL T AUSLICH

send ()2 OFXIZHX| 2 sendto() = MM Z 2 HIO|E 42 E8{FLICt (2 ¥ Hil2{n 3t HIO|EQ| 5t X2 47} 20t2 £
ACH= QojYLICh) @F It LMSHH -18 S2{FLICH

0|2t RAFSH ZA|7t recv() 2t recvfrom()&LICE recvfrom()Q] 7HRE O|F&LIC

int recvfrom(int sockfd, void *buf, int len, unsigned int flags,

struct sockaddr *from, int *fromlen);
I CHAl Ol F JH9| F7tEQl HETL U= recv() 22 AYLICE from2 ZX| FX[Q| ofo|m| FALt ZEZ KTl 2H
struct sockaddr_storageOil it ZLOIE{QILICE.  fromlen2 ZZ intdl| CHEE EQIE{O|H sizeof *fromO|L} sizeof(struct
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sockaddr_storage) 22 x7|3tx|0{of BIL|C}. g7t ghetEl mff fromlen2 fromofl AME XEE FA0 0|2 HHEN AUS
ZALCt.

recvfrom()2 22 HIO|EQ| 2H4-E HI2tSiH @F 7t LHH (errnoE HEs| HFstL) -12 S2{&ELICh

0f7] 20| stLt QUELICE °ff L2l struct sockaddr_storage2 2219 Ef°'0§ AEETNR? off O struct sockaddr_in2
£ = USTR? O|f= EAICHA|I] 2|7} IPv4Lt IPv6S St SO0 4X| ef7| IZLICH J2iM 22|= 4F B50| S&29]
31 YHHHOl struct sockaddr_storageS AFEELICE.
(T&™... o470l CFE EZ SHt. ©ff struct sockaddrg ZE FAE BHE & U HEE 3 UHEX| 4UASe? 2= oot
Sxe | struct sockaddr_storage = CtA| 28t SX9| struct sockaddre 2 giHetstn QU&LICH 0| S&F2 atst EL Q)
HRlL|ch of7|of| CHSt CHER2 Tk O] struct sockaddr2 SHEOIE HRE I 3X| §Urh= 240|1, OfX|2bM ORE v
A2 ZHQ X7 JACh= AYLICE JeiM 252 T MER EFYS MEASLICL) (FXE S struct sockadd 2 A3 EA9|
E710f] BHE0IZ LEH|0|2= IPv6S EY|0 S25HK| b2 A2 GHet LLIC)
gtek o{2{20| 0|52 AZE connect()sHA| E|H ZE S2410] send ()2 recv()2 & = US2 7|stMR. 221 XK= o]
Cllo|E{ T2 A7 210|11 IHZI2 4 H S| UDPE AHEe 20| X|2H A2 QIEJHO| AT KIS 2 o2 22 fIsHA SRX| ot MK HEE
Z=7Fe AL|ct

5.9 close()2t shutdown()—LH H0|A 7HZ]!

! 02122 512 Y send()2t recv()2 ABHT, OIK| ZEELICE OfF| Of2iel A2 XS B2 Tzt EIYSLICL 0l
AALICE D B QUA T MK E| 3140l close() B & 4 YBLIC,

A2 sliE 27000 et =4 2i7|9F MT|E HUX|E AYLICE AX|O|M 0] £2S MIL} o= BE A= FE oy

2210] oA &o|=X & O ZESIL 42 Z200 shutdown() &5 A8Y 4= UAELICL 0|A2 EF Yo =29 ST =
LS g 5 ACH YF BE B3 =L AFLICHOHA| close()7t 5H=0]). HRE O|FELIC

int shutdown(int sockfd, int how);

1

sockfde ZRst1 A2 A7 It MHXI0| 1, hows LS & ShLIILICh

how =it
0 =& 2Ho| FXIELC
1 =& &40 SX|ELICH
2 & £240] 2XIELIC (close()MEH)

shutdown()2 M3 A0 02 gtetstn, QLRI EHMSIH (errnoS MASH 2O 2 MHst) -18 viatstL|ct.
A
of

—

Z&|X| 942 ClO[E{ 2 A2101| 7|7H0] shutdown()2 6H
=

= | st 22001 send ()2 recv()E AIRE = QT E
ZAL|CHE[O|E{ a7 A2of| connect()E AMEsHH !

FErE MNEY £ UAZSE 7|Y5IMR).
shutdown()0| X2 MY MEXIE SX|= Y20l FESHHR. 22 MBEXE sliFst?| IS = close()E = ZsHoF BL|Ct

=2
=

N

A=,

(dI2IMoZ of2{20| Y =2=2}t Winsocks AtEsta 22 close()LHAl closesocket()2 = E8H0f &LICY.)

510 getpeername()—+7AMIR?

0|

ook

M 1S HBLIC
LIS 412141 Of B0l BEQ| S FXIE QUBLICH OFRE YBS2IAGLIC,

getpeername() &= HZEE AEZ AZO| HITHH 10j| =7t Q=X|

L]

2EE AT HRULC

#include <sys/socket.h>

int getpeername(int sockfd, struct sockaddr *addr, int *addrlen);
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El AEZ AZlo| MHXIRILICE addr2 HZAQ| BHHHM Zof i3t BEE BE struct sockaddr (£= struct
| CHet ERIEQILICE.  addrlen2 intof| CHEE EQIE{O|H sizeof *addrO|Lt sizeof(struct sockaddr)2Z
27| et=|ofoF RILICE (HXt 3 : o] B IPveRt SE517| fI8iA] struct sockaddr_storage £ AHSE o= JU&LICE)

O g4 RFIH LWSHHE 18 ST errnoS LA FELIC

2
H
Hr
o
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)
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i
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|
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2 inet_ntop(), getnameinfo() EE= gethostbyaddr()0ll ‘20| A StHO|| E&45t7Lt 2710l
HHEE Mg £ J&LCL I5° 210l 0|EE 7INME & SdELICL (BSLICH Eota. el XMZ AFEIG ident HI2g
242 0] 2A10| LIS Hoj4LICt Of XHAI3H HES YSITHH RFC 141338 HTstMIR.)

5.11 gethostname()—Li= 017}
getpeername()=Ct O |2 Z40| HHE gethostname() &<+QILICH O|HE o222 20| MAHE|D U= HAREC 0|ES
EHFLICL S2{E2 0|52 210l U= getaddrinfo() £ MA 0I2{229| 22 TK[Q| IPFAS AOHHE of| AU 2 QUSLICH

O|=C} H MO|A= L2 M0l ELICE Ae R 7HX| AZHLt2] shfohgt 220 T2 T2)of thet 200| OfL|Z Q. OFRE F2[SHAHH
o[F&LCt.

#include <unistd.h>

int gethostname(char *hostname, size_t size);

SILICE hostname &h4:=7} ttEkst= SAE 0|22 B2 char?| BIEf Chst ZRIE{QIL|C}. size= hostnametiE Q)
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s 3R 2tz 20l 02 Hheksty, 2F0l| thsiM= =
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3https://tools.ietf.org/html/rfc1413
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SatolE- AU HIZAIAL

S2fo|R1E- Aol el 0I0F7I2 XfARILICL S| = 7ol BE U2 Me| ZRAIA02 0lop|sts S2t0lelE TRAAS
MBI 0 BITHILICE telnetS O SOKZAICL 0f2{i20] YH\(2210/QIE)2 x| SAEQ| 238 HEO| B4 0f 1
SAEQ| T2 (telnetd2l E2l= AH)0| YBS QL I%0| SO{QE WY YIS K2(stD of2iZoA 219l TExES
=oFE 59| U Mg,

Client | ~ % . |Server

send ()

Figure 6.1: E2I0|YE - MH ASXE

9lo| T HO| Sato|otEet Mu{o] M meto| Ha=of UBLICY,

E210|HE-AMH X2 SOCK_STREAMO|Lt SOCK_DGRAM K= CHE Ot Zi0|2tE 2et 4 QIS 2 7|stM| 2. (20| 2

Zot7| 2t SICHH) S20|HE-AMH YO £E2 oAl telnet/telnetd, ftp/ftpd & Firefox/Apache {ILICL. O{2{£0] ft

mioiCH o222 RFS HolS0|= #ZX| ZEOI fipd 7t AELICH

B9 o H°| EX|oll= & shte| MHEHO| Qg Z40|H 1 M fork() & SoiA 02] 22t0|HEES Malg AJL|Ch (SR = &
CHe| ZX[ollM 2] 7Hel MHE Mish= B2 2HHO| UAX|TH O] A2l XEH2 90 ol ZH=ASLICE ) 7|2X Q) W2 ofzfet

ZELICH MH7 HES 7ICH2] 1, accept()tt =, R8E MY At Z=MAE fork()HLICE 0]Z0] CHE HOlM 22|2] oA

M7 SH= LyLICH

St U2 A AZ0| “Hello, world!"S 24 #QILICE. O] MBI AIZSH7| FIhA & L2 siLte| HOA 01242
st = Ch2 Hold Dol Of2f HHOIZ Farshs o welLct,

Io

>

= Of
Ot
rr

A

E

o

=

$ telnet remotehostname 3490
remotehostname 0{2{&0| AMaSh= ZX|2| oto|m|YL|Ct.
M 2"

/*

** server.c -- a stream socket server demo

1https://beej.us/guide/bgnet/examples/server.c:

39
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*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <netdb.h>
#include <arpa/inet.h>
#include <sys/wait.h>
#include <signal.h>

#define PORT "3490" [/ AF8XIS0| &Y XE

#define BACKLOG 10 // R 72| 7|5l HZO| |XIE A7t

void sigchld_handler(int s)

{
/] waitpid()0| errnoE H0{& = Y E = NEACI} | A2ICE
int saved_errno = errno;

while(waitpid(-1, NULL, WNOHANG) > 0);

errno = saved_errno;

// IPv4 = IPv6 sockaddrS 2HOF2LY
void *get_in_addr(struct sockaddr *sa)
{
if (sa->sa_family == AF_INET) {
return &(((struct sockaddr_in*)sa)->sin_addr);

return &(((struct sockaddr_in6*)sa)->sin6_addr);

int main(void)
{
int sockfd, new_fd; // sock_fdol|lA| CH7|5t11 E0{2E= HEE new_fdoll K=
struct addrinfo hints, *servinfo, *p;
struct sockaddr_storage their_addr; // H&Xte| =4 HE
socklen_t sin_size;
struct sigaction sa;
int yes=1;
char s[INET6_ADDRSTRLEN];
intry;

memset(&hints, 0, sizeof hints);
hints.ai_family = AF_UNSPEC;
hints.ai_socktype = SOCK_STREAM;
hints.ai_flags = AI_PASSIVE; // use my IP

if ((rv = getaddrinfo(NULL, PORT, &hints, &servinfo)) = 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));



/| BE BRE R3[5110 2 4 A= AW BHH A2 A8
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror("server: socket");
continue;

}

if (setsockopt(sockfd, SOL_SOCKET, SO_REUSEADDR, &yes,
sizeof(int)) == -1) {
perror("setsockopt");
exit(1);
}

if (bind(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
close(sockfd);
perror("server: bind");
continue;

}

break;

}
freeaddrinfo(servinfo); // O] &N O O|M QRS

if (o == NULL) {
fprintf(stderr, "server: failed to bind\n");
exit(1);

}

if (listen(sockfd, BACKLOG) == -1) {
perror("listen");
exit(1);

}

sa.sa_handler = sigchld_handler; // £2 ZZMN|AE C HFE S0|X}
sigemptyset(&sa.sa_mask);
sa.sa_flags = ;
if (sigaction(SIGCHLD, &sa, NULL) == -1) {
perror(“sigaction”);
exit(1);

}

printf("server: waiting for connections...\n");

while(1) { // & accept() F&
sin_size = sizeof their_addr;
new_fd = accept(sockfd, (struct sockaddr *)&their_addr, &sin_size);
if (new_fd == -1) {
perror("accept");
continue;

inet_ntop(their_addr.ss_family,
get_in_addr((struct sockaddr *)&their_addr),

41
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s, sizeof s);
printf("server: got connection from %s\n", s);

if (Ifork()) {// Xt&] T2 M| AL|CY.
close(sockfd); // XtAl2 2|ALH7L &L CH
if (send(new_fd, "Hello, world!", 13, 0) == -1)
perror("send");
close(new_fd);

exit(0);
}
close(new_fd); // 82 0|Zd0| ERei&LICt
}
return O;
}
[ HZ0IXIH T2 HEES fIhA StLtC| & main()&= 2ol ZE ZEE Cf HJUSLICEH JSHCHHE o =2

o]

(otOtE 0] sigaction()g XS 2 =k U=Hl HAECL O ZEE fork()E AtA EZR2MAT BREHM W= BH ZEMAS
4

X
HHS0|= O| AFBELICH ZH| T2MAE BO| BHE1 HEISO|X| ko™ AAH H2|X7 S 2 AYLIC))

CHS B0l L= S2HO0|UEES AHEHA O] MHZRE| CIO|EIE ¥E =+ AELICE

O] M2 MHECHE: o &LICt 0] Z2I0|AETL SH= 22 of2{20| FHEO| XYY S AEQ| 3490H ZEZ H&sh= AL
O|A2 M7t il EXIES

Z20|HE AAZ:

/*
** client.c -- AEZ| A7l S2}0|HEQ| Of|A|

*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <netdb.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <sys/socket.h>

#include <arpa/inet.h>

#define PORT "3490" /] E2I0|HE} H&

ot

TE

#define MAXDATASIZE 100 // B Hoi| 25 4= Qli= Z|Ti HIO|E 2%

[/ |Pv4 == IPv6 sockaddrs gor2ct
void *get_in_addr(struct sockaddr *sa)

{
if (sa->sa_family == AF_INET) {
return &(((struct sockaddr_in*)sa)->sin_addr);

return &(((struct sockaddr_in6*)sa)->sin6_addr);

2https://beej.us/guide/bgnet/examples/client.c
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-

int main(int argc, char *argv[])

{

int sockfd, numbytes;

char buf[MAXDATASIZE];

struct addrinfo hints, *servinfo, *p;
intry;

char s[INET6_ADDRSTRLEN];

if (argc 1= 2) {
fprintf(stderr,"usage: client hostname\n");
exit(1);

}

memset(&hints, 0, sizeof hints);
hints.ai_family = AF_UNSPEC;
hints.ai_socktype = SOCK_STREAM;

if ((rv = getaddrinfo(argv[1], PORT, &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));
return 1;

/[ BE ZIE 22[51HM £ = U= 71 W Bl A2 A8t
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror("client: socket");
continue;

}

if (connect(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
close(sockfd);
perror(“client: connect");
continue;

}

break;

}

if (0 == NULL) {
fprintf(stderr, "client: failed to connect\n");
return 2;

}

inet_ntop(p->ai_family, get_in_addr((struct sockaddr *)p->ai_addr),
s, sizeof s);
printf(“client: connecting to %s\n", s);

freeaddrinfo(servinfo); // 0| +XA|= O 0|4 2@ giCt

if ((numbytes = recv(sockfd, buf, MAXDATASIZE-1, 0)) == -1) {
perror(“"recv");
exit(1);

}

buf[numbytes] = \0";

43
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printf("client: received '%s'\n",buf);

close(sockfd);

return O;

-

E20|HEE AMllst| Hoj| MHE HastX| 2™ connect()= “Connection refused”& BIeHiCi= ME 7|HstMIR. OFF
FELLIC
1'[' .

6.3 GjojE{az A3l
2|04 sendto()2t recvfrom()ofl CHsH =2|& th UDP H0[E{ 3 47| 7| 20]| CHeiA] 00| Yot QUASLICH T2 HEZ 2719]
Of|x| =2 M E MAISIZASLICE. talker.c?t listener.cILICt.

listener= EX|0M ZE 495022 S0{Q= IHZIS Ch7[RILICE talkers XA FX|Q| s ZEZ AKX HHEO
Ljes cte mizie B c)

i
ol
rot

HIO|E O3 422 HAO| gl A2US O|E 0] E&ot = 43 oR= HFMX] of7| W20l S240|AEL} MO IPVES AFE fEE
TAIE ARULICE OIFHA| 3HH ME 7} IPvOM E1 S20|AET} IPvA|M L&A HIO|EE 2E £ gl= dES Iig + AS
A

AYLICE (P29 TCP AEZ] 23U MMOIME O]z ELX|T} &gt £ AX|T connect()ollA SHLIQ| =2 KA ol CHoH 01|E1§

2HHA|7| 0 CHE FAHM|AE MEE Sl FLICE)
of710]| listener.cQ| AARET} U&LICES:

/*
** listener.c -- O|O|E{ 23 A7 "AH"2| Of|A|
*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define MYPORT "4950" [/ &Y ZE
#define MAXBUFLEN 100

/I get sockaddr, IPv4 or IPv6:
void *get_in_addr(struct sockaddr *sa)

{
if (sa->sa_family == AF_INET) {
return &(((struct sockaddr_in*)sa)->sin_addr);

return &(((struct sockaddr_in6*)sa)->sin6_addr);

int main(void)
{
int sockfd;
struct addrinfo hints, *servinfo, *p;

3https://beej.us/guide/bgnet/exampIes/Iis’(ener.c
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intry;

int numbytes;

struct sockaddr_storage their_addr;
char buf[MAXBUFLENT];

socklen_t addr_len;

char s[INET6_ADDRSTRLEN];

memset(&hints, O, sizeof hints);

hints.ai_family = AF_INETS6; // IPv4Z M2{H AF_INETSZ MFgh|ct
hints.ai_socktype = SOCK_DGRAM;

hints.ai_flags = AI_PASSIVE; // | ZAE &L|C}

if ((rv = getaddrinfo(NULL, MYPORT, &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));
return 1;

}

/| BE AIE &3|5HHAM 7hstt R Hm 2o)| viel =Tt
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror(“listener: socket");
continue;

}

if (bind(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
close(sockfd);
perror("listener: bind");
continue;

}

break;

}

if (o == NULL) {
fprintf(stderr, "listener: failed to bind socket\n");
return 2;

}

freeaddrinfo(servinfo);
printf("listener: waiting to recvfrom...\n");

addr_len = sizeof their_addr;

if ((numbytes = recvfrom(sockfd, buf, MAXBUFLEN-1, O,
(struct sockaddr *)&their_addr, &addr_len)) == -1) {
perror(“"recvfrom");
exit(1);

}

printf("listener: got packet from %s\n",
inet_ntop(their_addr.ss_family,
get_in_addr((struct sockaddr *)&their_addr),
s, sizeof s));
printf("listener: packet is %d bytes long\n", numbytes);
buf[numbytes] = '\0";
printf("listener: packet contains \"%s\"\n", buf);

45
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close(sockfd);

return O;

}

CHAPTER 6. S2I2IE-AMH HiZX|A]

getaddrinfo()0llA 2|7} OHEILH SOCK_DGRAME AtE%ICH= 2ol FFSIMIK. 3 listen()2F accept()0] BRSHK| QCHe

He 7145tM K. 0|Zi0] HEG= CIOIE I A2S AT mo| Y & Sttt

LSO talker.co| AATE4QIL|CE

/*
** talker.c -- Cl|O|E{ 124 "2 2t0| A E"2f O A|
*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define SERVERPORT "4950" [/ AIF8XIS0| M&Y XE

int main(int argc, char *argv[])
{
int sockfd;
struct addrinfo hints, *servinfo, *p;
intrv;
int numbytes;

if (argc != 3) {
fprintf(stderr,'usage: talker hostname message\n");
exit(1);

memset(&hints, 0, sizeof hints);
hints.ai_family = AF_INET6; // IPv42 M2{H AF_INETO 2 M&TtL|Ct
hints.ai_socktype = SOCK_DGRAM;

if ((rv = getaddrinfo(argv[1], SERVERPORT, &hints, &servinfo)) I= 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));
return 1;

/| RE ZAUE &25HHM A2US oHELICH
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror("talker: socket");
continue;

}

break;

}

4https://beej.us/guide/bgnet/examples/talker.c
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if (p == NULL) {
fprintf(stderr, "talker: failed to create socket\n");
return 2;

if ((numbytes = sendto(sockfd, argv[2], strlen(argv([2]), O
p->ai_addr, p->ai_addrlen)) == -1) {
perror(“talker: sendto");
exit(1);

freeaddrinfo(servinfo);

printf(“talker: sent %d bytes to %s\n", numbytes, argv[1]);
close(sockfd);

return O;
}
O|Z{0] MEL|CH BtLte| ZX|0]A listenerE AL talkerS CHE EX(0IM MM L. (BAL 3 : LIS EX|OME &= AT
S| HAsHH EXl= HELICH o2 EOIES SAl0l & & U= Chet 2Ho| JAELICE) 2RE0| ELsk= AS XHEME. 2
71EE flet EAH=2 47t E Zol2t =HlghL|ct
ol

1

Hol= MHE Y HR: RSULH talkerS SRt HHAIF|H IjZlS BESHAH| Y&st1, OFRE RITHZOIA recvfrom()2
£ =CHH 34 202 Af2HE #RIL|CE UDP HIO|E{ O3 A0 = HEl Ol0|Ej= RAHS BEGSHX| gh=lh= FE 7|dstHa!

Toj| R 2ot AATH A BF THX|E i MR ALCE AZE CIo[E I AZI0] JZLICE 2301 CHeHA o7 |0l A ZrsHoFsh=CI,
0| M9l tlo|e{aoj| et R&0| HEZ 047(0|7| WEILICE 22| talker 7t listenere| A& X|H3t1 connect()E =EStCH
SAICE O &7t E talker= connect() 2 XI™$t FAZDHH|O|EE 2L 11 BH2 2 AIELICE 0] 0| RE sendto()2t recvfrom ()

£ LIt ELICt thed] send() 2t recv()E A H ElLICH

1l
=3
=
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Chapter 7

OIS S ZIME 1T 7|9l A2 ORLIXISH 217} XK T 7125l 2SS HOILID ULLICH AH 0f2{20] Of7 |7 Sictet
AAZ7}7|2Hl QUA YESS T2 IS 1) B STk M2HshE ELICt SsteLict

O[H| of2{=0] 2201 A HHR D HOoje & Of HIZAZ R ASQ| M= A FHFAICH AlEfeiLCH

71 224

-

=2Z. ot HE SO{ENS AJLICL JA 2AUNR? ZHCHs| DEEE|XHE "8 2 "EXE7| ol et 71X 80{LIct floflA
listenerE A&5HH IiZ10| EAFe mi7kX| OCHE 7|Ch2| 0 /CH= AE =X S ALICH WEHMO 2= recvfrom()0| S &EE 1
CIO|E{7F 12 B & recvfrom()= ClIOIE| 7 EAFe mi7kx| “S5"El &efel ZAJLICH(Z JHE FE0] A} ELICth)

0 O

e $450| BRI BUICE accept()s 222 BAULICL DE recv() PLET B2 S ot FAULICLER 5
: Y20IME blockAHHIE AR &LICH) 1%S0] 28 SA2 & 4 Qs 0l9E I3 & & il sf2e Wl geglut,
socket()22 A% MEAE HS BHS 1 70| 0] A 222 2702 MEELICE 2o AH0| S5 XS BHX| 942 Uit

fentl() of Chet ==& s{oFetLCE. :

#include <unistd.h>
#include <fcntl.h>

sockfd = socket(PF_INET, SOCK_STREAM, 0);
fentl(sockfd, F_SETFL, O_NONBLOCK);

A7 =ERYOR HYSIH FEE Y| 26 HEHOZ 22 "I E £ UBLICL = 22Z(HA F : Non blocking)
278 Hosn o o YEIt GICHH J210| 28 SES ot A2 312X iELCH A2 -18 Hhekd 240|22 errno2 EAGAIN
O|L} EWOULDBLOCKZ MXE ZilL|Ct

_,_

(&7, EAGAIN O|L} EWOULDBLOCK £ SZZELIL| SRS 2felshof Siihz Hnt? FMMol= AMY 62|22 A|ARO0| o
S S2FOFSH=X| FE|0] AUX| eh&LICH 222 0]AH S 2diM= S8 25 2elsior ZLct)

lO}

DLt YHIEOR ORIl O[3t WIS FAs FE M2t0] OFElLICt of2iel mEao| AO| AR JICI2ITA B of|
Ael7t =9t ofej2o] m2 e BEC| M2 HIN CPUAIZIE Bo| AFRE HelLITh (SR 3 : SHg xiste Zx| gop
#/CH 12 20{ SHLEE 100% HRE 4 YBLICE) 97| Hei2 J|Ctels Fivt Qlex| Holst| 912t £3 B L0k 8122 poll(oi

CHsl CHRE ChE Eofl ASLITH

7.2 poll()—S=7| Y&

i)
)
ol
[

of2{=0| FEZ sHorst=

AS A o DCIIS 3 Holl ZAIBED 1 Fof HlolE7} FHIE 22 Halsts ZRILICh of2 WAl
Sl of2{22 DE AZUS XEEOZ TARIK Q

40LE G2 7H2| A21 & OftH 20| CH|O|Ef7t ZH|EIAEKX] & 4= AFLICE
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A1 : poll()2 ML B2 2| HAS Ma|g nf BRsHA =24FLICE 0| AZoME libevent' Z2 OfHl
20|E22] & AFZSIHE O E2 952 Y2 4 AELICH 0|2 2H0|HE{2|= K22 2IHFIA AFZE £ U
THE WHE WS ALES 0 Al AL CH

rrim

Tl ofEH ZALS 1|
L EREIVCS

= ASNK? SYAE poll() Al &5 AEHM ZALE T/ = JASLICE (HALF: poll2 FE, E8,
= £l g 2
ot#{Ciat 1 HEMSH= Z{QlL|C

2SIAH 2SHHoA 2= H 1§—Sr S 22| thil st oftE 4200 K=ot =2t
x

=13
=
EC
A
QLT 1 59t 2|0 TRAIAL th7] Mef7tE 4 AT AlAH

HHHQl A=l 22|7t ZASt D A2 A% HHXIe 22|71 ZA5tD 42 o[HIES| ZF0] Chst HEE ©2 struct pollfd2| HIE

Hashe ALICh 2FGHHE sist= S72| OHIET LM (0IE S0 A0l S X2t JUCH" L2 OHE)SHHALE AF%XPF

X"t gt Alzto] X|E i77kX| poll() = &2 =5 AYULICH
21| listen() AEHQ 222 M2 HZAO| accept()E = U= MEHTZL =S W “ready to read”E BHetet Z4QIL|CE

0[2FstH £23] 0|07 HELILE 0|AHS M= U2 O EX| SAICE

#include <poll.h>

int poll(struct pollfd fds[], nfds_t nfds, int timeout);

fdsi Qalo] Hu(ojE 22 UG 9IsH ALKl HHERILICH nfdsis ol §71 40] A4QILICt timeout Yalz
£4910] HISHAIZIILICE. 0|2 OMIE 7} wrasst @0 A4S

floll SHotE FEME FRAX| HHZAICH

struct pollfd {
int fd; /] 220 HEX}
short events; [/ 2|7} ZAIQl= O[HIEQ]
short revents; // poll()0| Bt&tsh= A|Fof|
2
O| #ZH| Ete| HHE S StLt MFS D 2t2to| faHEE 22(7t 2HASt D 42 A% HHXIE AFefL|ct 32|12 22t9| eventsEEE=
H 7

2|7} BHAIQI= 0]

oM

eventsE == Of2H ZIES HIETH?| =2 Aldet Zopgtluch.

o3z ks
POLLIN O 22U0| HIO|EE recv() & &=H|7t =|H Y2{FLICL
POLLOUT 0] &3U0fl 222 2!0| CIO|HE send() & &= ALH LBAFLICE

struct pollfd2| HIZS ZFH|SHH poll()ofl 24S HZ = UAELICE  HHES AT|eF H2|E HHele| MTrAZIE 20| GAHO}
BLICH(B 3] 7ICk2|2{E S48 XIFSHH ELitt)

poll(10] HeFstet OJAIET} HAMSS LIEHHE POLLINOILE POLLOUTO| AEEIQI=X] 27|98 revents HES Stolgt 4
UL,

(HNZ2E poll()ZEE & = U= AE0| O USLICL XiASH L2 of2i2| poll() THH|O|X|E & 1SIMIR.)
017| & YU20f| M H|0|E S 20IEY 2 UL WX (0|S S01 021 20| ZHIES LAY Wi7iX]) 2.55 2 7|Ct2]= OfH2 7} QLT
#include <stdio.h>

#include <poll.h>

int main(void)

{

struct pollfd pfds[1]; // Tl %2 WSS S&stD HCHH O 3H stML.

pfds[0].fd = O; /| BZE 4™
pfds[0].events = POLLIN; // ig &H|7} =M A2 FLI|Ct

// BISF CHE ZAS T BRI AlCHH
/Ipfds[1].fd = some_socket; // &12|9| Azl M}

Thttps://libevent.org/
2https://beej.us/guide/bgnet/examples/poll.c
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/Ipfds[1].events = POLLIN; // #& &H|7} £|H L2{FL|Ct

printf("AEIF|E FEHLE MSAIZE ZEE @[3 2.5XE 7|CH2|MK\n");

int num_events = poll(pfds, 1, 2500); // 2.5%& H|gt A2t

if (num_events == 0) {
printf("Poll A|ZF Z1H\n");

}else{

int pollin_happened = pfds[0].revents & POLLIN;

if (pollin_happened) {
printf("ItY B} %dS AHE FHI7F =IRAELICAN", pfds[0].fd);

}else{
printf("CllAfSHX| S5t O|HIEZF LM ELICE %d\n", pfds[0].revents);
}
}
return O;

}

poll()0] pfdstiE0i|lA| O|HIET} Sttt Q40| A5 SSHECHE A2 CHA| 7|5t R. BIE2| OFHL A0 A O|HIETH HMAHE=X =
LHFX| 4X|2 R {2 revents E7} 00| OF HYE|JEXE LAFLICE 0|HS HEHA BretEl =XtatEe| 00| ot

ILI Ll o
reventsE 212 20ll= AMS BT £+ USLICH

e

ZYLICE poll()oll @HZE TEtoll M Tt BHXHE =I1512{H oE | sHore7tR? OIS fIsiM BHEd] oEizel
SE Lol Pafe 0HE 238 37|19 tiES TS FIHEel 320] e If realloc()S AFESHMIR.

ol Q45 Mot ofEA| sior7te? 0|22 2ldhAM 22 iE 2| OiX[2 R45 MHE 240 HOAR1, poll()2|
countof| StLt I M2 gtS TSR, (HAH F: O|H2 BEA &ol9l R4 1HE WEH| HMAHBH| flshM LEtHo = AgsH=

YHLICL) CHE B 71X WH2 fdHES S+2 HFsh= 20|H poll()2 diE R45 FAIE AU
0] ZE A2 02420 telnet 4= A= StLt2] ME! MEol| X2 o€ sortnte?

U AZUE AZISH =0 IS poll()2 T AR HEol| 716k Lt (3 G I= S0{2= HEO
=

I =0 MZ2 HEE 2|9 struct pollfd BEO| 2=715tH ELICH 2hef BiEo| 37|7t fESILHH SHo 2 7|2H FLICh
HEO| Hel 2oll= 2US B2 RE] MAELIC.

7| EH|=H 22|= J20M HOEIE §0ISQ = LHE ZE HZ| HSYLICL 27 M ABXE2 M27t =it

OIF| O] & MH>E o 1 AHSiEM|R. 0|%S dtLte| KoM Ast = I sHo| CHE E{D|'d &oj|Af telnet localhost 90345
HANEAM Q. 02{20] StLte| HoflM stz HE (02=20] AE TS +E Fofl) CHE BS0IM 2 5 A0{oL T

O OtL|2E 62 20| CTRL-]E +E = quitS =Bl telnet2 Z2E 42 AfH ol HERE
HHEO M R AYLICE

rr

HEZ=

1

Zxfstn 1 @

o

/*
** pollserver.c -- @M= CHRI CHR} AH
*/

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

3https://beej.us/guide/bgnet/examples/polls,erver.c


https://beej.us/guide/bgnet/examples/pollserver.c

52

#include <netdb.h>
#include <poll.h>

#define PORT "9034" /] 22[7t E=(listening) ZTE

// Get sockaddr, IPv4 or IPv6:
void *get_in_addr(struct sockaddr *sa)

{

if (sa->sa_family == AF_INET) {
return &(((struct sockaddr_in*)sa)->sin_addr);

return &(((struct sockaddr_in6*)sa)->sin6_addr);

// Return a listening socket
int get_listener_socket(void)

{

int listener; [/ E& A2 HHXt
intyes=1; /| setsockopt() SO_REUSEADDRE 23l A= Of2HE EM|R
intryv;

struct addrinfo hints, *ai, *p;

] A2 BHORA HERI=BHLCH

memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC;

hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = AI_PASSIVE;

if ((rv = getaddrinfo(NULL, PORT, &hints, &ai)) != 0) {
fprintf(stderr, "selectserver: %s\n", gai_strerror(rv));
exit(1);

for(p = ai; p != NULL; p = p->ai_next) {
listener = socket(p->ai_family, p->ai_socktype, p->ai_protocol);
if (listener < 0) {
continue;

[ A2 "2t 0|0] AFZSYLICHOZ{HAIXIS ®HAE LT
setsockopt(listener, SOL_SOCKET, SO_REUSEADDR, &yes, sizeof(int));

if (bind(listener, p->ai_addr, p->ai_addrlen) < 0) {
close(listener);
continue;

}

break;

freeaddrinfo(ai); // & O|AF HQQI&L|Ct

[/ 4717} A= 2|7} HQIESHK| RIUCH= ofo| Lt
if (o == NULL) {
return -1;

CHAPTER 7. 2f7tH ngAz|
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=
if (listen(listener, 10) == -1) {
return -1;

}

return listener;

[ EEoll A oY BEXE F=Ipetct
void add_to_pfds(struct polifd *pfdsl[], int newfd, int *fd_count, int *fd_size)
{

/] 37to| EE5IH pfds HIE S SEILICH
if (*fd_count == *fd_size) {
*fd_size *= 2; [/ FHHE BILIC}

*pfds = realloc(*pfds, sizeof (**pfds) * (*fd_size));
}

(*pfds)[*fd_count].fd = newfd;
(*pfds)[*fd_count].events = POLLIN; // 1S ZH|7} E|A=X| Eolgt|ct

(*fd_count)++;

[ EEOlM BfLte| QA S A BHL|C
void del_from_pfds(struct pollfd pfds[], int i, int *fd_count)
{

/] DEX|SHOfl N SHIE AlH| CHad QIHA 2 EASHZLICH
pfdsl[i] = pfds[*fd_count-1];

1

(*fd_count)--;

A
int main(void)
{

int listener; [/ 2|2 231 MEXt

Xt

int newfd:; /] ME2| accept()et A2 MH
r: /| 220|HE T4

=
struct sockaddr_storage remoteaddr; //
socklen_t addrlen;

char buf[256]; // 22I0|HE H|0|EE 2|3t HIY
char remotelP[INET6_ADDRSTRLEN];

/] 5719 AEES 2let 37+S JHX| 1 A|EELICH

/] (2 R8HX|H reallocEt ZRILICE)

int fd_count = O;

int fd_size = 5;

struct pollfd *pfds = malloc(sizeof *pfds * fd_size);

/] 2713t 2 2|AE 27 FELICH

listener = get_listener_socket();

if (listener == -1) {
fprintf(stderr, "2|Ad A7 A7| Mof\n");
exit(1);
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[ BIAHE Egtoll =7t
pfds[0].fd = listener;
pfds[0].events = POLLIN; // E0{2& HAS ¢S FH|7t &M E0E 2&L|Ct

fd_count = 1; // 2| AL E 23t A

[ FEEE

for(;;) {
int poll_count = poll(pfds, fd_count, -1);

if (poll_count == -1) {
perror("poll");
exit(1);

}

EREEENEER R LR E e
for(inti = 0;i < fd_count; i++) {

[ FRRI7E 2 EH|7t = A=X| gl
if (pfds[i].revents & POLLIN) {// S}LI& &QUELICH!

if (pfdsli].fd == listener) {
[/ BIAHE 242 FH|7t =|ACHH M HAZE H2|RfL|Ct

addrlen = sizeof remoteaddr;
newfd = accept(listener,
(struct sockaddr *)&remoteaddr,
&addrlen);

if (newfd ==-1) {
perror("accept");
}else {
add_to_pfds(&pfds, newfd, &fd_count, &fd_size);

printf("EMH: M22 HZE %s"
" A2 %d\n",
inet_ntop(remoteaddr.ss_family,
get_in_addr((struct sockaddr*)&remoteaddr),
remotelP, INET6_ADDRSTRLEN),
newfd);
}
}else {
/I BlALH7} ot Z 2 utxol Z2t0|AEQIL|Ct
int nbytes = recv(pfdsli].fd, buf, sizeof buf, 0);

int sender_fd = pfds][i].fd;

if (nbytes <= 0) {
/] QFTH LML HZO| Z2t0[HE| oo HASLICH
if (nbytes == 0) {
/| BEO| FELICH
printf("EAH: 231 %d 0] 20{E\n", sender_fd);
}else {
perror("recv");

}
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close(pfds[i].fd); // HESI7tMIR!
del_from_pfds(pfds, i, &d_count);

}else{
/| 22| EZRE] @7t £2 H|0|EE LUABLICH

for(intj = 0; j < fd_count; j++) {
/] BFOlA EHAICH
int dest_fd = pfds[j].fd

[ BlALeF HiH AFRES HlghLct
if (dest_fd I= listener && dest_fd != sender_fd) {
if (send(dest_fd, buf, nbytes, 0) == -1) {
perror("send");

}/;%EFOI HEZRE 2 HI0|HE M2st= =29 2
}/ poll()ollM 812 ZH[7t &l 222 &
I oY @A 299 2
Hi for(;)2l E--28 o]0l ==5t= L2 g8 AoLIcH

return O;
}
Cte HolMe HIXBX[2H 22fE B2l select()E **IH% ZAULICE select()2} poll() BF H|ZS 7|51t M52 MB350 M=
dhAlok =2 CHELICH select()Z0| 2 O 0|AM0| ZESX|T ZELL AFESH|0fls =2 O O{ME ZAILICE o222 A|ASI0|A
K| E|7|2t SHCHH o OFS0f| E& ZE MEiSIA L.

7.3 select()—S7I3}E 1/0 HEISHA, ofH ]

0] gh4=i= O|H3tX| Tt OFF REEILICE CHSu Z2 48E WZHEMR. K2E2 MH0|1 S0E HES AXIeat SA|0 o|0|
IHE HEZRE A& X2 E AO{S0|U HELICE

g EM7t Cty YFESHX|E BELICE O accept()2t R 7Hel recv()E AW E ERLICE ORX|PF FTE JENK?
accept()2 0| £8 MEIZ SOUCHH O{EAH &7t? OEA| recv()2 SAO| CIOIHE 22 £ ASNK? "= 22 23S
MEAICH” HA| sHZH0]| OFEILICE. CPUE 2x2| A1 HX|= obs AALICE O3 o€ sjordnta?

select()7+ 02| 23S SA|
A o

o Q= 5212 LTt 1210] 0f 20| S F|7} EIQUSK], Oft 20| & Fh|7H E|ER
Je|m FEE BAO| QUK o 0| 27 ey

AN = [
Tt LEY=XIMA] LHE AULIC

F

o\or

rlo
0x =2

6_UH:I seleCt() f O|AlMO| OFF EX|2t HZAO| ofF E2 MEoA = BRSHA =2{FL|ct O AF
2 A|E3H= libevent? Zt2 OJHIE 2}0|HE{2|S M3 O L}

or =

mo rir

EE=2 J2H51 select()2] 7HRE HMAISHIELIC

#include <sys/time.h>
#include <sys/types.h>
#include <unistd.h>

int select(int numfds, fd_set *readfds, fd_set *writefds,
fd_set *exceptfds, struct timeval *timeout);

0| gt4= EXTI readfdst writefds 12|10 exceptfdsZ O|F0{Tl ot Maxtol #ZligtEnS ZHASLICE Ot 20| HEE
Qlzdat o JHo| A2l MHEXIZHE ANHEY 4 UY=X| &lsta ACHH readfds Eet0l| 02t sockfdE F715HMIQ. numfdse 7HE
2 ol MExtof 12 Cist 2o 2 MAsfjof L Ct. 0] KM|0 A= sockfd+10] & Zi0|H 0|R= S| 2740 EF = (0)ELC 2
Zi0|7| ch2LICt

“https://libevent.org/
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select()7} gtetet mf readfds= 02120 MEist It MEX}L FoHA {7|E 2loh | El AES eS| oA HolUAS LI
2122 OZES ofehol| L= FD_ISSET()IH2Z 2 ZARE & QI&LICE

o TIAst7| Hoil of HefSS o€ A ZESH=XI0l Thsl 00k | HYLICh 2t HE2 fd_setdILIC. O] AIZHO L3l A ot

SEA
o

1z
o8

FD_SET(int fd, fd_set *set); fdE setol| igfL|CE

FD_CLR(int fd, fd_set *set); fdE setOl|l A ®AZLICE
FD_ISSET(int fd, fd_set *set);  fdO| set0f| QCHH X2 SFLIC
FD_ZERO(fd_set *set); sete| 2E @A HM7gLCt

OFX|2tO 2 0] O|AFSH struct timeval2 RoiUNIR? F27t ol2{ 20| IR E 2 nj7tx| 23+s| 7|Cla| T AX| *S mi7t QlaLct
OfOte Of 96X0ICH MM2= OFF YL AOILIX| AJOE "ZIHF.."0|2t0 EHstD Hg & JAFLICL O] AlZE EH|7}
HBtAIZES X1H e & JUEE off FLICH AlZto] 15t select() 7 =H| B THY MEXIS x| ZE 22, 22 gtelstn of2{ &
HM2|E A& - ASLICH

|_|_

struct timevale Of2iet 22 TEE 71X JELICH

struct timeval {
inttv_sec; // %
int tv_usec; //OI0|3ZX

o

Eh3] tv_sec2 7|Ct2|D A2 X2, tv_usecS 7|Ci2|0 A2 OIO|ZI2XE MPSIMQ. JFESL|Ct Ofo|32xQIL|ct. e =Tt

OtElLICt 122|%k= 1,000000[ 32X QIL|Ct 2|11 1,000 2= 1XLICt 322 1£k= 1,000,000010| 22X LTt 2f
“usec"YMtR? “u"= LE|7t “OIO|IR"E SE617| IeiM M= O2|A 2XF p(F)Qt HRUAT| HEQLICE E BT} hetE o time-
out2 HoIRlE AlZHE E0iZT| 2lsiM HC0|E & 4= USLICE 0|22 of2{20| AdEQl fLAQ ZF0 wtzt CHEL|CE

ot 22| Ojo|2Z % SHAEO| EtO|HE ZHEELICH A HE J|thstX| gb= 240] Z&LICE O{2{&20] struct timevalg OFF2|
A MY of2{Re EE QUA EUSH0A (HRF F : HEO| TZ2MA AAZEZO| A T2 ME AIZHTIHE2 7|CH2qof
gLck.

CHE Z0|22 AUEE USLICE struct timeval2 022 MX6HH select()= O{E{E2| ZTHo]| U= DE MY MEXIE TARSH FA|
AlZt=ap7t & ZAQJLICt Oj7H#H 2 timeout2 NULL 2 “@ﬁﬁ O A2t} 2[R o Tk MR F=H|E kx| J|Ch
ZAALICE OX|C R grek EX Eetg 7|0 "ot githH 1 T2 select()& ==Y M NULLE HAstH ELCH

of2fel RE E2U°2 EFE A0 |7t LIEK WIHK| 2.5%5 7|CHILICE

** select.c -- select()2] Of|A|
*/

#include <stdio.h>
#include <sys/time.h>
#include <sys/types.h>
#include <unistd.h>

#define STDIN 0 // EZ 29| mp MHxt

int main(void)

{
struct timeval tv;
fd_set readfds;

tv.tv_sec = 2;
tv.tv_usec = 500000;

1

FD_ZERO(&readfds);

5https://beej.us/guide/bgnet/examples/select.c
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FD_SET(STDIN, &readfds);

/] writefds@t exceptfds= AMZAMX| Qt&L|Ct
select(STDIN+1, &readfds, NULL, NULL, &tv);

if (FD_ISSET(STDIN, &readfds))
printf("7|7t SR &LICH\n");

else
printf("AlZt0] Z1tE|RAELICE\N");

return O;

-

2tof Of21 20| & T2 HI{XZ|=|= E{0 22 AFZSIH AE S F2X| gt™ HBHAIZI0] Zabg 2L

ol of2i 5 U
S gLtk 2

ZZ Wrf|o|X| Li&S FsHoF giLct

0|Zi0] H0|E| 224 A20| H|O|EE 7|CtE]|= OfF & WHOI2t M2te ZLct.
=

L
RYUANME selectE 0| SHOE £ = 1, YRO0|M= 3 £ glELICH

1

YR FHAS MTAZIO| ZJET|TX] G2 AZES BHHS| fI8iM 02129 struct timevalE CIO|ERLICE.  ELt
CIE HS2 227 SHX| ef&LIch. 2ef o|MEU= AES Apdoturt otitH JA0| Q&M= QHELICh  (Baket AES
Y4 CHHAgettimeofday() & AFESHMQ. AUARZX| T T240] SHIE ghelL|Ct)

otor g7 Tl A= AZlo| HAS BHCHH O 0| MA7IR? O Z2 select()= 1 A% HHXLS "¢{7| FH|El Aei"2 YWY
ZYLCh AHZ 3 230i recv()3HH recv()= 02 S2F AYLICH JZdOI S2H0|AETH HES HAUSS Loth= YLt
select()oll 2t SO|22 0|0F7I7 St Of UELICE 2Fef listen()HIABQ 228 J1X|1 AS F2, O 20| Tt HFXE

readfds &0

[Uin
2
x
= T
HU
r.&
m N
o
)

r
A
ne
4>
30
o>
T
[l

X|27HX| Fs3t select() a0l CHt 2HEts| AOLEUASLIC

JEL s @ A28z ofzhol| =A== ol

S HEYLICEL WA f{Q] OFF Tt ofix|2t of2Hof oiX[ofl= &Est
xto|7t st ct. Z%J |2 ohH HTE Y Fr=2= 482 9

O2MR.

oF M
o

Ol ZRIRC 2 Chaot CHS AFSAH A ME{ M SEIELICE stite] KoM 0|2S Mot S CHE KoM telnetS S HLSHML.
("telnet hostname 9034") StLt2 telnetA|Mol A 7t 22ISHH LIHX| Z20|A 1 LHEO0| LIEHtOF BfL Tt

/*
** gelectserver.c -- 5{&¢ CHE AF2 X CHE A
*/

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define PORT "9034" // R2|7} E= XE

// get sockaddr, IPv4 or IPv6:
void *get_in_addr(struct sockaddr *sa)

{
if (sa->sa_family == AF_INET) {
return &(((struct sockaddr_in*)sa)->sin_addr);

return &(((struct sockaddr_in6*)sa)->sin6_addr);

6https://beej.us/guide/bgnet/examples/selectserver.c
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int main(void)

{

fd_set master; //OtAE| It MEX} 2|AE
fd_set read_fds; // select()E 2Iot LA| Tt HHXt Z|AE
intfdmax;  // 7P 2 Tt X HS

int listener; /| E& A2 HHXt

intnewfd:  // M| accept() Az[st 221 MHEX}
struct sockaddr_storage remoteaddr; // 220|HE FA
socklen_t addrlen;

char buf[256]; // 22I0IHE H|0|HE ¢ITt HI
int nbytes;

char remotelP[INET6_ADDRSTRLEN];

intyes=1;  // setsockopt() SO_REUSEADDRZ Q|8 A= OfZHE EMR
inti, j, rv;

struct addrinfo hints, *ai, *p;

FD_ZERO(&master); // OtAE(QL AA| Tt X7(%t
FD_ZERO(&read_fds);

/] 222 S} 2ot HilEgtL|Ct

memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC;

hints.ai_socktype = SOCK_STREAM,;

hints.ai_flags = AI_PASSIVE;

if ((rv = getaddrinfo(NULL, PORT, &hints, &ai)) != 0) {
fprintf(stderr, "selectserver: %s\n", gai_strerror(rv));
exit(1);

for(p = ai; p != NULL; p = p->ai_next) {
listener = socket(p->ai_family, p->ai_socktype, p->ai_protocol);
if (listener < 0) {
continue;

}

/| MBLH= "address already in use" 2& HIAIXIE &|HELICH
setsockopt(listener, SOL_SOCKET, SO_REUSEADDR, &yes, sizeof(int));

if (bind(listener, p->ai_addr, p->ai_addrlen) < 0) {
close(listener);
continue;

}

break;

/] O|20| AHE|H HRI=T} =|X| g42 A L|Ct

if (b == NULL) {
fprintf(stderr, "selectserver: failed to bind\n");
exit(2);

CHAPTER 7. 2f7tH ngAz|
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freeaddrinfo(ai); // & O|& HRSIELICH

/| E&LICH

if (listen(listener, 10) == -1) {
perror(“listen");
exit(3);

}

[ 2| AHE OFAE Egol| F=IFetL|ct
FD_SET(listener, &master);

/174 2 oh MEXIE 7| SFLICH
fdmax = listener; // $/7HX| = 0| ZdL|Ct

rc

=)
=

HO

1=
for(;;) {
read_fds = master; // SAFELICE
if (select(fdmax+1, &read_fds, NULL, NULL, NULL) == -1) {
perror("select");
exit(4);
}
/| EMst= AEE =2|5HH 2|2 |07t UA=X| ZelgfL|Ct
for(i = 0; i <= fdmax; i++) {
if (FD_ISSET (i, &read_fds)) { // we got one!!
if (i == listener) {
[ M HES ME2|gfL|ct
addrlen = sizeof remoteaddr;
newfd = accept(listener,
(struct sockaddr *)&remoteaddr,
&addrlen);

if (newfd ==-1) {
perror("accept");
}else{
FD_SET(newfd, &master); // OFAE] TEH0l| FIFetL|Ct
if (newfd > fdmax) { // 7t& & AE 7|SLICt
fdmax = newfd;
}
printf("selectserver: new connection from %s on "
"socket %d\n",
inet_ntop(remoteaddr.ss_family,
get_in_addr((struct sockaddr*)&remoteaddr),
remotelP, INET6_ADDRSTRLEN),
newfd);
}
}else{
/| 22I0IUE0|M 2 K= E X[t
if ((nbytes = recv(i, buf, sizeof buf, 0)) <= 0) {
/] @F7t LAMFALE S22L0|HE0]| 23 HEHO| ZREIUSLICH
if (nbytes == 0) {
/| BEO| BEE|USLICH
printf("selectserver: socket %d hung up\n", i);
}else {
perror("recv");

}

close(i); // 2E5|7tMIR!
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FD_CLR(i, &master); // OtAE TR0l ArH|ELICH
}else {
/| 2EI0|HEZ22E H|0|E{7} SOZtELICE
for(j = 0; j <= fdmax; j++) {
/] B50|AH| E-iL|cH
if (FD_ISSET (j, &master)) {
[ BlALeE T XHMS HQIRLICH
if (j!= listener &&j!=1i) {
if (send(j, buf, nbytes, 0) == -1) {
perror("send");

}
}// 2E0IMERRE 2 HO|HE LR = #2228
M AZEE
I oY 28R =
M RERIo 2 &

return O;

-

TS0l masteret read_fds & JHo| T2 M} Fgto| AS0| TR, HAIRl masterts M HHS S A MR
e DE Ao| MUKE JFELIC

g\

masterE 7HX|= O| R select()7t AHM 021 20| 'F7|= Hete HIsHAM 47| EH|E AZUS vtdsty| (i2L|CE 22|= SHtef
select()S =1} CHS SF ALO|0f|M HZEES 7|4 7|sljof I2Z O|HE2 CIE 30| otXstA| E2tsoF st ZQILCh J2HM
22|= ANZ MI| Fofl masterS read_fdsOll EAMSHT select()E &= AYLICE

SHX|TF 2742 227t MER HZEE S ujotct IS master® ol Z=7tsljof stth= 2|0|7t ofzte Sch J2{n HZHo| 2@E

IHOCE masterZ ol A M|7sHoF SHX|t27}? Tt 22| sHOkgL|C.

listener&Z10| glg &H|7} A=K &
accept()$t =0l masterZ!eto]l 27|
HAS HUCH= AMME o £ D, 22[=

=

QIetCt= AHMO FESHMR. EH|7H E[OIAUCHAE Th7|FQ) M2 HZO| ACh= 2|ojo|x
b HIZ5HA S220|AUE HAS el &H|7t =1 recv()7H 02 S2HECHH Z2t0|HET}
3 AZZ master 0l A H|ZsHOF LT}

S2t0|UE0|| TSt recv()7t 00| OF 2tS SHELIH 22|= OfF HIO|E{ 7 EARICH=E AS & 4= AFLICL J2HEZ XAIRE A2
20l masterSE2 &2|5lHA ZE LIHX| AZEE S2H0|HESHA 2 Xt=E HELCH

XIZMX| B3 select()eh<=0il Cliet B2 Chadtx| &2 JH2to|ASLICH

DE 2lsA HES Q|3 B2 0[0F7|7t YSLICH E2 T Ao [EH[LHE 2|529| select() £ AMZEE oS FH|7} E[O{UX]
20| "2lS ZH|Jt E|QUCH 1 St A BiStStL|CE 0|22 select()7t 27| SZtof st £2210] 12 Z40|2tn 0| T read()
7 2E2E 7112 ojo|giL|C}. OfRE siAMS 2|2 2710 O_NONBLOCK Z2|1E MAs|A{ EWOULDBLOCKR 87} LS =2
Ste AYLICH (O] @F7F MAHE FASHE ELICL) AHNS =222 ZEZ MNsH= W tishME fentl() &= H0[XIE
ESpnici =2

712 oF710] OfEE SHAIE select()2t AlTHS| Bl2eh U2 SHXIBH I MR} FBHS T2 YA Halsts poll()0jats T2
STt QLICE B oIS HMQI(SI 3 : 0 RES pollg4ol thet HErt B SME 2o welLict. 1%7|o| 2Ae]
Q20X poll() ol CHohA LB E70FD man page YIS HAISLD YALICH)

7.4 B2l send() X2|517]

2/0ll A C+E send ()0l et =oil A send ()7 621 20| & QETHHIOIES S RF HUK= 848 =& AL Ao UE J|ABAILLIR?
G2{22 512HI0|ES ELiZ Al =722 412¢ 4= ACHE 20| ALICE B2 100HI0|E0l= 22 Lo H21 2LNQ?

2, ANS2 GT| o222l Z2 HIHo| Ot ELHXZ 7|CH2| 1 LEULE o2l SH| 8ol A= 2ol 120| Clo|EE
ot Hol2| 2 TR BLiX|= o47| =2 2o AYLICt. a2 TP, 0|7(1| =2 HIO|HE EUi= 22 62 20iA| Z2U= AL

3

[
e
o
oF

F

rir
oot
Il

48 BIEL B 7R WHe olBALIC,

#include <sys/types.h>
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#include <sys/socket.h>

int sendall(int s, char *buf, int *len)

{
inttotal =0;  // 2 HIO|EE HY=7t
int bytesleft = *len; // 2LiOFSH= G|O|E= 0Ot} HOIJU=7t
intn;

while(total < *len) {
n = send(s, buf+total, bytesleft, 0);
if (n == -1) { break; }
total +=n;
bytesleft -=n;

*len = total; // #H|Z 2'H HIO|E =8 7|8 M SHSLICH
return n==-1?-1:0; // #TA|0fl= -1, dSAl0l= 02 SHSLICt
}

O Mol si= O42{=20] CIO[HE ELi1 2 £210|2 buf
intOfl CHSH ZERIE LTt

rr

Atz

i

B2 HEHYULICE len2 HI{0f &2 HIO|ES| U5 EH2

12 S ECHerrmox send()ofl CHEF S E2 Q18 (T3] EF=|0f ASLICH. ot MH= MEE HIO|EQ|
= ELICE O] 2t2 2F 7 LASHK| b= Ol 042{20| TE3I2tn 2T HIO|EQ| 42t ZHELILE. sendall()2
ClIOIEE H&3t7| ohAf 2|MS CISIX|2 2F 7 LlstH HHZ o2 20i|A| 2 AL

HEYE 2ol of g0l Chst == OflF|7} o 7| AELICH.

char buf[10] = "Beej!";
int len;

len = strlen(buf);
if (sendall(s, buf, &len) == -1) {
perror("sendall");
printf("@F 7+ LA A %dBIO|ERH MAHELICH\N", len);

XL Hof| 7l LRI EAISHH R 20| HO{EIR? Btof IiZI0] 7HH Z0|Y F =4XH= oA stLte| miZlo] ELtu CHE
SHLIZE AIRE = g 27tR? JFELICH HAMAS] ALIZ|2= FIXIAH DEA-ELICE 6222 ofit: HESIE sl{of Z AL
(AIZHEOl| AT HO[E] &t BE 7|ASIAILIR?) AHMIE LIS S 2TONCHH A% 20{EAMIR

7.5 ZEEe—0H0|ES XY= U

HIEQIZE Sl 2XtE HIO|EIE Eli= 22 1 2lChs A2 Ofd| & AL SHX|2H 2teF intLf floatZ = “O|T" At2E H&s 1
St OfEA| shoretnte? R 7HX| WO UAELICE

[

1. sprintf()22 &8 MM =5 HAER Hatstn HAES MEPL|LE S4XHE striol()22 5 MA HAES CHA|
X2 Hetet| ot

-

2. send()0ll GIOJEIS 71217|= EQIEIS FEHA #IA| HIOJEIS TcH2 HaBiLICE,
3. CIOJEIS S8y Qi Hlo|Lf2| He2 QIRASHLICE $4XHs CIBEBLICH

ool S A3

[710] S2f2ith

Beej7t RIBILICK: “Rii= 12| Al $f w2 FoeILICt”

[B] (&% 3 : 0] e gatel xjeize ZeLh)

(OI EE 7|8A| AESt7I0l M,
A= G220t 2to|H2{2|E UEE

|'|'|-| |'|I'
r_h
L}
e
o
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iz}
ot
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siofst= CHE & ME[ohs XO| LS AYLICE ME 2™ 20| ofEH| SEBH=X| 332 SAES fI6iA 2RE WEesS o7|of
£hS EHOl| |C}
o= &™&d .

<

ALd 2ol A

=et UELCE T2Lt flof ToHZ, XM= LEEOZ M| H &S M FL|Ch
J2Lt A CHE

01 - I
7HR| ol IRl Chsi A =5 Cf 2OoFFAICE

+5 BU7| Ho| HIAER QIFYSh= K HA W2 HUS Bt 2= YEE £t 0|2 7|7} &Ch= FHO| AELICE Internet
=] P4 el

t'l_-I o —
Relay Chat (IRC)” %2 Q17t0| 9lg # Ql= T2EZS M2 H& chHZ0| TIAsIA| k2 Aol ArR3t7|0l| ofF SEELICE
J2{ut a2 Heto| S2|Che T A1, AutE2 AL #E 20 B2 STE AX[BThs Ol ASLIC

HiEH -
ou

Al HIOJE{ (2 raw data)E '@717I. 0|2 B ZHCH(SI Id)BtL|Ct. 2 CIO|E{ofl CHSH LRIEE 2 = a0

_?_
sendE SEELICE

double d = 3490.15926535;

send(s, &d, sizeof d, 0);
[* SI%--01 A1 QISR = : 0|42 ZFE| T2 RMo|Lt AARET}
J

i
—O HAO o OTr
2 oJOjELICct) ¥/

Al
MZ OHE FZE J1E HREM SESt=E &Y

=4XH= 0| 4E of2et 20| wEL T

recv(s, &d, sizeof d, 0); /* I&--0[Ald QIS */

=3, ZHRILICL—EHIE 20| l0{E0X|R? Atd, 2E OFF|HXS0]| double (OILt EHE GI2= int)S S&SHH
S HIOIE £MZ BAISHE A2 OtL|2ts 2XI7F AELICH 212l 2 == HoH=Z 0|4go| glgL|tt. (B2—o|
A= ST AUX| §t27tQ? O FR0i| o] YAI2 T whE Aol ELICh)

& AzYs ZYY M htons()-+5 UEX I HIO|E &M 2 HellF= SFO| 45 o{EA XEX|, 22|21 3740 off LT
0|0| HHEASLICE. S| floatXtZ Hofl CHel A= FARRE eh4=7t GIELICE 3Y0| §lis AANtR?

TSR ASHR| DM QUE Al RHEX] ALIR? HEE ZFE BYX| AT Q?) L2[0fH| LHOo| AFLICH 22|:= HI0|EE AK(0l| A
%01" U= YT LMo Z2 IXH(JUE : pack)(EE "marshal” = “EZ3H JZ15 OFL|H 1 oj| et MOHe| CHE 0| 8) g

|5l @Al 2o1nte? L2l 00| htons()ol OIFE HYSLICE IHES 48 SAE0| H40] RU0ISZH0| HES
2 h= 2

ot#M x| 0 t 3

= =
HIO|E &AM 2 HEHE= "QIBE", 0|210| O Of3li5t7| ELtH) gLt 5 H2HT [81lM £=41XH= ntohs()E
k=3

SEX[2E ®7F =3 ol H|-F2= Etoll Choi A= 21 eh4=o} gLt HX|Q? JYELITE 12|10 CollM 0|HS XM2[sh= E&E E#O0|
27| W20l 0| X2 =3 ML= 2 LYLICE (To|H WS 0| 2 & BRIt gls AYLIC)

2ot ZU2 HO[HE 2T WAOR TSI FUYOZ HoH= AYULE oIS SO0iM floatE ZFSI= ZYUS 2%
Zretstn XX st Mg FHo| B oM 28 7t ABLIch

#include <stdint.h>

uint32_t htonf(float f)

{
uint32_t p;
uint32_t sign;

if (f<0){sign=1,f=-f}
else { sign = 0; }

p = ((((uint32_t)f)&0x7fff)<<16) | (sign<<31); // A E22t B
p |= (Uint32_t)(((f - (int)f) * 65536.0f))&OxFff; /] A4H

return p;

7https://en.wikipedia.org/wiki/Internet_Relay_Chat
8https://beej.us/guide/bgnet/examples/pack.c
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float ntohf(uint32_t p)

{

float f = ((p>>16)&0x7fff); // T

f += (p&OXxffff) / 65536.0f; // 2+H

if (((p>>31)&0x1) == 0x1) {f = -f;} // R= H|IE HF

return f;
}
91o] AEE floatS 32H|E 0l XTo17| I3t st DHAULICE HA9| HIE(31)7h 20| £55 HI7| 2Ash ALk (“170]
S5 2[0|RiLIC}) CHS 15HIE(30-16) (Xt 3= : FZ20M= 7HIERtD M5 QloLt AE9| HE4A QEIZ HY)Tt floate] HH| =
HES MES7| oM ML) OFX|2HO 2 H2 HIES(15-0)0| =2 AT BES 7|1E517| 2I6M L L|CH

#include <stdio.h>

int main(void)

{
float f = 31415926, f2;
uint32_t netf;

netf = htonf(f); // "HIEY3" YA o= Het
2 = ntohf(netf); // AI&S fIsl 2HCH=E Het

printf("Original: %f\n", f); /] 3141593
printf(" Network: 0x%08X\n", netf); // 0x0003243F
printf("Unpacked: %f\n", f2);  // 3141586

return O;
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#define pack754_32(f) (pack754((f), 32, 8))
#define pack754_64(f) (pack754((f), 64, 11))
#define unpack754_32(i) (unpack754((i), 32, 8))
#define unpack754_64(i) (unpack754((i), 64, 11))

uint64_t pack754(long double f, unsigned bits, unsigned expbits)
{

long double fnorm;

int shift;

long long sign, exp, significand;

unsigned significandbits = bits - expbits - 1; // = HIEE ¢

T
fllo
i
i
n

if (f == 0.0) return 0; // E¥st Z29| Xz

®https://en.wikipedia.org/wiki/IEEE_754
Ohttps://beej.us/guide/bgnet/examples/icee754.c
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/| R=E =Rlstn HAeE AlFfeiLct
if (f < 0) { sign = 1; fnorm = -f; }
else { sign = 0; fnorm = f; }

[ Eristel "eliel f£ 2o X| =5 FHELCt
shift = 0;

while(fnorm >= 2.0) { fnorm /= 2.0; shift++; }
while(fnorm < 1.0) { fnorm *= 2.0; shift--; }
fnorm = fnorm - 1.0;

/| Mol BEALFO| ol 0|7 EHS TEL|Ct

significand = fnorm * ((1LL<<significandbits) + 0.5f);

/] BHOIO{A S Bt K|35 2ELICH

[/ (BXt F=: IEEE7540ME X528 UM H|EC| H4-E LIEHH,

// HIO|O{A KL 2 == HIO|O{ A9} A|&t5H Xk HLHgt THEe| 2kl X<,

// HIO|O{A O|2H2 HIO|O{ AR} A|Lkot Kto| HL{Z{THE Q| S2| X|=5 LIEHLICH
exp = shift + ((1<<(expbits-1)) - 1); // shift + bias

I 51E g2 SHELICH

return (sign<<(bits-1)) | (exp<<(bits-expbits-1)) | significand;

long double unpack754(uint64_t i, unsigned bits, unsigned expbits)

{

}

32H|E(OHOLE float)?t 64H|E(OHIE double) 42
HIOIHE QRE 3t7|2IHA pack754()&+E AT =L £ UAS AYLICE (expbits
A

pEg

long double result;

long long shift;

unsigned bias;

unsigned significandbits = bits - expbits - 1; // £= HEE 2IsiA] -1

if (i == 0) return 0.0;

/| A==RE HOopHCt,

result = (i&((1LL<<significandbits)-1)); // OtA3 X2|
result /= (1LL<<significandbits); // RSL4+FHOZ #Het
result += 1.0f; // 12 CHA| CiStL|C}

/| XI=5E XMa[gh|ct

bias = (1<<(expbits-1)) - 1;

shift = ((i>>significandbits)&((1LL<<expbits)-1)) - bias;
while(shift > 0) { result *= 2.0; shift--; }

while(shift < 0) { result /= 2.0; shift++; }

/| 2=Xz2|
result *= (i>>(bits-1))&1? -1.0: 1.0;

return result;

_L
e ro

L|CF)

07| AHE O|A| 7t AELIT.

#include <stdio.h>
#include <stdint.h> // uintN_t 252 Ho|stL|Ct
#include <inttypes.h> // PRIx 12252 HolstL|Ct
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int main(void)
{
float f = 31415926, f2;
double d = 314159265358979323, d2;
uint32_t fi;
uinté4_t di;

fi = pack754_32(f);
f2 = unpack754_32(fi);

= pack754_64(d);
d2 = unpack754_64(di);

printf("float before : %.7f\n", f);
printf(“float encoded: 0x%08" PRIx32 "\n", fi);
printf(“float after : %.7f\n\n", f2);

printf("double before : %.20If\n", d);
printf("double encoded: 0x%016" PRIx64 "\n", di);
printf("double after : %.20If\n", d2);

return O;

21l FEE= of2fiol £HS WHRiLCt

float before : 31415925
float encoded: 0x40490FDA
float after : 31415925

double before : 314159265358979311600
double encoded: 0x400921FB54442D18
double after : 3.14159265358979311600
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O| A|HoIM XM= Z2ES Hmo| C HAM'2 of Cist &
2
A= Serializable QIE{H|O|AE 7tX| 1 QU&L|CE

oo\ T T2 AHER
SAlSHEIAO R AIRE &

=Rl k=1
(= =
o

J2Lt Btk of2{ 20| Zhl kel i R EE|EIS CRO = 2yt HTtH, KPS| SHZM2 IS BHE7| fIsiA 71 20| 7tESE
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E2T ALt

Mhttps://beej.us/guide/url/tpop
2https://github.com/protobuf-c/protobuf-c
Bhttps://beej.us/guide/bgnet/examples/pack2.c
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(0] 2E& 919| pack754()et4 % EZFLICE packi*()et= E CHE BTt ot chare| HiEO| & E=Cts S F2lstH
htons()AIg g2t FASHA &

#include <stdio.h>

#include <ctype.h>
#include <stdarg.h>
#include <string.h>

/*

** packi16() -- 16H|EE char HI{0l| K& ELIC}. (htons() A &)
*/

void packi16(unsigned char *buf, unsigned int i)

{

*buf++ = i>>8; *buf++ = i;

/*
** packi32() -- 32H|EE char HI{O|| K& BILICE. (htonl()A{H)
*/
void packi32(unsigned char *buf, unsigned long int i)
{
*buf++ = i>>24; *buf++ = i>>16;
*puf++ = i>>8; *buf++ =1;

/*
** packi64() -- 64H|ES char IO XZELICE (htonl()KH)
*/
void packi64(unsigned char *buf, unsigned long long int i)
{

*buf++ = i>>56; *buf++ = i>>48;

*buf++ = i>>40; *buf++ = i>>32;

*buf++ = i>>24; *buf++ = i>>16;

*puf++ = i>>8; *buf++ =1;

/*

** ynpacki16() -- 16H|E &4=Z char HIHO|A| Z0{4L|C}. (ntohs()XZ)
*/

int unpacki16(unsigned char *buf)

{
unsigned int i2 = ((unsigned int)buf[0]<<8) | buf[1];
inti;

/I change unsigned numbers to signed
if (i2 <= 0x7fffu) {i=1i2;}
else {i = -1 - (unsigned int)(Oxffffu - i2); }

return i;

/*

** unpackul16() -- 16H|E BE5gl= M4E char HI{O|A E{YLI|CL (ntohs()AH)
*/

unsigned int unpacku16(unsigned char *buf)

{
return ((unsigned int)buf[0]<<8) | buf[1];
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/*
** unpacki32() -- 32H|E M2 char HIH0| A Z0{'ALIC}. (ntohl()HZ)
*/
long int unpacki32(unsigned char *buf)
{
unsigned long int i2 = ((unsigned long int)buf[0]<<24) |
((unsigned long int)buf[1]<<16) |
((unsigned long int)buf[2]<<8) |
buf[3];
longinti;

// change unsigned numbers to signed
if (i2 <= Ox7fffffffu) {i=1i2;}
else {i = -1 - (long int) (Oxffffffffu - i2); }

return i;

/*
** ynpacku32() -- 32H|E B ¢l= "5 char HIHO|A ZO0{HLICE (ntohl()XH)
*/
unsigned long int unpacku32(unsigned char *buf)
{
return ((unsigned long int)buf[0]<<24) |
((unsigned long int)buf[1]<<16) |
((unsigned long int)buf[2]<<8) |
buf[3];

/*
** unpacki64() -- 32H|E H4E char HIHO|A] Z20{4LICL. (ntohl()HH)
*/
long long int unpacki64(unsigned char *buf)
{
unsigned long long int i2 = ((unsigned long long int)buf[0]<<56) |
((unsigned long long int)buf[1]<<48) |
((unsigned long long int)buf[2]<<40) |
((unsigned long long int)buf[3]<<32) |
((unsigned long long int)buf[4]<<24) |
((unsigned long long int)buf[5]<<16) |
((unsigned long long int)buf[6]<<8) |
buf[7];
long long int i;

// change unsigned numbers to signed
if (i2 <= Ox7fffffffffffffffu) {i=1i2;}
else {i = -1 -(long long int) (Oxffffffffffffffffu - i2); }

return i;

/*
** unpacku64() -- 64H|E B5glE= 42 char 0| A Z0{HL|Ct. (ntohl()XE)
*/
unsigned long long int unpacku64(unsigned char *buf)
{
return ((unsigned long long int)buf[0]<<56) |
((unsigned long long int)buf[1]<<48) |
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((unsigned long long int)buf[2]<<40) |
((unsigned long long int)buf[3]<<32) |
((unsigned long long int)buf[4]<<24) |
((unsigned long long int)buf[5]<<16) |
((unsigned long long int)buf[6]<<8) |
buf[7];

}

/*

** pack() -- HIHQ| WAlst 2XtEO0| XAl WAL 2 C|0|EE MEFLICH
k%

**  pits |signed unsigned float string
L S e

¥* 32| 1 L d
** 64| q Q g
*k _| s

k%
** (16H|E R=gl= 207t A522 EXIES| ool 2&LT)

*/

unsigned int pack(unsigned char *buf, char *format, ...)

{

va_list ap;

signed char c; /] 8HIE
unsigned char C;

int h; /[ 16H|E
unsigned int H;

long int ; /] 32H|IE
unsigned long int L;

long long int q; /] 64H|E
unsigned long long int Q;

float f, /| RELH
double d;

long double g;

unsigned long long int fhold;

char *s; /| EXtE
unsigned int len;

unsigned int size = 0;
va_start(ap, format);

for(; *format !="\0'; format++) {
switch(*format) {
case 'c:// 8HIE
size +=1;
¢ = (signed char)va_arg(ap, int); // XI2H &2
*buf++ = c;
break;

CHAPTER 7. &F

Zt

al

o ug22{2 7|



7.5. Z|ZS—0|0|E{E T AlSH= ditH

case 'C" /| #=8l= 8HIE
size +=1;
C = (unsigned char)va_arg(ap, unsigned int); // A28 £&
*puf++ = C;
break;

case'h': /[ 16H|E
size +=2;
h = va_arg(ap, int);
packi16(buf, h);
buf +=2;
break;

case 'H" /| #58l= 16HIE
size += 2;
H = va_arg(ap, unsigned int);
packi16(buf, H);
buf += 2;
break;

case 'l'' // 32H|E
size += 4;
| = va_arg(ap, long int);
packi32(buf, I);
buf += 4,'
break;

case 'L // #=gl= 32H|E
size +=4;
L = va_arg(ap, unsigned long int);
packi32(buf, L);
buf +=4;
break;

case 'q": /| 64H|E
size += 8;
g = va_arg(ap, long long int);
packi64(buf, q);
buf +=8;
break;

case 'Q":// BES8l= 64H|E
size += 8;
Q = va_arg(ap, unsigned long long int);
packi64(buf, Q);
buf +=8;
break;

case'f: /| E&4+H 16H|E
size +=2;
f = (float)va_arg(ap, double); // AI2H &2
fhold = pack754_16(f); // IEEE 7542 tHzt
packi16(buf, fhold);
buf +=2;
break;

case 'd: /| BS54 4 32H|E
4;

size +=
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d = va_arg(ap, double);
fhold = pack754_32(d); // IEEE 7542 et
packi32(buf, fhold);
buf +=4;
break;
case'g" /| E&54L4T 64HIE
size += 8;
g = va_arg(ap, long double);
fhold = pack754_64(g); // IEEE 754 H2t
packi64(buf, fhold);
buf +=8;
break;

case's'" [/ Xt
s = va_arg(ap, char*);
len = strlen(s);
size +=len + 2;
packi16(buf, len);

buf += 2;
memcpy (buf, s, len);
buf += len;
break;
}
}
va_end(ap);
return size;
}
/*

** unpack() -- &4lst 2XHEO| X|FsH= = Kol Co|EIE E0{s&UT

*%

**  bits |signed unsigned float string
k%

** 320 | L d
** 64| q Q g
*k - s

*k

* (EAEES MEE Zolof| 2HBHAM Z=ZELICE J8{Lt "sT o] ol [y
*/

void unpack(unsigned char *buf, char *format, ...)

{

va_list ap;

signed char *c; // 8HIE
unsigned char *C;

int *h; // 16HIE
unsigned int *H;

long int *I; // 32HIE
unsigned long int *L;

long long int *q; // 64H|E
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unsigned long long int *Q;

float *f; /| B5AH
double *d;

long double *g;

unsigned long long int fhold;

char *s;
unsigned int len, maxstrlen=0, count;

va_start(ap, format);

for(; *format I='\0'; format++) {

switch(*format) {

case 'c:// 8HIE
¢ = va_arg(ap, signed char*);
if (*buf <= 0x7f) { *c = *buf}} /| R=E CIA| 2LLICE
else { *c = -1 - (unsigned char)(0xffu - *buf); }
buf++;
break;

case 'C" /| #=8l= 8HIE
C = va_arg(ap, unsigned char*);
*C = *buf++;
break;

case 'h': // 16H|E
h = va_arg(ap, int*);
*h = unpacki16(buf);
buf +=2;
break;

case 'H": /| #=8l= 16H|E
H = va_arg(ap, unsigned int*);
*H = unpacku16(buf);
buf +=2;
break;

case 'l /[ 32H|E
| = va_arg(ap, long int*);
*| = unpacki32(buf);
buf +=4;
break;

case'L" /| R=8l= 32H|E
L = va_arg(ap, unsigned long int*);
*L = unpacku32(buf);
buf +=4;
break;

case 'q": /| 64H|E
g = va_arg(ap, long long int*);
*g = unpacki64(buf);
buf +=8;
break;

case 'Q": /| ES8l= 64HIE
Q = va_arg(ap, unsigned long long int*);
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*Q = unpacku64(buf);
buf += 8;
break;

case 'f: /| R&8A+H
f = va_arg(ap, float*);
fhold = unpacku16(buf);
*f = unpack754_16(fhold);
buf += 2;
break;

case 'd: /[ 32H|E ESAH
d = va_arg(ap, double*);
fhold = unpacku32(buf);
*d = unpack754_32(fhold);
buf +=4;
break;

case 'g: /| BAH|E BHEA4H
g = va_arg(ap, long double*);
fhold = unpacku64(buf);
*g = unpack754_64(fhold);
buf += 8;
break;

case's" [/ BXtE
s = va_arg(ap, char*);
len = unpacku16(buf);
buf += 2;
if (maxstrlen > 0 && len >= maxstrlen) count = maxstrlen - 1;
else count = len;
memcpy(s, buf, count);
s[count] = '\0";
buf += len;
break;

default:
if (isdigit(*format)) { // ZIci EXAHE Z0|E 7|Z &Lt
maxstrlen = maxstrlen * 10 + (*format-'0');

if (lisdigit(*format)) maxstrlen = O;

va_end(ap);

T2 9jo| IES A|Ests T2 40| 017]0f QLELICH 0] TR IME bufol] 242t H|0|E{S EASE 3 ChA| H40l| %ﬁ |Ct.
Al
Al

of
unpack()2 Xt iHHES2 2 ESHE ZR(A XIFAL "s") HIH QUTS WXISH7| 2I31A "96s"XZ |CH "0|E of 20l=
20| HHSILH= AS J|ASHMQ. HIERIZE St &2 HI0|HE 20153 Wolls F2slor gLICE oMol ArgA7F K2 =22
A2”IE SHSH| IS Aoz e IiAIE B 4~ ASLIEH

#include <stdio.h>

] 5 247 3ol Chefst HIES| ©T

[/ OF7|8iN E& CHELICH
typedef float float32_t;

Mhttps://beej.us/guide/bgnet/examples/pack2.c
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typedef double float64_t;

int main(void)
{
unsigned char buf[1024];
int8_t magic;
int16_t monkeycount;
int32_t altitude;
float32_t absurdityfactor;
char *s = "Great unmitigated Zot! You've found the Runestaff!";
char s2[96];
int16_t packetsize, ps2;

packetsize = pack(buf, "chhisf", (int8_t)'B', (int16_t)0, (int16_t)37,
(int32_t)-5, s, (float32_t)-3490.6677);
packi16(buf+1, packetsize); // AEtE 2ol THZ! AIO|=E THZI0f| Ho{EL|Ct

printf("packet is %" PRId32 " bytes\n", packetsize);

unpack(buf, "chhl96sf", &magic, &ps2, &monkeycount, &altitude, s2,
&absurdityfactor);

printf("%c' %" PRId32" %" PRId16 " %" PRId32
"\"%s\" %f\n", magic, ps2, monkeycount,
altitude, s2, absurdityfactor);

return O;
}
Of2{20| &|F BHE ASE M7 Ch2 A0| ZAEH RS M7, i 2t HIES £ 502 EFsY |t HIE #2 HOlH7| SlehA
kx{ol fjo|E| I REIS ALsHs 0| F2 sRLICt

OIS EEE woll 47| F2 HA2 SAUNQ? OFF F2 VBYULICL CIYSIE RFC 4506'°, 2 HlolE| 3l BZO|
SESASHI 4, I S ChYS IR0 CsA 01T HAIS FIBILICE Brof GlOJEIS S X2 WZol2tH 0|28 F4ots
28 FABLICL J2iLt BHEA| J240F st 242 OFLICE. T3 FES0| 2 90l X713 A Q= 22 OfLICk. A% R I
22 Hol2tT M2k

OffH L0, HOIE|S HLi7| Foj A== 20| §2 YULct.

7.6 e h|o|E| Hast

OfF-E Cllo|E] H&sy f’“”*ﬁ ol0jst= A2 RAUNK? 7t BEvt R 212 of2120| Hlo|E{of ofzZte] A FHL} {2l 20|

=2 & ZFE g2 dHE 20ECs 50| gLtk

iE7t ol RS okm Qlofor EHR? AR of2ie] ZRNES

me

LHZ| Sl B R3IC =771= Ot 0T Ci|o[E{ ™ ElL|Tt.

of. Y st o|op7| LT,

olo
Ot
Ir

= LHE AF2XL ot T2 0| TH FHAICE BF ARSXITL 7t UZBICHH, &

p}

ZE5LICE Oo|E SXIH SOCK_STREAMS At
ZZto| It Mol MEE|ofoF BiLC oS HYEX], 22|10 =7 H=X7F AAYLICH

G47|7tX|= SOotE Lt "I 20| EX|ItR?2"2t H2E2 BEY AYULICH

ZH= HAIXIZE 74 Zo|Y 4 QUCH= HALICE “Tom”0|2h= AFSXEZH"Hi"2td TE 4= QL1 “Benjamin”0|2h= EECHE AFXE7
“Hey guys what is up?"0|2t1 &gt &= QI&L|CH

ﬂJ

J240] SO{REZ S210|AEH| send()BICE BIAICE O2{22| £Z XtE AERI2 Of2fie S AYLICt

tomHiBenjaminHeyguyswhatisup?

®https://tools.ietf.org/html/rfc4506
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O[3t A2 ZRILICE, S2f0IAE7} OfFH OB CAIKIS| AIKIT B2 & 4 /87122 LI BE HAIXIZ 22 20|18 F=S okn
S22t 7 sendall() B4E 18 2EY + U 7] 512 CHIZ S WHlehl ELICH “tom”o| “Hi"efn
2o A 2I51A 1024810/ ES send()SHIARI=

JaiM 22l= Ho|HE =2 sHet m3l p=of| HEsiELct.  Z2to|HEt M Z2F 0| HO|EE %A ZFstn
Z0{LH=X|(IHIHZ “marshal”2t “unmarshal” 0|2t RE2Ct) 2JSLICEL X2 ojsiy Hee= SUX|T 22l S20|AERY}
MH 7L O{EH EABH=X|E Holsts ZR2EES Mo|sta{ 1 otuUE

X232 A2l 0|F0| \0'Q2 HEE 1 E 8712| EXt2t1 7P etAlLt. CIO|Ef= Z|ch 12871 EAtZ T4 &l= 7HE 20| HEf2t:
SHAILE O] MM & 4= A= Ol 2! LE=E HTFAICH
1. len (1HIOIE, B= gIZ)—Iizlo| | 20|, 8HIO|E2| AHEX} O|F 2} Chz} HO|E{2] ZO|E HICt.

2. name (8 HIO|E)—AtEXI| O|F, L% Z< 00| HCHELICE

=y

3. chatdata (ntf0I=)—HI0[Ef Xt #IcH 128Hf0lE. T3Ie| Lol o] HlofElel Zolol 8 Cigt o Atw|ofop
BILICE(2I04 213t 0|5 BES) Zo))

WXL} 80| E9H128H0|E8 TEC| Zo| Rto2 Meist 0|7t 2387t SHsto|RE 811, F20| 2 Hol2t 42ict. 2Lt
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7.7 BEERLCI|AE(Broadcast) Il2l — Hello, World!
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o Hoj| of2 SAEOA A2E 2 4 ACH
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CHEX| g2 AULICH E2tHh= O2ofl CishAM= 12t 0|ok7|ghAICt. 2= 32H|EQ| #HAHol| 2 UELICE
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1. CIO|HE S MEUIS| HEEIHAE FAZ HULICH 0[R2 FAQ BE ZAE BF HEJHZ BFE MEU HEYS
FAQLICE o|E £ M| HERKZ = RoM 192.168.1.00| 2 LiOtA S, E 255.255.255.02L|Ct. {22 FA0| OFX|af
HIO|EJt ZAE HZQILICHUIOAZO) w2t K Al HIO|EZF HESR R F40(7| I2JLICH. IHEE Ko HEEIHAE
FAE 1921681.255 L|CL fYA0AE ifconfig B™EO| O] E— HEZE F JQLCh (223 22 -?—|°H = xpo
HELIHAE FAE 7| flet HIEH| =2|dM2 HERZ H= OR (NOT YlotAI)QLICE) o222 o] 7S
HEEIHAE HZIE 22 HERS & OtL2t {F HIEY A0 HE 4= AFLICH 2Lt 0] Z FHX|9 El‘—?— Eotmizas

& AELICL)

X9
FAIg 7H5-g0] ZXHFLICE. (0|2 THZIS FAISHK| i H SHXI HREIHAE SHS DT E&e

= o7

2. HO|EE "MH"HEEINAE FAZ HHLICE 0|2 255.255.255.255, & INADDR_BROADCASTL}. H2 K|S
0122 RS2 of2ie] HIEYT HBot HIECH? ANDRA A LIEHT HREHAE FAS wgher HQLICE 1
A 2| SR B2 HYLICH IS FAIHR THELICL SUMOIHE 2RESS 0l SRO| HRCHAE WS
HESIS LI M&5HR YBLIC

e T orjo

SO_BROADCAST A7 Mg X|

HotX| gt HREIHAE FA0]| H|O|EE ELzin ofH o ol MZNR? X2t R85t
talker®t listener & Mgisi21 24 20

M7 =X SAICE

$ talker 192.168.1.2 foo

sent 3 bytes to0 192.168.1.2

$ talker 192.168.1.255 foo
sendto: Permission denied

$ talker 255.255.255.255 foo
sendto: Permission denied

H2 EX| %2 MERlL|Ch SO_BROADCASTS MMotX| t7| h2QlL|ct MM S 3t Flofl= @lsh= 2 o{C|0|E sendto()E &
& U&LIC

A T740| HECIHAEE & £ Ql= UDP SO Z Ut K| 2 S mZ IaMo| QAUSH Xto|Ch. J2{Lt 22HEl talker
S22 20| SO_BROADCAST A3 SN2 MEst= HES SL} XIII=ZAICE. 0| ZE2IWE broadcaster.c'®2tn H5
Zuct,

16https://beej.us/guide/bgnet/examples/broadcaster.c
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/*

** proadcaster.c -- talker.c?t Z2 C|0|E{ 13 S210|HE, T2t
= 0| ZRIMS HRCIHAES B 4 YALIC,

*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define SERVERPORT 4950 // AF8XIS0| 2L XE

int main(int argc, char *argv[])
{
int sockfd;
struct sockaddr_in their_addr; // HZXtConnector)2| F4 HE
struct hostent *he;
int numbytes;
int broadcast = 1;
/[char broadcast = "1'; /| S&StX| %QH 0|HS M MR

if (argc 1= 3) {
fprintf(stderr,"'usage: broadcaster hostname message\n");
exit(1);

if ((he=gethostbyname(argv[1])) == NULL) { // SAE HHE gto}ZL|C}
perror("gethostbyname");
exit(1);

if ((sockfd = socket(AF_INET, SOCK_DGRAM, 0)) == -1){
perror("socket");
exit(1);

/] 0] SZ0| HEEIHAE T3S HH £ QA OHSL|CH
if (setsockopt(sockfd, SOL_SOCKET, SO_BROADCAST, &broadcast,
sizeof broadcast) == -1) {
perror("setsockopt (SO_BROADCAST)");
exit(1);

their_addr.sin_family = AF_INET; // SAEH}O|E &M
their_addr.sin_port = htons(SERVERPORT); // %, UIE$I3 HIO|E &A]
their_addr.sin_addr = *((struct in_addr *)he->h_addr);
memset(their_addr.sin_zero, "\0', sizeof their_addr.sin_zero);

if ((numbytes=sendto(sockfd, argv[2], strlen(argv[2]), O,
(struct sockaddr *)&their_addr, sizeof their_addr)) == -1) {
perror("sendto");
exit(1);
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printf("sent %d bytes to %s\n", numbytes,
inet_ntoa(their_addr.sin_addr));

close(sockfd);

return O;
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casterS ARSHHIL. P0IA MHgt H0| HZE HeULICE,

$ broadcaster 192.168.1.2 foo

sent 3 bytes to0 192.168.1.2

$ broadcaster 192.168.1.255 foo
sent 3 bytes t0 192.168.1.255

$ broadcaster 255.255.255.255 foo
sent 3 bytes to 255.255.255.255

listener7t =213t THZl0f| #tSSH= S & == QLOJOF BHLICE. (2t listener?t YHSSHX| QH=CHH 1240 IPv6F A0 HAE0|M 2
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170 ASHE|H| 3t S0i| broadcasterdl] EREINAE FAZ E1 CEA| AMSIEAICE sendto()E Bt HIE MHMSo|| = £ JHQ
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WS LHECH HA IO M 10k K. tMof| 62{2E AFSICID YX[K. HIZ o] 220 HASLICE)
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CIA| ZtX[2t H 2 EFHA E THZIS CHE mofl= oISk, LAN(ZAL 2= : Local Area Network) Of Q= 2E ZX|S0| recvfrom()
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Chapter 8

o] JicmUS2 o{C|A &2 5= ASNK?

0
o

3

{2 22| A|AHI0| |Cmbio] {CHH ofat: J230] HRSHK]|
2|5l Ztedsta QUCHH #include <winsock.h>2t St ElL|CE

NYLICH AESC EHE2 HYME H5HH K. WindowsE

-

bind()7I “Address already in use” & E115}H o2 sjjolsiLiR?

2|AaE A200]| setsockopt()E SO_REUSEADDRE M1} BH| ArZsH{of LTt Of|X|7tH ZRSICHH bind ()0l 2ot E2t select()oll
et Hg HI6HMR.

A AR @2l 230| RES Ho2{H oA sljolsiLiR?

netstatE AFESINIR. 27X e HEO| Chsi A= man 2 & sljof

of
Pal
o
o
g
o

\.I
é
é
H
12
r
1)
10
0
o
I
i}
fjo
ne
o
4>
$0
>
C
ul

$ netstat
H|Z2 oftH A710| o T2 20t AZAEO JLEX| Lokl HYULIC. :-)
2}2E E|o|ES B2{H o{ ¥ sljofsiLiR?

routedH (CH7H2| 2lSA FX|0IA /sbindl| JACH) S MHSIHR. OIL|™ netstat -r HHES MASINR. =2 ip route HHY £
UA&LICE

FE{7L SILIYtol| SACHH o 2| S2t0o|AERL M ZEOHS HWSILIR? HIESI TEIWS ZHYSI2{H HIEY 37t AojofSh=
3! of:lztg?

O2{Z0lIAl= CHS| 0 AME Y BE FX|7F 0 A2 |ED HEHS Ft=0l X ot 2o H|EQIA "FA|"E AHEUILE (01H2

2t2E Ell0|S0lM “lo"2t= 0|E2 = HEA|E|= QBT ARILICE)
042{20| "goat"2h= O|F2| FX|0of ZIAMCID BFAICE EEFOI?JE% StLiel HoilM st MHE CHE HojlM gt
OfL|H MHE W22 0N ’é‘%‘Oh_( server &") 22I0[HEES Z2 HojlA AABAIL B ZX|= 042120 client goatet

f 2o
client localhost("localhost"= O{2{&29] Jetc/hostsIHU0| HO|Z|of US HLICL) = OofH ZO0|E & 4 AUA 8 & Zo|n
HIES|Z g0l MtHet Chatsh= S20|UE T2 Al = AS WYLICH

recv()7t 02 EHFE A= & £ ASFLICH

“ping” S2|EIS ThS2{H oL s{okstLiR? ICMPE 22171 raw 273} SOCK_RAW 0l LHSHAl:= ofC|oflA Cf 2topE 5=
ASNK?

5]
rot

raw A2l0]| Ci$t = Z22 W. Richard Stevens' UNIX Network Programming books OlA B2 g £ UELICE
2z10102 AI2 JH53H Stevens’ UNIX Network Programming source code0i|Al ping/ SHICIZIEZ|E ATHEN L.

connect()0f] CHEt H|EtA|IZES HASIALE THEE £ ASNIR?

1http://www.unpbook.com/src.html
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uin

Ch
=

W. Richard StevensO| ({2{20A & & U= It S
lib/connect_nonb.c? £ QLU= 2|Z&LICE

ret
o

E2|= ti4l, UNIX Network Programming source code2l

B2 socket()O2 A2 MHXIE UE = = 22O PHE 20| connect()S =&
= 4| -12 uksI3t 210|T erro= EINPROGRESSE AME Zolats ZiQiLich, 1
5

M| ol 2= EdoHAM of2{20| /sh= MetAlZtE XIFsHH ELICh AlZtE IM 2HSEX| 922 H connect() O] &EE|UCH=
o|ojct. of AlEollM getsockopt()E SO_ERRORE M1t 271 = ESHAM connect()Z£2| Bietgts ¢S += A, LRI UULHH 2

242 00|0fOF BL|CH.

ORIt ofei2 S ofOE sk A20| HIOlES F&s| ol AN CHA| 222 BER HEsD 48 Heh

O WAle mE 0| HAS AIESHE SOt T2 US & 4 QUi o F= FHE US0| T2, OIS 50| 500msHES]
RISHAIZES M8 3 select()S CHA| SZBAICL select()7h 20 BT AZHEDIE YO7ICIH HAS T3 Wiyt ElSS & 4+
gLk,

QoM LLEFX|Rt efsiA| ZES OF 7t RIICHH Stevense| IEE HASHIR.

WindowsE 251 2EsI2{H o2 siLiR?

HX A=RE MHSt T 2|5AL BSDE AX[SIMR. };-). AMd O3 HeEe gln TR A== UESH|E 2ttt B
ATEN Q.

Solaris/SunOSOl|A LESI2{H 02| 5iLiQ? HIIYUS ME6HH 7% 27 F 7t EugL|Ch

0

g7 o2l SunAtel HXIS0| XtSHoE A3 2t0|E2{2|E 36X 27| 2ol LdetL|ch AmMAS siMe TRl So-
laris/SunOSE 2|3t M 2 X stM|R.
2l select()7t A|l2'EE WoH MiujjsiLiR?

ANge BEHE AAR 20| errnoE EINTRE AHSI 12 grasHA| BHELICL  sigaction()22 Al2d $HE2HE HHoHH

0
SA_RESTART E2{15 &Y 4 =0 0|20] W22 (Interrupted) AIAE 0| HH=|AH| 8 & A LICH

EHMMO = 0|21 YA0| 5 AS3hz 2 OFELICH (XL = A|2EZE/e

—_

PMa HAE X2|= AIA-O CHE = AFLICH)

2
H7H =5k SHEM2 gotoE S L= WHYLICH 22 0|120] uHES OFF MBLAI & 4= AXIT STELICH

select_restart:
if ((err = select(fdmax+1, &readfds, NULL, NULL, NULL)) == -1) {
if (errno == EINTR) {
[/ o A|2'20| 22[0|A| AEHBES ZASLICE 22| THA|Zf LT
goto select_restart;
}
[T 2= 67| M HMelghch
perror(“select");

}
SE o710IM gotoS & TRL QYALICE XIS U CHE XS 2 4 YBLICE 12{LE X goto20] AR ©f ZBBICHD
WZABILICE, (AR} 3 : TRRO] O A0E B7EIT HARHE gotoRS M= U AMHR YALICH)

recv ()0l LHEt S =0l AMZHR[EHS X 8512 o2 sHofsiLia?

select()E AFE3I2H 1210] H0{S0[24= A2 X0 AlZHRIE OhiH4-S XIFE 4= A SHELICE OfL|H ZE 7|52 Of2Het
2

a
0| BtLto| B0l ZHE &= ABLICE

#include <unistd.h>
#include <sys/time.h>
#include <sys/types.h>
#include <sys/socket.h>

int recvtimeout(int s, char *buf, int len, int timeout)
{

fd_set fds;

intn;

struct timeval tv;

2http://www.unpbook.com/src.html
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/oY A A A

FD_ZERO(&fds);
FD_SET(s, &fds);

/] NZE HEHS 2l timeval TLZ=A| A4A
tv.tv_sec = timeout;
tv.tv_usec = 0;

/[ HIO|E{E ELL AlZto| ZEabE! whbx| 7|CHalct
n = select(s+1, &fds, NULL, NULL, &tv);

if (n == 0) return -2; // timeout!

if (n == -1) return -1; // error

[/ 4710 HO]E{7F ROJOFRfLICE. T2{L| Wt recv()E LICH
return recv(s, buf, len, 0);

/] recvtimeout()0ll CH3t S = Ol A|
n = recvtimeout(s, buf, sizeof buf, 10); // AIZtA|$t 10%

if (n==-1){
/| LFI LAUELICH
perror("recvtimeout");

}
elseif (n==-2) {

/] AZto| Eute|ASLICt
}else{

/[ ol HO|E{7} SO{UELIC
}

recvtimeout()0| A|ZtX D} Algto| A -28 S2{ZCH= Hol| F25LMIQ. 2 00| OFIX] 2287127 recv()7t AKX HZ0| B2 of
2 SHELhs "2 MSHEACE 3L 2 22 £ 7t 8ln, 112 "RJ"E Q|O|YL|C J2iM Xe AIZEXETE 712|7| = ez

-28 WMELICH

230 Hlo|E{ S Hui7| Tof| Y=ststALt 2=SI2{H o sjofsiLia?

--

CIO|E{E =3} 6t7| st ZHHSH g = StLH= SSL (secure sockets layer)S AFEot= ZQIL|Ct, da{Lt 2% 0] QA e
QIS HO|EL|CH (O 22 eI}t LQstH OpenSSL ZEHME3S 21015HM|Q.)

r

J2iLt 2tef o 20| AHMPHe| FETIL; L2st HAE TEAHLE A 210 HCHHE, of2{=2| CIO|E{7H &F & AtO[oilM Tl TAIE
HECHE S YZSHEMKR. 2t Tl= CIOJEIS S¥ot YYo= HiELICh

1. ME7tHO|HE T (£ CHE A)ollM oS LTt
2. MH7LI0|HE =l LHELITHOEIZ0]| O] BHAHIE =TteiLC)
3. M7t L=3tE HO[E S send()gLICH

HICHH2 O|~H&LICE.

1. Sato|otET} el Bl0|E{Z recv()EiLiCt
2. 22L0[oIET} H0|EIS S5 8H/ASRELICHOIZ{ 20| 0] EHAH|S ZJfetLich
3. 220|E7} HI0|EIS THY(EL Ch2 )0l &Lict

Qtof it A otE BF o WZf0|2HH ES HA soFstths TS 71K, =) (FAL F 1 2|45 &M= LRE|0{0F BiLICE)

U

S2O|AETE MEH7E HE ZHUS MUZ HPZ +st7|2 DICHH 02 20| L0t} B2 HAIS 715 Cl0|EE fARS| =2t
AYL|ct

3https://www.openssl.org/
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122z 02{20| Mo Z=E MJ| 2f3ilM g L2 HIOIHE WERIZNM {1 EUli= =9 B2t X[HE MO 25 st=
FEE 7IEE RYLCh

“PF_INET"0| 7|& S&6t=tll £221712? AF_INETS} 217t ASna?

TG 2A7E UASLICE ZEMSH AR socket()0ll CHet B2 H 5 Q.

SEI0[AENAIM & FHUES WopM HWSH= M= o LA HELIR?

ChashS Q8| Al 22H0|HE 7 connect ()2t send() 20| HZAS close() XM2[stCtd 7HHBHAICE (Z S2t0[EI HEE X ¢t
T4 AAH 22 EUs Y2 itk 9lo|Lich)

1. ME0]| connect()
2. send("/sbin/ls > /tmp/client.out")
3. AHZAo| Ci$t close() X2

BHH MH{= HIO|E S 2Ok A-BtLCt.

P}

2IO|HE Q| HZA X0 CHSt accept()
XtEof| ch3t recv(str)
ofl cHst close()

HAHSI| 2I8HM system(str)

0% r2 oF M
oY my o
Hu

o

1
2
3.
4.
FolstM|R! SEH0|HET Tt A MHI H¥sitt= A2
o of2{ 22 AHL= FAATH & £ ACHE 20| YLICE. 22| HIHOA S2H0IAEI} “rm -rf ~"& ELHE ofg
AFO| 71l BE AS MHE AY

= = A-d

Z A2 e

I':H

mjo

=
e

rir
N
B
S O
Hy
rot
rLIQ
E
OLL N
rLIII'I
Z
T
2

r
[
=

2L {24 20| HFSICHH QPHSICL L SHilsh= H Kol RE2[E|, 0lE S0 foobar 2|9 S SEHO0|HET HHEIX| RSI=F Sl=
20| Z&LICE

if (Istrncmp(str, "foobar", 6)) {
sprintf(sysstr, "%s > [tmp/server.out", str);

1

system(sysstr);
}
2Lt S| o|ABteEE OCP%I fIgeL|ct. S2t0|HET} “foobar; rm -rf ~" & UHTICIH O1EH SIR? 7Ha QS
HAI2 HFO| 0i7HHS0ll S017hs XML SEXZ} OFLl 2E EXHEQSICHH ZH 2XHr) oHofl & ("\") EAHE £0l= AYLICH

HAICHAD] 2ot 22I0|HET BH RS M7 Adliet wiofl 2 27} gL

H7t = 2 clloleE 2=l recv()E SHE™ SHHO|| 536HI0|ELL 1460H0|E 4Tt tofFLICE. 2L} 0|2HS 2 FX|0IM
AesHH o tHojl 2= C|o[E{S ‘oS LICE. 2ff o 21viR?

MTUO|| =2rot ZLIC}. O|Z2 E2|AIE0| H&Ikstt 2] A7(YLICh 22 FA0|ME FIH IX|E L7(0f 8KLH 1 0f42|
37| ZH|210| CHE 4= AELICE 2L} o|C{Lllof M= SIICS el 150080| E7t oA ILICt RES L0 (OFXIIXIZ ST E
Zt5l)576HI0| E 7} BHA|

—_

115]
L

[ul
n

et 2E Ho[EIE [
SHABILHH BE HIOIHE

ASE =AY sfjoretLict. (XtMiet HE=sendall() &2 ##HE &olstba.) HE0| & = AZ0
OIS WX recv()E BHEE LHROIM = EdlofF SLCt

042 Ho| recv()=ES Soll 2T IIZIS +418H= Zrofl CHol Xtulst HEIt 2Q3sIttH U H|o|E &3t Be HUstAL.

5‘2—

e 22 ZX|E WA fork()AAE] SZ0| 21T struct sigactionZ2 2 USLICt of @A sHolsiLiR?

o
T
il
Rl

Ir

0|zd0| UCHH Tz HmUz{et &7 U= POSIX 2to|=2{2(ofl U2 A = =2 K|S 74X 1 UX| koD = J0]| Chal

f. J2{Lt 7|26t | 2 OlO|IRATET} P SIX S8y 74%% DHERAD fork()= 7710l U HULICE
(O1%H sigaction= XS AYLICE) (G F=: J2{Lt AEL0M = =29 M| St= 20| 2ot AuE M| e
O LH2 4ol & ZeiL|ct)

o
55

VC++0i| = =20 “fork"Lt "POSIX"E A5t =F0| EBtgt 20| Q=X AHEM L. (HAH = VC++ XK T Visual
StudioZt 71Xl 7|5 & L5l 22l 0|E0f S1HetLICt. 0] 20| = 0] Z4E A2 90U S 7|ABHMIR.)

I'II'

J20| M ZHS8LX| OH=CIH, fork()/sigactionzt BTl ZHES Wo{LHD 3219 Win32 CHS2! CreateProcess()2 RAISIAIL.
X CreateProcess()E O{EAH M=X|= BELICE OS2 £IH9| Q14-E EHX|2t OfOt: VC++1t 20| 2 EAo| 4Ho| /S
2Lt

K= et Flofl ASLICE Wals M| AFRHEO] X2 IP FAE 21 Xof ZX|o] H25HH st{H o WA sjolsita?



Yote HRZO| AZIS0| et oo FX|of HZsh= AS e AL JFE2 ORE 3183t= A=

5 OF7|E 7H'dl 232 OFglLICt. Hete{o| OpAFH|0|FOILE NATHE|Z2 S BICHHE KTE)
connect()2 Hee LMo M2E 4 AFLICE 22| ZT2IH0| ANLL HES AMSHE B0| =5 BICHH 2Rl=

Rtof ORO=E= FEOHA| BCHA, ALY D._*EIXHHIHI SERHA Wt PHS LM o{20H FEY £ JAXE SHoFRiLIC.
YolH2 DA NATEZOHO|LL ZEA| S2 WA HE{=0l|A 322 1EE*(Forward) HE = ASLICE

m
° 1§
p-y
i
N
o
_cz
E
r|r
0
d

| [ASHMIR. L2 ARSI LHE: HIES30)| cist M2 HotS FX| =5 sHoFgfL|Ct
E9|0{E otxst 7L|| ”._FEE 70| MZt=CE A 242 YOtoFEfLICE
{222 A|AH Z2|Xt7t XM E Btste ol S sHFEMIL. ;-)
IH2d AL|H = o8| ZHdsiLi? oA ot A o4l QIE{HIO]A S PAPE mE2 MWE £ USNa?
DE2E 0|E2 Qo MHSIAIH, HEYA FIET} "2AME ZE(promiscuous mode)” [ S| FA7L ASHZOl &K} Ofl
S0 HLELICE (2= IP A7t ot O|HUl AlIZ 201 thsiA] 0|0F7|st= ZQILICE O2{Lto|Eulle IPELCE
H2 AB0|D 2, AtMN D E PFEA| Chst SA10] MEELICE O XpMIS LR XM4F HMAL HERS 0|2 &SN L.)

0[Zd0] mizl ALIH S&te| 7= #2|YLICh 2] ALITHE QAEHO|AE RXtE HER 221, 2FM(M= 3 XIS Sl TEE:=
o

SEE mzlE 2 FUtt o222 oM LIO|EIE $18 & U= H 7K ERS 22 £ = ASFLICL

2t CHELICE 2Lt QIEYlg &oteH, oS 50 “"windows promiscuous ioctl"S
4 USAALICE. 2[SAE I8 A= useful Stack Overflow thread” Z+2 HE I} QI&LIC

AlA=o]| wh2t CHELIC. o212l AIAHI0] O 7|52 XIsH=X *OH-H7| 2I3iM (22|11 3RS setsockopt()0il 47| ISHA)
SO_RCVTIMEOL} SO_SNDTIMEO Z2 A& QIE{HlofA &

2|sA9| HH|O|X|= alarm()Lt setitimer()E CHAXHZ £ 22 HELICH

>

Ot LE} A 7H5 3 AEIRIXIS Ol POMHLIR? “BAFel" HE W SRS 20| ASNK?

J
J
I

HE 0|A2 EX7F =|X| gb&LICH o2{20] & MHE Z4otCin oHH, 80HZ0| & AB{Zl ZEE M= Z10| ZE&LICE o{2{2¢t
SO X 9| MHE ZHMBICHH 2X9(9| I E HS (2L} 102320 2 A2R)E DED AESHEAS.

gtk LEJL 0|0] AFREO0|2HH bind()E A= M “Address already in use” 2F7t &gt Z4QIL|Ct. CHE ZEE NZMR
(o2 ATZEQ0{Q] AXITH 4 mUO|Lt BHE ALXIZ ChH| ZEE XIFY 4= A h= 20| E5LICL)

QIE{Ll et S 2| J|Z(the Internet Assigned Numbers Authority, IANA) O] Zt2|st= 24l IE S5 I} QIALICE
(10235Ct 2) of HSIt X ==0f gictn shM O ZEE & 4 gl= A2 OofELICh. olE &0 Id Software?] DOOME
“mdqgs”(0]210] RAUO|E) o 22 LEES L1 TR A2 22 XS £ 2|20 I ZEEMT S 1) O XEE M7 QK|

2tost it elLict,

S

*https://stackoverflow.com/questions/21323023/
5https://www.iana.org/assignments/port—numbers


https://stackoverflow.com/questions/21323023/
https://www.iana.org/assignments/port-numbers

Ul

CHAPTER 8.

84



Chapter 9

Man Pages

2ol Moo= B2 2YAMES0| ABLICL H2I0l= of21=20] 2 4= A= JHE S==0i| Cht #2 Ho| AFLICE

=8 manual2 EXtZ X|710] 1 F 2 AJLICE O ZIF M E Letsl REA Mo &7k 1 BES X1 A0f5HX| k&L 22
Me M7t 2okt S Aot J3LE M= ®7H LotLt 2EE)
A

= =]
SohRE|TX| Ateleh SR ZLE YoM 2RSS M=dt=X[of tishM 2! SHE S0{5= il B2 2St=F sHELIC

-~

[ar4 A2]]

(BN MAM) ZARLICE ®7F 2StOX} Sh= Hh= 0|2 HO|X|S0] R4 MMM “man page”2t 22ICH= ALICE 3
=X o222l A= OIS fIsiA X2l Jieldel Hofrts of7|of ZefeFASLICE O #el 50| g5

2N o HE2E0|X|2 M= QlEUl 221 Z2Oziof H2tE SRS MAIE Zol2t= ojo|uct

[=ESyen

l|c{mtiol CHE 4= ASLICE

ot A= 3l =
— M
HoH M= b4 D77} CHE &= ABLICE

S EEE PRI

=
- Of2{Ee| A|AH A=

m HEHE ABCIH man whateverE 2siA of2{22 24 YA tH H|O|X|E SN, “whatever'= O|E SXt
“accept"AE Of2{E20| 2 BAS Zt= AfotQILICL (DIO|ZZREAE H|FY ARLCIQE IE9| =3 B0 0|71 |AFSH A
ZFX| T Qe MZESLICE J2]Lt “man”0| “help” 2L 1HIO|E O ZHZSIEZ O ZELICE OO = QYA T} O|HELI|CH)

gl
=2
=

2 o] HES0 50| ACHH ofZ0 tLiAfol| HEe 0|R= RAO|LINQ? HSHAIH H ILX| 0|7t AEFLICE D2{LE 2 F 7H
O|R=HIZ (a) O| TSR HIEY I Z2 Y S 2/ SL3| M= U0 F=ECHO[8H57| +1LH (b) Of HEHS= KIF|7}
ACh= AL

(=]

Of|x| of0F7 |7} Li2toL| T O|OF7|SHAtH 2 =9| Z0|7
222 o222 AIAH Z0]| 100% €32 0|2t
A= HAE Bh= 20| EELICH

i
Bl
my
2
Ral
rr
ox
mjo
o2
v
o
Rl
to
3
oY
>
kLl
In
i
H
4n
Ui
Ral
rir

kl
N
0z
_o'_l-
Ral
priel
rir
=
0%
to
Ju
fot
re
o
e
=
r
o3
k=)
iy
-
o
|
o
5o
=
|
r

85



86 CHAPTER 9. MAN PAGES

9.1 accept()

Accept an incoming connection on a listening socket

Synopsis
#include <sys/types.h>

#include <sys/socket.h>

int accept(int s, struct sockaddr *addr, socklen_t *addrlen);

Description

Once you've gone through the trouble of getting a SOCK_STREAM socket and setting it up for incoming connections
with listen(), then you call accept() to actually get yourself a new socket descriptor to use for subsequent communi-
cation with the newly connected client.

The old socket that you are using for listening is still there, and will be used for further accept() calls as they come in.

Paramé&escription

s The listen()ing socket descriptor.

addr This is filled in with the address of the site that's connecting to you.

addrlefThis is filled in with the sizeof() the structure returned in the addr parameter. You can safely ignore it if
you assume you're getting a struct sockaddr_in back, which you know you are, because that's the type
you passed in for addr.

accept() will normally block, and you can use select() to peek on the listening socket descriptor ahead of time to see
if it's “ready to read". If so, then there's a new connection waiting to be accept()ed! Yay! Alternatively, you could set
the O_NONBLOCK flag on the listening socket using fcntl(), and then it will never block, choosing instead to return -1
with errno set to EWOULDBLOCK.

The socket descriptor returned by accept() is a bona fide socket descriptor, open and connected to the remote host.
You have to close() it when you're done with it.

Return Value

accept() returns the newly connected socket descriptor, or -1 on error, with errno set appropriately.

Example

struct sockaddr_storage their_addr;
socklen_t addr_size;

struct addrinfo hints, *res;

int sockfd, new_fd;

// first, load up address structs with getaddrinfo():
memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = AI_PASSIVE; //fillin my IP for me
getaddrinfo(NULL, MYPORT, &hints, &res);

// make a socket, bind it, and listen on it:

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
bind(sockfd, res->ai_addr, res->ai_addrlen);
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listen(sockfd, BACKLOG);

/] now accept an incoming connection:

addr_size = sizeof their_addr;
new_fd = accept(sockfd, (struct sockaddr *)&their_addr, &addr_size);

// ready to communicate on socket descriptor new_fd!

See Also

socket(), getaddrinfo(), listen(), struct sockaddr_in
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9.2 bind()

Associate a socket with an IP address and port number

Synopsis
#include <sys/types.h>

#include <sys/socket.h>

int bind(int sockfd, struct sockaddr *my_addr, socklen_t addrlen);

Description

When a remote machine wants to connect to your server program, it needs two pieces of information: the IP address
and the port number. The bind() call allows you to do just that.

First, you call getaddrinfo() to load up a struct sockaddr with the destination address and port information. Then you
call socket() to get a socket descriptor, and then you pass the socket and address into bind(), and the IP address and
port are magically (using actual magic) bound to the socket!

If you don't know your IP address, or you know you only have one IP address on the machine, or you don't care which
of the machine's IP addresses is used, you can simply pass the AI_PASSIVE flag in the hints parameter to getaddrinfo().
What this does is fill in the IP address part of the struct sockaddr with a special value that tells bind() that it should
automatically fill in this host's IP address.

What what? What special value is loaded into the struct sockaddr’s IP address to cause it to auto-fill the address with
the current host? I'll tell you, but keep in mind this is only if you're filling out the struct sockaddr by hand; if not, use
the results from getaddrinfo(), as per above. In IPv4, the sin_addr.s_addr field of the struct sockaddr_in structure is
set to INADDR_ANY. In IPv6, the sin6_addr field of the struct sockaddr_in6 structure is assigned into from the global
variable in6addr_any. Or, if you're declaring a new struct in6_addr, you can initialize it to INGADDR_ANY_INIT.

Lastly, the addrlen parameter should be set to sizeof my_addr.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).
Example
/I modern way of doing things with getaddrinfo()

struct addrinfo hints, *res;
int sockfd;

// first, load up address structs with getaddrinfo():
memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = AI_PASSIVE; //fillin my IP for me

getaddrinfo(NULL, "3490", &hints, &res);

// make a socket:
/I (you should actually walk the "res" linked list and error-check!)

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
// bind it to the port we passed in to getaddrinfo():

bind(sockfd, res->ai_addr, res->ai_addrlen);
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// example of packing a struct by hand, IPv4

struct sockaddr_in myaddr;
ints;

myaddr.sin_family = AF_INET;
myaddr.sin_port = htons(3490);

// you can specify an IP address:
inet_pton(AF_INET, "63.161.169.137", &(myaddr.sin_addr));

// or you can let it automatically select one:
myaddr.sin_addr.s_addr = INADDR_ANY;

s = socket(PF_INET, SOCK_STREAM, 0);
bind(s, (struct sockaddr*)&myaddr, sizeof myaddr);

See Also

getaddrinfo(), socket(), struct sockaddr_in, struct in_addr
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9.3 connect()

Connect a socket to a server

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

int connect(int sockfd, const struct sockaddr *serv_addr,
socklen_t addrlen);

Description

Once you've built a socket descriptor with the socket() call, you can connect() that socket to a remote server using
the well-named connect() system call. All you need to do is pass it the socket descriptor and the address of the
server you're interested in getting to know better. (Oh, and the length of the address, which is commonly passed to
functions like this.)

Usually this information comes along as the result of a call to getaddrinfo(), but you can fill out your own struct
sockaddr if you want to.

If you haven't yet called bind() on the socket descriptor, it is automatically bound to your IP address and a random
local port. This is usually just fine with you if you're not a server, since you really don't care what your local port is;
you only care what the remote port is so you can put it in the serv_addr parameter. You can call bind() if you really
want your client socket to be on a specific IP address and port, but this is pretty rare.

Once the socket is connect()ed, you're free to send() and recv() data on it to your heart's content.

Special note: if you connect() a SOCK_DGRAM UDP socket to a remote host, you can use send() and recv() as well
as sendto() and recvfrom(). If you want.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).

Example

// connect to www.example.com port 80 (http)

struct addrinfo hints, *res;
int sockfd;

// first, load up address structs with getaddrinfo():
memset(&hints, 0, sizeof hints);
hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever

hints.ai_socktype = SOCK_STREAM;

// we could put "80" instead on "http" on the next line:
getaddrinfo("www.example.com”, "http", &hints, &res);

/] make a socket:
sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
/] connect it to the address and port we passed in to getaddrinfo():

connect(sockfd, res->ai_addr, res->ai_addrlen);
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See Also

socket(), bind()
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9.4 close()

Close a socket descriptor

Synopsis

#include <unistd.h>

int close(int s);

Description

After you've finished using the socket for whatever demented scheme you have concocted and you don't want to
send() or recv() or, indeed, do anything else at all with the socket, you can close() it, and it'll be freed up, never to be
used again.

The remote side can tell if this happens one of two ways. One: if the remote side calls recv(), it will return 0. Two: if
the remote side calls send(), it'll receive a signal SIGPIPE and send() will return -1 and errno will be set to EPIPE.

Windows users: the function you need to use is called closesocket(), not close(). If you try to use close() on a socket
descriptor, it's possible Windows will get angry... And you wouldn't like it when it's angry.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).

Example

s = socket(PF_INET, SOCK_DGRAM, 0);

// a whole lotta stuff...* BRRRONNNN!*

close(s); // not much to it, really.

See Also

socket(), shutdown()
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9.5 getaddrinfo(), freeaddrinfo(), gai_strerror()

Get information about a host name and/or service and load up a struct sockaddr with the result.

Synopsis

#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>

int getaddrinfo(const char *nodename, const char *servname
const struct addrinfo *hints, struct addrinfo **res);

1

void freeaddrinfo(struct addrinfo *ai);
const char *gai_strerror(int ecode);

struct addrinfo {
int ai_flags; /] AI_PASSIVE, AI_CANONNAME, ...
int ai_family; /] AF_xxx
int ai_socktype;  // SOCK_xxx
int ai_protocol;  // 0 (auto) or IPPROTO_TCP, IPPROTO_UDP

socklen_t ai_addrlen; //length of ai_addr

char *ai_canonname; // canonical name for nodename
struct sockaddr *ai_addr; // binary address

struct addrinfo *ai_next; // next structure in linked list

Description

getaddrinfo() is an excellent function that will return information on a particular host name (such as its IP address)
and load up a struct sockaddr for you, taking care of the gritty details (like if it's IPv4 or IPv6). It replaces the old
functions gethostbyname() and getservbyname().The description, below, contains a lot of information that might be
a little daunting, but actual usage is pretty simple. It might be worth it to check out the examples first.

The host name that you're interested in goes in the nodename parameter. The address can be either a host name,
like "www.example.com”, or an IPv4 or IPv6 address (passed as a string). This parameter can also be NULL if you're
using the AI_PASSIVE flag (see below).

The servname parameter is basically the port number. It can be a port number (passed as a string, like "80"), or it
can be a service name, like "http” or “tftp"” or “smtp” or “pop”, etc. Well-known service names can be found in the
IANA Port List' or in your /etc/services file.

Lastly, for input parameters, we have hints. This is really where you get to define what the getaddrinfo() function is
going to do. Zero the whole structure before use with memset(). Let's take a look at the fields you need to set up
before use.

The ai_flags can be set to a variety of things, but here are a couple important ones. (Multiple flags can be specified
by bitwise-ORing them together with the | operator). Check your man page for the complete list of flags.

AI_CANONNAME causes the ai_canonname of the result to the filled out with the host's canonical (real) name.
AI_PASSIVE causes the result's IP address to be filled out with INADDR_ANY (IPv4) or in6addr_any (IPv6); this causes
a subsequent call to bind() to auto-fill the IP address of the struct sockaddr with the address of the current host.
That's excellent for setting up a server when you don't want to hardcode the address.

If you do use the AI_PASSIVE, flag, then you can pass NULL in the nodename (since bind() will fill it in for you later).

Continuing on with the input parameters, you'll likely want to set ai_family to AF_UNSPEC which tells getaddrinfo() to
look for both IPv4 and IPv6 addresses. You can also restrict yourself to one or the other with AF_INET or AF_INET®.

1https://www.iana.org/as,signments/port—numbers
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Next, the socktype field should be set to SOCK_STREAM or SOCK_DGRAM, depending on which type of socket you
want.

Finally, just leave ai_protocol at 0 to automatically choose your protocol type.
Now, after you get all that stuff in there, you can finally make the call to getaddrinfo()!

Of course, this is where the fun begins. The res will now point to a linked list of struct addrinfos, and you can go
through this list to get all the addresses that match what you passed in with the hints.

Now, it's possible to get some addresses that don't work for one reason or another, so what the Linux man page
does is loops through the list doing a call to socket() and connect() (or bind() if you're setting up a server with the
AI_PASSIVE flag) until it succeeds.

Finally, when you're done with the linked list, you need to call freeaddrinfo() to free up the memory (or it will be leaked,
and Some People will get upset).

Return Value

Returns zero on success, or nonzero on error. If it returns nonzero, you can use the function gai_strerror() to get a
printable version of the error code in the return value.

Example

// code for a client connecting to a server
// namely a stream socket to www.example.com on port 80 (http)
// either IPv4 or IPv6

int sockfd;
struct addrinfo hints, *servinfo, *p;
intry;

memset(&hints, O, sizeof hints);
hints.ai_family = AF_UNSPEC; // use AF_INET® to force IPv6
hints.ai_socktype = SOCK_STREAM,;

if ((rv = getaddrinfo("www.example.com", "http", &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));
exit(1);

// loop through all the results and connect to the first we can
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror("socket");
continue;

if (connect(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
perror(“"connect");
close(sockfd);
continue;

break; // if we get here, we must have connected successfully

if (0 == NULL) {
// looped off the end of the list with no connection
fprintf(stderr, "failed to connect\n");
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exit(2);

freeaddrinfo(servinfo); // all done with this structure

// code for a server waiting for connections
// namely a stream socket on port 3490, on this host's IP
[/ either IPv4 or IPv6.

int sockfd;
struct addrinfo hints, *servinfo, *p;
intry;

memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // use AF_INET® to force IPv6
hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = AI_PASSIVE; // use my IP address

if ((rv = getaddrinfo(NULL, "3490", &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));
exit(1);

// loop through all the results and bind to the first we can
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror("socket");
continue;

}

if (bind(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
close(sockfd);
perror("bind");
continue;

}

break; // if we get here, we must have connected successfully
if (p == NULL) {
// looped off the end of the list with no successful bind

fprintf(stderr, "failed to bind socket\n");
exit(2);

freeaddrinfo(servinfo); // all done with this structure

See Also

gethostbyname(), getnameinfo()
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9.6 gethostname()

Returns the name of the system

Synopsis

#include <sys/unistd.h>

int gethostname(char *name, size_t len);

Description

Your system has a name. They all do. This is a slightly more Unixy thing than the rest of the networky stuff we've
been talking about, but it still has its uses.

For instance, you can get your host name, and then call gethostbyname() to find out your IP address.

The parameter name should point to a buffer that will hold the host name, and len is the size of that buffer in bytes.
gethostname() won't overwrite the end of the buffer (it might return an error, or it might just stop writing), and it will
NUL-terminate the string if there's room for it in the buffer.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).

Example

char hostname[128];

gethostname(hostname, sizeof hostname);
printf("My hostname: %s\n", hostname);

See Also

gethostbyname()



9.7. GETHOSTBYNAME(), GETHOSTBYADDR() 97

9.7 gethostbyname(), gethostbyaddr()

Get an IP address for a hostname, or vice-versa

Synopsis

#include <sys/socket.h>
#include <netdb.h>

struct hostent *gethostbyname(const char *name); // DEPRECATED!
struct hostent *gethostbyaddr(const char *addr, int len, int type);

Description

PLEASE NOTE: these two functions are superseded by getaddrinfo() and getnameinfo()! In particular, gethostbyname()
doesn’t work well with IPv6.

These functions map back and forth between host names and IP addresses. For instance, if you have
“"www.example.com”, you can use gethostbyname() to get its IP address and store it in a struct in_addr.

Conversely, if you have a struct in_addr or a struct in6_addr, you can use gethostbyaddr() to get the hostname back.
gethostbyaddr() is IPv6 compatible, but you should use the newer shinier getnameinfo() instead.

(If you have a string containing an IP address in dots-and-numbers format that you want to look up the hostname of,
you'd be better off using getaddrinfo() with the AI_CANONNAME flag.)

gethostbyname() takes a string like "www.yahoo.com”, and returns a struct hostent which contains tons of informa-
tion, including the IP address. (Other information is the official host name, a list of aliases, the address type, the
length of the addresses, and the list of addresses—it's a general-purpose structure that's pretty easy to use for our
specific purposes once you see how.)

gethostbyaddr() takes a struct in_addr or struct in6_addr and brings you up a corresponding host name (if there is
one), so it's sort of the reverse of gethostbyname(). As for parameters, even though addr is a char*, you actually
want to pass in a pointer to a struct in_addr. len should be sizeof(struct in_addr), and type should be AF_INET.

So what is this struct hostent that gets returned? It has a number of fields that contain information about the host in
question.

Field Description

char The real canonical host name.

*h_name

char A list of aliases that can be accessed with arrays—the last element is NULL
**h_aliases

int The result's address type, which really should be AF_INET for our purposes.
h_addrtype

int length The length of the addresses in bytes, which is 4 for IP (version 4) addresses.

char A list of IP addresses for this host. Although this is a char**, it's really an array of struct
**h_addr_list  in_addr*s in disguise. The last array element is NULL.

h_addr A commonly defined alias for h_addr_list[0]. If you just want any old IP address for this host

(yeah, they can have more than one) just use this field.

Return Value

Returns a pointer to a resultant struct hostent on success, or NULL on error.

Instead of the normal perror() and all that stuff you'd normally use for error reporting, these functions have parallel
results in the variable h_errno, which can be printed using the functions herror() or hstrerror(). These work just like
the classic errno, perror(), and strerror() functions you're used to.
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Example

/I THIS IS A DEPRECATED METHOD OF GETTING HOST NAMES
// use getaddrinfo() instead!

#include <stdio.h>
#include <errno.h>
#include <netdb.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

int main(int argc, char *argv[])
{

inti;

struct hostent *he;

struct in_addr **addr_list;

if (argc !=2) {
fprintf(stderr,"usage: ghbn hostname\n");
return 1;

if ((he = gethostbyname(argv[1])) == NULL) { // get the host info
herror("gethostbyname");
return 2;

/[ print information about this host:

printf("Official name is: %s\n", he->h_name);

printf(" IP addresses: ");

addr_list = (struct in_addr **)he->h_addr_list;

for(i = O; addr_list[i] '= NULL; i++) {
printf("%s ", inet_ntoa(*addr_list[i]));

}

printf("\n");

return O;

}

/] THIS HAS BEEN SUPERSEDED
// use getnameinfo() instead!

struct hostent *he;
struct in_addr ipv4addr;
struct in6_addr ipv6addr;

inet_pton(AF_INET, "192.0.2.34", &ipv4addr);
he = gethostbyaddr(&ipv4addr, sizeof ipvdaddr, AF_INET);
printf("Host name: %s\n", he->h_name);

inet_pton(AF_INET, "2001:db8:63b3:1::beef", &ipv6addr);

he = gethostbyaddr(&ipv6addr, sizeof ipv6addr, AF_INET6);
printf("Host name: %s\n", he->h_name);

See Also

getaddrinfo(), getnameinfo(), gethostname(), errno, perror(), strerror(), struct in_addr

CHAPTER 9. MAN PAGES
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9.8 getnameinfo()

Look up the host name and service name information for a given struct sockaddr.

Synopsis
#include <sys/socket.h>

#include <netdb.h>

int getnameinfo(const struct sockaddr *sa, socklen_t salen,
char *host, size_t hostlen,
char *serv, size_t servlen, int flags);

Description

This function is the opposite of getaddrinfo(), that is, this function takes an already loaded struct sockaddr and does
a name and service name lookup on it. It replaces the old gethostbyaddr() and getservbyport() functions.

You have to pass in a pointer to a struct sockaddr (which in actuality is probably a struct sockaddr_in or struct
sockaddr_in6 that you've cast) in the sa parameter, and the length of that struct in the salen.

The resultant host name and service name will be written to the area pointed to by the host and serv parameters. Of
course, you have to specify the max lengths of these buffers in hostlen and servlen.

Finally, there are several flags you can pass, but here a a couple good ones. NI_NOFQDN will cause the host to only
contain the host name, not the whole domain name. NI_NAMEREQD will cause the function to fail if the name cannot
be found with a DNS lookup (if you don't specify this flag and the name can’t be found, getnameinfo() will put a string
version of the IP address in host instead).

As always, check your local man pages for the full scoop.

Return Value

Returns zero on success, or non-zero on error. If the return value is non-zero, it can be passed to gai_strerror() to get
a human-readable string. See getaddrinfo for more information.

Example

struct sockaddr_in6 sa; // could be IPv4 if you want

char host[1024];

char service[20];

// pretend sa is full of good information about the host and port...

getnameinfo(&sa, sizeof sa, host, sizeof host, service, sizeof service, 0);

printf(" host: %s\n", host); // e.g. "www.example.com"
printf("service: %s\n", service); // e.g. "http"

See Also

getaddrinfo(), gethostbyaddr()
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9.9 getpeername()

Return address info about the remote side of the connection

Synopsis

#include <sys/socket.h>

int getpeername(int s, struct sockaddr *addr, socklen_t *len);

Description

Once you have either accept()ed a remote connection, or connect()ed to a server, you now have what is known as a
peer. Your peer is simply the computer you're connected to, identified by an IP address and a port. So...

getpeername() simply returns a struct sockaddr_in filled with information about the machine you're connected to.

Why is it called a “name"? Well, there are a lot of different kinds of sockets, not just Internet Sockets like we're using
in this guide, and so “name” was a nice generic term that covered all cases. In our case, though, the peer's “name”
isit's IP address and port.

Although the function returns the size of the resultant address in len, you must preload len with the size of addr.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).

Example

// assume s is a connected socket

socklen_t len;

struct sockaddr_storage addr;
char ipstr[INET6_ADDRSTRLEN];
int port;

len = sizeof addr;
getpeername(s, (struct sockaddr*)&addr, &len);

// deal with both IPv4 and IPv6:
if (addr.ss_family == AF_INET) {
struct sockaddr_in *s = (struct sockaddr_in *)&addr;
port = ntohs(s->sin_port);
inet_ntop(AF_INET, &s->sin_addr, ipstr, sizeof ipstr);
}else {// AF_LINET6
struct sockaddr_in6 *s = (struct sockaddr_in6 *)&addr;
port = ntohs(s->sin6_port);
inet_ntop(AF_INET6, &s->sin6_addr, ipstr, sizeof ipstr);

printf("Peer IP address: %s\n", ipstr);
printf("Peer port  : %d\n", port);

See Also

gethostname(), gethostbyname(), gethostbyaddr()
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910 errno

Holds the error code for the last system call

Synopsis

#include <errno.h>

int errno;

Description

This is the variable that holds error information for a lot of system calls. If you'll recall, things like socket() and listen()
return -1 on error, and they set the exact value of errno to let you know specifically which error occurred.

The header file errno.h lists a bunch of constant symbolic names for errors, such as EADDRINUSE, EPIPE, ECONNRE-
FUSED, etc. Your local man pages will tell you what codes can be returned as an error, and you can use these at run
time to handle different errors in different ways.

Or, more commonly, you can call perror() or strerror() to get a human-readable version of the error.

One thing to note, for you multithreading enthusiasts, is that on most systems errno is defined in a threadsafe man-
ner. (That is, it's not actually a global variable, but it behaves just like a global variable would in a single-threaded
environment.)

Return Value

The value of the variable is the latest error to have transpired, which might be the code for “success” if the last action
succeeded.

Example

s = socket(PF_INET, SOCK_STREAM, 0);
if (s==-1){
perror("socket"); // or use strerror()

tryagain:
if (select(n, &readfds, NULL, NULL) == -1) {
// an error has occurred!!

/1 if we were only interrupted, just restart the select() call:
if (errno == EINTR) goto tryagain; // AAAA! goto!!!

// otherwise it's a more serious error:
perror("select");
exit(1);

See Also

perror(), strerror()
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911 fentl()

Control socket descriptors

Synopsis
#include <sys/unistd.h>

#include <sys/fcntl.h>

int fentl(int s, int cmd, long arg);

Description

This function is typically used to do file locking and other file-oriented stuff, but it also has a couple socket-related
functions that you might see or use from time to time.

Parameter s is the socket descriptor you wish to operate on, cmd should be set to F_SETFL, and arg can be one of the
following commands. (Like | said, there's more to fcntl() than I'm letting on here, but I'm trying to stay socket-oriented.)

cmd Description

Set the socket to be non-blocking. See the section on blocking for more details.
O_NONBLOCK

Set the socket to do asynchronous I/O. When data is ready to be recv()'d on the socket, the
O_ASYNC

signal SIGIO will be raised. This is rare to see, and beyond the scope of the guide. And | think
it's only available on certain systems.

Return Value
Returns zero on success, or -1 on error (and errno will be set accordingly).

Different uses of the fcntl() system call actually have different return values, but | haven't covered them here because
they're not socket-related. See your local fcntl() man page for more information.

Example

int s = socket(PF_INET, SOCK_STREAM, 0);

fentl(s, F_SETFL, O_NONBLOCK); // set to non-blocking
fentl(s, F_SETFL, O_ASYNC); // set to asynchronous I/O

See Also

Blocking, send()
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912 htons(), htonl(), ntohs(), ntohl()

Convert multi-byte integer types from host byte order to network byte order

Synopsis

#include <netinet/in.h>

uint32_t htonl(uint32_t hostlong);
uint16_t htons(uint16_t hostshort);
uint32_t ntohl(uint32_t netlong);
uint16_t ntohs(uint16_t netshort);

Description

Just to make you really unhappy, different computers use different byte orderings internally for their multibyte integers
(i.e. any integer that's larger than a char). The upshot of this is that if you send() a two-byte short int from an Intel
box to a Mac (before they became Intel boxes, too, | mean), what one computer thinks is the number 1, the other will
think is the number 256, and vice-versa.

The way to get around this problem is for everyone to put aside their differences and agree that Motorola and IBM
had it right, and Intel did it the weird way, and so we all convert our byte orderings to “big-endian” before sending
them out. Since Intel is a "little-endian” machine, it's far more politically correct to call our preferred byte ordering
“Network Byte Order”. So these functions convert from your native byte order to network byte order and back again.

(This means on Intel these functions swap all the bytes around, and on PowerPC they do nothing because the bytes
are already in Network Byte Order. But you should always use them in your code anyway, since someone might want
to build it on an Intel machine and still have things work properly.)

Note that the types involved are 32-bit (4 byte, probably int) and 16-bit (2 byte, very likely short) numbers. 64-bit
machines might have a htonll() for 64-bit ints, but I've not seen it. You'll just have to write your own.

Anyway, the way these functions work is that you first decide if you're converting from host (your machine’s) byte
order or from network byte order. If “host”, the the first letter of the function you're going to call is “h". Otherwise it's
“n" for “network”. The middle of the function name is always “to" because you're converting from one "to"” another,
and the penultimate letter shows what you're converting to. The last letter is the size of the data, “s" for short, or "I"
for long. Thus:

Function  Description

htons() host to network short
htonl() host to network long
ntohs() network to host short
ntohl() network to host long

Return Value

Each function returns the converted value.

Example

uint32_t some_long = 10;
uint16_t some_short = 20;

uint32_t network_byte_order;
// convert and send
network_byte_order = htonl(some_long);

send(s, &network_byte_order, sizeof(uint32_t), 0);

some_short == ntohs(htons(some_short)); // this expression is true
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9.13 inet_ntoa(), inet_aton(), inet_addr

Convert IP addresses from a dots-and-number string to a struct in_addr and back

Synopsis

#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

// ALL THESE ARE DEPRECATED! Use inet_pton() or inet_ntop() instead!!

char *inet_ntoa(struct in_addr in);
int inet_aton(const char *cp, struct in_addr *inp);
in_addr_t inet_addr(const char *cp);

Description

These functions are deprecated because they don't handle IPv6! Use (inet_ntop())[#inet_ntopman] or (inet_pton())[#inet_ntopman]
instead! They are included here because they can still be found in the wild.

All of these functions convert from a struct in_addr (part of your struct sockaddr_in, most likely) to a string in dots-
and-numbers format (e.g. “192.168.5.10") and vice-versa. If you have an IP address passed on the command line or
something, this is the easiest way to get a struct in_addr to connect() to, or whatever. If you need more power, try
some of the DNS functions like gethostbyname() or attempt a coup d'Etat in your local country.

The function inet_ntoa() converts a network address in a struct in_addr to a dots-and-numbers format string. The
“n" in "ntoa"” stands for network, and the “a" stands for ASCII for historical reasons (so it's “Network To ASCII"—the
"toa" suffix has an analogous friend in the C library called atoi() which converts an ASCII string to an integer).

The function inet_aton() is the opposite, converting from a dots-and-numbers string into a in_addr_t (which is the
type of the field s_addr in your struct in_addr).

Finally, the function inet_addr() is an older function that does basically the same thing as inet_aton(). It's theoretically
deprecated, but you'll see it a lot and the police won't come get you if you use it.

Return Value
inet_aton() returns non-zero if the address is a valid one, and it returns zero if the address is invalid.

inet_ntoa() returns the dots-and-numbers string in a static buffer that is overwritten with each call to the function.

inet_addr() returns the address as an in_addr_t, or -1 if there's an error. (That is the same result as if you tried to
convert the string “255.255.255.255", which is a valid IP address. This is why inet_aton() is better.)

Example

struct sockaddr_in antelope;
char *some_addr;

inet_aton("10.0.0.1", &antelope.sin_addr); // store IP in antelope

some_addr = inet_ntoa(antelope.sin_addr); // return the IP
printf("%s\n", some_addr); // prints "10.0.0.1"

// and this call is the same as the inet_aton() call, above:
antelope.sin_addr.s_addr = inet_addr(*10.0.0.1");

See Also

inet_ntop(), inet_pton(), gethostbyname(), gethostbyaddr()
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9.14 inet_ntop(), inet_pton()

Convert IP addresses to human-readable form and back.

Synopsis
#include <arpa/inet.h>

const char *inet_ntop(int af, const void *src,
char *dst, socklen_t size);

int inet_pton(int af, const char *src, void *dst);

Description

These functions are for dealing with human-readable IP addresses and converting them to their binary representation
for use with various functions and system calls. The “n" stands for “network”, and “p" for “presentation”. Or “text
presentation”. But you can think of it as “printable”. “ntop” is “network to printable”. See?

Sometimes you don't want to look at a pile of binary numbers when looking at an IP address. You want it in a nice
printable form, like 192.0.2.180, or 2001:db8:8714:3a90::12. In that case, inet_ntop() is for you.

inet_ntop() takes the address family in the af parameter (either AF_INET or AF_INET6). The src parameter should be
a pointer to either a struct in_addr or struct in6_addr containing the address you wish to convert to a string. Finally
dst and size are the pointer to the destination string and the maximum length of that string.

What should the maximum length of the dst string be? What is the maximum length for IPv4 and IPv6 addresses?
Fortunately there are a couple of macros to help you out. The maximum lengths are: INET_ADDRSTRLEN and
INET6_ADDRSTRLEN.

Other times, you might have a string containing an IP address in readable form, and you want to pack it into a struct
sockaddr_in or a struct sockaddr_in6. In that case, the opposite function inet_pton() is what you're after.

inet_pton() also takes an address family (either AF_INET or AF_INET®) in the af parameter. The src parameter is a
pointer to a string containing the IP address in printable form. Lastly the dst parameter points to where the result
should be stored, which is probably a struct in_addr or struct in6_addr.

These functions don’t do DNS lookups—you'll need getaddrinfo() for that.

Return Value
inet_ntop() returns the dst parameter on success, or NULL on failure (and errno is set).

inet_pton() returns 1 on success. It returns -1if there was an error (errno is set), or O if the input isn't a valid IP address.

Example

// IPv4 demo of inet_ntop() and inet_pton()

struct sockaddr_in sa;
char str[INET_ADDRSTRLEN];

// store this IP address in sa:
inet_pton(AF_INET, "192.0.2.33", &(sa.sin_addr));

// now get it back and print it
inet_ntop(AF_INET, &(sa.sin_addr), str, INET_ADDRSTRLEN);

printf("%s\n", str); // prints "192.0.2.33"

// IPv6 demo of inet_ntop() and inet_pton()
/I (basically the same except with a bunch of 6s thrown around)
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struct sockaddr_in6 sa;
char str[INET6_ADDRSTRLEN];

// store this IP address in sa:
inet_pton(AF_INET6, "2001:db8:8714:3a90::12", &(sa.sin6_addr));

/I now get it back and print it
inet_ntop(AF_INET6, &(sa.sin6_addr), str, INET6_ADDRSTRLEN);

printf("%s\n", str); // prints "2001:db8:8714:3a90::12"

/I Helper function you can use:
/IConvert a struct sockaddr address to a string, IPv4 and IPv6:

char *get_ip_str(const struct sockaddr *sa, char *s, size_t maxlen)
{
switch(sa->sa_family) {
case AF_INET:
inet_ntop(AF_INET, &(((struct sockaddr_in *)sa)->sin_addr),
s, maxlen);
break;

case AF_INET6:
inet_ntop(AF_INET6, &(((struct sockaddr_in6 *)sa)->sin6_addr),
s, maxlen);
break;

default:

strncpy(s, "Unknown AF", maxlen);
return NULL;

return s;

See Also

getaddrinfo()
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915 listen()

Tell a socket to listen for incoming connections

Synopsis

#include <sys/socket.h>

int listen(int s, int backlog);

Description
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You can take your socket descriptor (made with the socket() system call) and tell it to listen for incoming connections.

This is what differentiates the servers from the clients, guys.

The backlog parameter can mean a couple different things depending on the system you on, but loosely it is how
many pending connections you can have before the kernel starts rejecting new ones. So as the new connections
come in, you should be quick to accept() them so that the backlog doesn't fill. Try setting it to 10 or so, and if your

clients start getting “Connection refused” under heavy load, set it higher.

Before calling listen(), your server should call bind() to attach itself to a specific port number. That port number (on

the server’s IP address) will be the one that clients connect to.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).

Example

struct addrinfo hints, *res;
int sockfd;

// first, load up address structs with getaddrinfo():

memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = AI_PASSIVE; //fillin my IP for me
getaddrinfo(NULL, "3490", &hints, &res);

// make a socket:

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
// bind it to the port we passed in to getaddrinfo():

bind(sockfd, res->ai_addr, res->ai_addrlen);

listen(sockfd, 10); // set s up to be a server (listening) socket

// then have an accept() loop down here somewhere

See Also

accept(), bind(), socket()
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916 perror(), strerror()

Print an error as a human-readable string

Synopsis

#include <stdio.h>
#include <string.h> // for strerror()

void perror(const char *s);
char *strerror(int errnum);

Description
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Since so many functions return -1 on error and set the value of the variable errno to be some number, it would sure

be nice if you could easily print that in a form that made sense to you.

Mercifully, perror() does that. If you want more description to be printed before the error, you can point the parameter

s to it (or you can leave s as NULL and nothing additional will be printed).

In a nutshell, this function takes errno values, like ECONNRESET, and prints them nicely, like “Connection reset by

peer."

The function strerror() is very similar to perror(), except it returns a pointer to the error message string for a given

value (you usually pass in the variable errno).

Return Value

strerror() returns a pointer to the error message string.
Example

ints;

s = socket(PF_INET, SOCK_STREAM, 0);

if (s == -1) {// some error has occurred

// prints "socket error: " + the error message:
perror("socket error");

/[ similarly:
if (listen(s, 10) == -1) {

// this prints "an error: " + the error message from errno:

printf("an error: %s\n", strerror(errno));

See Also

errno
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917 poli()

Test for events on multiple sockets simultaneously

Synopsis

#include <sys/poll.h>

int poll(struct pollfd *ufds, unsigned int nfds, int timeout);

Description

This function is very similar to select() in that they both watch sets of file descriptors for events, such as incoming
data ready to recv(), socket ready to send() data to, out-of-band data ready to recv(), errors, etc.

The basic idea is that you pass an array of nfds struct pollfds in ufds, along with a timeout in milliseconds (1000
milliseconds in a second). The timeout can be negative if you want to wait forever. If no event happens on any of the
socket descriptors by the timeout, poll() will return.

Each element in the array of struct pollfds represents one socket descriptor, and contains the following fields:

struct polifd {
int fd; /] the socket descriptor
short events; // bitmap of events we're interested in
short revents; // when poll() returns, bitmap of events that occurred

I

Before calling poll(), load fd with the socket descriptor (if you set fd to a negative number, this struct pollfd is ignored
and its revents field is set to zero) and then construct the events field by bitwise-ORing the following macros:

Macro Description

POLLIN Alert me when data is ready to recv() on this socket.
POLLOUT  Alert me when | can send() data to this socket without blocking.
POLLPRI Alert me when out-of-band data is ready to recv() on this socket.

Once the poll() call returns, the revents field will be constructed as a bitwise-OR of the above fields, telling you which
descriptors actually have had that event occur. Additionally, these other fields might be present:

Macro Description
POLLERR An error has occurred on this socket.
POLLHUP The remote side of the connection hung up.

POLLNVAL Something was wrong with the socket descriptor fd—maybe it's uninitialized?

Return Value

Returns the number of elements in the ufds array that have had event occur on them; this can be zero if the timeout
occurred. Also returns -1 on error (and errno will be set accordingly).

Example

int 81, s2;

intrv;

char buf1[256], buf2[256];
struct polifd ufds[2];

s1 = socket(PF_INET, SOCK_STREAM, 0);
s2 = socket(PF_INET, SOCK_STREAM, 0);
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// pretend we've connected both to a server at this point
//connect(s], ...)...
/Iconnect(s?, ...)...

// set up the array of file descriptors.

Il

/1 in this example, we want to know when there's normal or out-of-band
// data ready to be recv()'d...

ufds[0].fd = s1;
ufds[0].events = POLLIN | POLLPRI; // check for normal or out-of-band

ufds[1].fd = s2;
ufds[1].events = POLLIN; // check for just normal data

// wait for events on the sockets, 3.5 second timeout
rv = poll(ufds, 2, 3500);

if (rv ==-1){

perror("poll"); // error occurred in poll()
}elseif (rv == 0) {

printf("Timeout occurred! No data after 3.5 seconds.\n");
}else{

/] check for events on s1:

if (ufds[0].revents & POLLIN) {

recv(s1, buf1, sizeof buf1, 0); // receive normal data

if (ufds[0].revents & POLLPRI) {
recv(s1, buf1, sizeof buf1, MSG_OOB); // out-of-band data
}

// check for events on s2:
if (ufds[1].revents & POLLIN) {
recv(s1, buf2, sizeof buf2, 0);
}
}

See Also

select()
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918 recv(), recvfrom()

Receive data on a socket

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

ssize_t recv(int s, void *buf, size_t len, int flags);
ssize_t recvfrom(int s, void *buf, size_t len, int flags,
struct sockaddr *from, socklen_t *fromlen);

Description

Once you have a socket up and connected, you can read incoming data from the remote side using the recv() (for
TCP SOCK_STREAM sockets) and recvfrom() (for UDP SOCK_DGRAM sockets).

Both functions take the socket descriptor s, a pointer to the buffer buf, the size (in bytes) of the buffer len, and a set
of flags that control how the functions work.

Additionally, the recvfrom() takes a struct sockaddr*, from that will tell you where the data came from, and will fill in
fromlen with the size of struct sockaddr. (You must also initialize fromlen to be the size of from or struct sockaddr.)

So what wondrous flags can you pass into this function? Here are some of them, but you should check your local
man pages for more information and what is actually supported on your system. You bitwise-or these together, or
just set flags to O if you want it to be a regular vanilla recv().

Macro Description

Receive Out of Band data. This is how to get data that has been sent to you with the
MSG_OOB flag in send(). As the receiving side, you will have had signal SIGURG raised telling
you there is urgent data. In your handler for that signal, you could call recv() with this
MSG_OOB flag.

If you want to call recv() “just for pretend”, you can call it with this flag. This will tell you what's
waiting in the buffer for when you call recv() “for real” (i.e. without the MSG_PEEK flag. It's like
a sneak preview into the next recv() call.

Tell recv() to not return until all the data you specified in the len parameter. It will ignore your
wishes in extreme circumstances, however, like if a signal interrupts the call or if some error
occurs or if the remote side closes the connection, etc. Don’t be mad with it.

MSG_OOB

MSG_PEEK

MSG_WAITALL

When you call recv(), it will block until there is some data to read. If you want to not block, set the socket to non-
blocking or check with select() or poll() to see if there is incoming data before calling recv() or recvfrom().

Return Value

Returns the number of bytes actually received (which might be less than you requested in the len parameter), or -1
on error (and errno will be set accordingly).

If the remote side has closed the connection, recv() will return 0. This is the normal method for determining if the
remote side has closed the connection. Normality is good, rebel!

Example

// stream sockets and recv()

struct addrinfo hints, *res;
int sockfd;

char buf[512];

int byte_count;
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/I get host info, make socket, and connect it

memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_STREAM,;
getaddrinfo("www.example.com”, "3490", &hints, &res);

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
connect(sockfd, res->ai_addr, res->ai_addrlen);

// all right! now that we're connected, we can receive some data!
byte_count = recv(sockfd, buf, sizeof buf, 0);
printf("recv()'d %d bytes of data in buf\n", byte_count);

/] datagram sockets and recvfrom()

struct addrinfo hints, *res;

int sockfd;

int byte_count;

socklen_t fromlen;

struct sockaddr_storage addr;
char buf[512];

char ipstr[INET6_ADDRSTRLEN];

// get host info, make socket, bind it to port 4950

memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_DGRAM;

hints.ai_flags = AI_PASSIVE;

getaddrinfo(NULL, "4950", &hints, &res);

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
bind(sockfd, res->ai_addr, res->ai_addrlen);

// no need to accept(), just recvfrom():

fromlen = sizeof addr;
byte_count = recvfrom(sockfd, buf, sizeof buf, 0, &addr, &romlen);

printf("recv()'d %d bytes of data in buf\n", byte_count);
printf("“from IP address %s\n",
inet_ntop(addr.ss_family,
addr.ss_family == AF_INET?
((struct sockadd_in *)&addr)->sin_addr:
((struct sockadd_in6 *)&addr)->sin6_addr,
ipstr, sizeof ipstr);

See Also

send(), sendto(), select(), poll(), Blocking
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9.19 select()

Check if sockets descriptors are ready to read/write

Synopsis

#include <sys/select.h>

int select(int n, fd_set *readfds, fd_set *writefds, fd_set *exceptfds,
struct timeval *timeout);

FD_SET(int fd, fd_set *set);
FD_CLR(int fd, fd_set *set);
FD_ISSET(int fd, fd_set *set);
FD_ZERO(fd_set *set);

Description

The select() function gives you a way to simultaneously check multiple sockets to see if they have data waiting to be
recv()d, or if you can send() data to them without blocking, or if some exception has occurred.

You populate your sets of socket descriptors using the macros, like FD_SET(), above. Once you have the set, you
pass it into the function as one of the following parameters: readfds if you want to know when any of the sockets in
the set is ready to recv() data, writefds if any of the sockets is ready to send() data to, and/or exceptfds if you need
to know when an exception (error) occurs on any of the sockets. Any or all of these parameters can be NULL if you're
not interested in those types of events. After select() returns, the values in the sets will be changed to show which
are ready for reading or writing, and which have exceptions.

The first parameter, n is the highest-numbered socket descriptor (they're just ints, remember?) plus one.

Lastly, the struct timeval, timeout, at the end—this lets you tell select() how long to check these sets for. It'll return
after the timeout, or when an event occurs, whichever is first. The struct timeval has two fields: tv_sec is the number
of seconds, to which is added tv_usec, the number of microseconds (1,000,000 microseconds in a second).

The helper macros do the following:

Macro Description

FD_SET(int fd, fd_set *set); Add fd to the set.
FD_CLR(int fd, fd_set *set); Remove fd from the set.
FD_ISSET(int fd, fd_set *set);  Return true if fd is in the set.
FD_ZERO(fd_set *set); Clear all entries from the set.

Note for Linux users: Linux's select() can return “ready-to-read” and then not actually be ready to read, thus causing
the subsequent read() call to block. You can work around this bug by setting O_NONBLOCK flag on the receiving
socket so it errors with EWOULDBLOCK, then ignoring this error if it occurs. See the fcntl() man page for more info
on setting a socket to non-blocking.

Return Value

Returns the number of descriptors in the set on success, 0 if the timeout was reached, or -1 on error (and errno will
be set accordingly). Also, the sets are modified to show which sockets are ready.

Example

ints1,s2,n;

fd_set readfds;

struct timeval tv;

char buf1[256], buf2[256];
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// pretend we've connected both to a server at this point
//s1 = socket(...);

//s2 = socket(..
//connect(s1,
//connect(s2,

2
).
)

// clear the set ahead of time
FD_ZERO(&readfds);

// add our descriptors to the set
FD_SET(s1, &readfds);
FD_SET(s2, &readfds);

/] since we got s2 second, it's the "greater", so we use that for
// the n param in select()
n=s2+1;

// wait until either socket has data ready to be recv()d (timeout 10.5 secs)
tv.tv_sec = 10;

tv.tv_usec = 500000;

rv = select(n, &readfds, NULL, NULL, &tv);

if (rv ==-1){

perror("select"); // error occurred in select()
}elseif (rv == 0) {

printf("Timeout occurred! No data after 10.5 seconds.\n");
}else {

// one or both of the descriptors have data

if (FD_ISSET(s1, &readfds)) {

recv(s1, buf1, sizeof buf1, 0);

if (FD_ISSET(s2, &readfds)) {
recv(s2, buf2, sizeof buf2, 0);
}
}

See Also

poll()
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9.20 setsockopt(), getsockopt()

Set various options for a socket

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

int getsockopt(int s, int level, int optname, void *optval,
socklen_t *optlen);

int setsockopt(int s, int level, int optname, const void *optval,
socklen_t optlen);

Description

Sockets are fairly configurable beasts. In fact, they are so configurable, I'm not even going to cover it all here. It's
probably system-dependent anyway. But | will talk about the basics.

Obviously, these functions get and set certain options on a socket. On a Linux box, all the socket information is in the
man page for socket in section 7. (Type: “man 7 socket” to get all these goodies.)

As for parameters, s is the socket you're talking about, level should be set to SOL_SOCKET. Then you set the optname
to the name you're interested in. Again, see your man page for all the options, but here are some of the most fun
ones:

optname Description

Bind this socket to a symbolic device name like eth0 instead of using bind() to bind it to an
SO_BINDTODEVICE IP address. Type the command ifconfig under Unix to see the device names.
Allows other sockets to bind() to this port, unless there is an active listening socket bound
to the port already. This enables you to get around those “Address already in use"” error
messages when you try to restart your server after a crash.
Allows UDP datagram (SOCK_DGRAM) sockets to send and receive packets sent to and
from the broadcast address. Does nothing—NOTHING!!—to TCP stream sockets! Hahaha!

SO_REUSEADDR

SOCK_DGRAM

As for the parameter optval, it's usually a pointer to an int indicating the value in question. For booleans, zero is false,
and non-zero is true. And that's an absolute fact, unless it's different on your system. If there is no parameter to be
passed, optval can be NULL.

The final parameter, optlen, should be set to the length of optval, probably sizeof(int), but varies depending on the
option. Note that in the case of getsockopt(), this is a pointer to a socklen_t, and it specifies the maximum size object
that will be stored in optval (to prevent buffer overflows). And getsockopt() will modify the value of optlen to reflect
the number of bytes actually set.

Warning: on some systems (notably Sun and Windows), the option can be a char instead of an int, and is set to, for
example, a character value of "1' instead of an int value of 1. Again, check your own man pages for more info with
“man setsockopt” and “man 7 socket"!

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).

Example

int optval;
int optlen;
char *optval2;

/] set SO_REUSEADDR on a socket to true (1):
optval = 1;
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setsockopt(s1, SOL_SOCKET, SO_REUSEADDR, &optval, sizeof optval);

/] bind a socket to a device name (might not work on all systems):
optval2 = "eth1"; /| 4 bytes long, so 4, below:
setsockopt(s2, SOL_SOCKET, SO_BINDTODEVICE, optval2, 4);

/ see if the SO_BROADCAST flag is set:
getsockopt(s3, SOL_SOCKET, SO_BROADCAST, &optval, &optlen);
if (optval = 0) {

print("SO_BROADCAST enabled on s3\n");

See Also

fentl()
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9.21 send(), sendto()

Send data out over a socket

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

ssize_t send(int s, const void *buf, size_t len, int flags);
ssize_t sendto(int s, const void *buf, size_t len,

int flags, const struct sockaddr *to,

socklen_t tolen);

Description

These functions send data to a socket. Generally speaking, send() is used for TCP SOCK_STREAM connected sockets,
and sendto() is used for UDP SOCK_DGRAM unconnected datagram sockets. With the unconnected sockets, you
must specify the destination of a packet each time you send one, and that's why the last parameters of sendto()
define where the packet is going.

With both send() and sendto(), the parameter s is the socket, buf is a pointer to the data you want to send, len is the
number of bytes you want to send, and flags allows you to specify more information about how the data is to be sent.
Set flags to zero if you want it to be “normal” data. Here are some of the commonly used flags, but check your local
send() man pages for more details:

Macro Description

Send as "out of band” data. TCP supports this, and it's a way to tell the receiving system that this
data has a higher priority than the normal data. The receiver will receive the signal SIGURG and it
can then receive this data without first receiving all the rest of the normal data in the queue.

Don't send this data over a router, just keep it local.
MSG_DONTROUTE

If send() would block because outbound traffic is clogged, have it return EAGAIN. This is like a
MSG_DONTWAU, apie non-blocking just for this send.” See the section on blocking for more details.

If you send() to a remote host which is no longer recv()ing, you'll typically get the signal SIGPIPE.
MSG—NOSIGN%ding this flag prevents that signal from being raised.

MSG_OOB

Return Value

Returns the number of bytes actually sent, or -1 on error (and errno will be set accordingly). Note that the number of
bytes actually sent might be less than the number you asked it to send! See the section on handling partial send()s
for a helper function to get around this.

Also, if the socket has been closed by either side, the process calling send() will get the signal SIGPIPE. (Unless send()
was called with the MSG_NOSIGNAL flag.)

Example

int spatula_count = 3490;
char *secret_message = "The Cheese is in The Toaster";

int stream_socket, dgram_socket;
struct sockaddr_in dest;
int temp;

// first with TCP stream sockets:

// assume sockets are made and connected
//stream_socket = sockety...
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//connect(stream_socket, ...

// convert to network byte order

temp = htonl(spatula_count);

// send data normally:

send(stream_socket, &temp, sizeof temp, 0);

// send secret message out of band:
send(stream_socket, secret_message, strlen(secret_message)+1, MSG_OOB);

// now with UDP datagram sockets:

/Igetaddrinfo(...

/Idest = ... [/ assume "dest" holds the address of the destination
//dgram_socket = socket(...

// send secret message normally:
sendto(dgram_socket, secret_message, strlen(secret_message)+1, O,
(struct sockaddr*)&dest, sizeof dest);

See Also

recv(), recvfrom()
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9.22 shutdown()

Stop further sends and receives on a socket

Synopsis

#include <sys/socket.h>

int shutdown(int s, int how);

Description

That's it! I've had it! No more send()s are allowed on this socket, but | still want to recv() data on it! Or vice-versa!
How can | do this?

When you close() a socket descriptor, it closes both sides of the socket for reading and writing, and frees the socket
descriptor. If you just want to close one side or the other, you can use this shutdown() call.

As for parameters, sis obviously the socket you want to perform this action on, and what action that is can be specified
with the how parameter. how can be SHUT_RD to prevent further recv()s, SHUT_WR to prohibit further send()s, or
SHUT_RDWR to do both.

Note that shutdown() doesn't free up the socket descriptor, so you still have to eventually close() the socket even if
it has been fully shut down.

This is a rarely used system call.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).

Example

int s = socket(PF_INET, SOCK_STREAM, 0);
// ...do some send()s and stuff in here...

// and now that we're done, don't allow any more sends()s:
shutdown(s, SHUT_WR);

See Also

close()
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9.23 socket()

Allocate a socket descriptor

Synopsis
#include <sys/types.h>

#include <sys/socket.h>

int socket(int domain, int type, int protocol);

Description

Returns a new socket descriptor that you can use to do sockety things with. This is generally the first call in the
whopping process of writing a socket program, and you can use the result for subsequent calls to listen(), bind(),
accept(), or a variety of other functions.

In usual usage, you get the values for these parameters from a call to getaddrinfo(), as shown in the example below.
But you can fill them in by hand if you really want to.

Paranizdscription

domaiiomain describes what kind of socket you're interested in. This can, believe me, be a wide variety of
things, but since this is a socket guide, it's going to be PF_INET for IPv4, and PF_INET6 for IPv6.

type Also, the type parameter can be a number of things, but you'll probably be setting it to either
SOCK_STREAM for reliable TCP sockets (send(), recv()) or SOCK_DGRAM for unreliable fast UDP sockets
(sendto(), recvfrom()). (Another interesting socket type is SOCK_RAW which can be used to construct
packets by hand. It's pretty cool.)

protoé&ahally, the protocol parameter tells which protocol to use with a certain socket type. Like I've already said,
for instance, SOCK_STREAM uses TCP. Fortunately for you, when using SOCK_STREAM or SOCK_DGRAM,
you can just set the protocol to 0, and it'll use the proper protocol automatically. Otherwise, you can use
getprotobyname() to look up the proper protocol number.

Return Value

The new socket descriptor to be used in subsequent calls, or -1 on error (and errno will be set accordingly).

Example

struct addrinfo hints, *res;
int sockfd;

// first, load up address structs with getaddrinfo():

memset(&hints, 0, sizeof hints);

hints.ai_family = AF_UNSPEC; // AF_INET, AF_INET6, or AF_UNSPEC
hints.ai_socktype = SOCK_STREAM; // SOCK_STREAM or SOCK_DGRAM

getaddrinfo("www.example.com”, "3490", &hints, &res);

/] make a socket using the information gleaned from getaddrinfo():
sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);

See Also

accept(), bind(), getaddrinfo(), listen()
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9.24 struct sockaddr and pals

Structures for handling internet addresses

Synopsis

#include <netinet/in.h>

/] All pointers to socket address structures are often cast to pointers

// to this type before use in various functions and system calls:

struct sockaddr {
unsigned short sa_family; // address family, AF_xxx
char sa_data[14]; // 14 bytes of protocol address
h

// IPv4 AF_INET sockets:

struct sockaddr_in {
short sin_family; //e.g. AF_INET, AF_INET6
unsigned short sin_port; // e.g. htons(3490)
struct in_addr sin_addr; // see struct in_addr, below
char sin_zero[8]; // zero this if you want to

h

struct in_addr {
unsigned long s_addr; // load with inet_pton()

j

// 1Pv6 AF_INET6 sockets:

struct sockaddr_in6 {
u_int16_t  sin6_family; // address family, AF_INET6
u_int16_t  sin6_port; // port number, Network Byte Order
u_int32_t  sin6_flowinfo; // IPv6 flow information
struct in6_addr sin6_addr; // IPv6 address
u_int32_t  sin6_scope_id; // Scope ID

I3

struct in6_addr {
unsigned char s6_addr[16]; //load with inet_pton()

h

// General socket address holding structure, big enough to hold either

// struct sockaddr_in or struct sockaddr_in6 data:

struct sockaddr_storage {
sa_family_t ss_family; // address family

// all this is padding, implementation specific, ignore it:
char __ss_pad1[_SS_PAD1SIZE];

int64_t __ss_align;

char _ss_pad2[_SS_PAD2SIZE];

121
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Description

These are the basic structures for all syscalls and functions that deal with internet addresses. Often you'll use
getaddrinfo() to fill these structures out, and then will read them when you have to.

In memory, the struct sockaddr_in and struct sockaddr_in6 share the same beginning structure as struct sockaddr,
and you can freely cast the pointer of one type to the other without any harm, except the possible end of the universe.

Just kidding on that end-of-the-universe thing...if the universe does end when you cast a struct sockaddr_in* to a
struct sockaddr*, | promise you it's pure coincidence and you shouldn’t even worry about it.

So, with that in mind, remember that whenever a function says it takes a struct sockaddr* you can cast your struct
sockaddr_in*, struct sockaddr_in6*, or struct sockadd_storage* to that type with ease and safety.

struct sockaddr_in is the structure used with IPv4 addresses (e.g. “192.0.2.10"). It holds an address family (AF_INET),
a port in sin_port, and an IPv4 address in sin_addr.

There's also this sin_zero field in struct sockaddr_in which some people claim must be set to zero. Other people don't
claim anything about it (the Linux documentation doesn’t even mention it at all), and setting it to zero doesn't seem
to be actually necessary. So, if you feel like it, set it to zero using memset().

Now, that struct in_addr is a weird beast on different systems. Sometimes it's a crazy union with all kinds of #defines
and other nonsense. But what you should do is only use the s_addr field in this structure, because many systems
only implement that one.

struct sockadd_in6 and struct in6_addr are very similar, except they're used for IPv6.

struct sockaddr_storage is a struct you can pass to accept() or recvfrom() when you're trying to write IP version-
agnostic code and you don't know if the new address is going to be IPv4 or IPv6. The struct sockaddr_storage
structure is large enough to hold both types, unlike the original small struct sockaddr.

Example
/] 1Pv4:

struct sockaddr_in ip4addr;
ints;

ip4addr.sin_family = AF_INET,;
ip4addr.sin_port = htons(3490);
inet_pton(AF_INET, "10.0.0.1", &ip4addr.sin_addr);

s = socket(PF_INET, SOCK_STREAM, 0);
bind(s, (struct sockaddr*)&ip4addr, sizeof ip4addr);
/] 1Pv6:

struct sockaddr_in6 ip6addr;
ints;

ip6addr.sin6_family = AF_INET®6;
ip6addr.sin6_port = htons(4950);
inet_pton(AF_INET6, "2001:db8:8714:3290::12", &ip6addr.sin6_addr);

s = socket(PF_INET6, SOCK_STREAM, 0);
bind(s, (struct sockaddr*)&ip6addr, sizeof ip6addr);

See Also

accept(), bind(), connect(), inet_aton(), inet_ntoa()
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Internet Protocol (IP)"

Transmission Control Protocol (TCP) '
User Datagram Protocol (UDP)"®
Client-Server'

Serialization' (Cl|0|E{ T2/ 3} ¢nfz))

10.3 RFCs
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RFC 17 —The First RFC; this gives you an idea of what the “Internet” was like just as it was coming to life, and an
insight into how it was being designed from the ground up. (This RFC is completely obsolete, obviously!)

RFC 768'® —The User Datagram Protocol (UDP)

RFC 791" —The Internet Protocol (IP)

RFC 793%° —The Transmission Control Protocol (TCP)

RFC 854%' —The Telnet Protocol

RFC 95922 —File Transfer Protocol (FTP)

RFC 135072 —The Trivial File Transfer Protocol (TFTP)

RFC 14592* —Internet Relay Chat Protocol (IRC)

RFC 19182° —Address Allocation for Private Internets

RFC 2131%% —Dynamic Host Configuration Protocol (DHCP)
RFC 26162’ —Hypertext Transfer Protocol (HTTP)

RFC 282128 —Simple Mail Transfer Protocol (SMTP)

RFC 33302° —Special-Use IPv4 Addresses

RFC 3493°° —Basic Socket Interface Extensions for IPv6
RFC 3542% —Advanced Sockets Application Program Interface (API) for IPv6

RFC 3849°2 —|Pv6 Address Prefix Reserved for Documentation
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2 https://tools.ietf.org/html/rfc2616
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10.3. RFCS

RFC 3920°% —Extensible Messaging and Presence Protocol (XMPP)
RFC 3977%* —Network News Transfer Protocol (NNTP)

RFC 4193% —Unique Local IPv6 Unicast Addresses

RFC 4506°° —External Data Representation Standard (XDR)
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accept() function, 31, 84
Address already in use, 30, 77
AF_INET macro, 19, 28, 80
AF_INET6 macro, 19

Bapper, 75

bind() function, 29, 30, 77, 86
implicit, 31

Blocking, 47

Broadcast, 73

BSD, 6

Byte ordering, 17, 19, 60, 101

Client

datagram, 44-45

stream, 40-42
Client/Server, 37-45
close() function, 34, 90
closesocket() function, 34, 90
closesocket()function, 7
Compilers

GCC, 5
Comepression, 79
connect(), 29

on datagram sockets, 88
connect() function, 11, 30, 88

on datagram sockets, 34, 45
Connection refused, 42
CreateProcess() function, 7, 80
CreateThread() function, 7
CSocket class, 7
Cygwin, 6

Data enacapsulation
header, 12

Data encapsulation, 12, 59
footer, 12

Datagram socket, 12

Datagram sockets, 11

DHCP, 122

Donkeys, 59

EAGAIN macro, 47, 115
Emailing Beej, 7
Encryption, 79

EPIPE macro, 90

errno variable, 99, 106
Ethernet, 12
EWOULDBLOCK macro, 47
Excalibur, 73

F_SETFL macro, 100
fentl() function, 84, 100
fentl() funtion, 47
FD_CLR() macro, 54, 111
FD_ISSET() macro, 54, 111
FD_SET() macro, 54, 111
FD_ZERO() macro, 54, 111
File descriptor, 11
Firewall, 21, 75, 80
poking holes in, 81
fork() function, 7, 37, 80
freeaddrinfo() function, 91
FTP, 122

gai_strerror() function, 91

getaddrinfo() function, 18, 23, 25, 35, 91

gethostbyaddr() function, 35, 95
gethostbyname() function, 94, 95
gethostname() function, 35, 94
getnameinfo() function, 23, 35, 97
getpeername() function, 34, 98
getprotobyname() function, 118
getsockopt() function, 113
gettimeofday()funtion, 55

Goat, 77

goto statement, 78

Header files, 77

herror() function, 95
hstrerror() function, 95
htonl() function, 101

htonl() funtion, 18

htons() function, 19, 60, 101
htons() funtion, 18

HTTP protocol, 11, 122

ICMP, 77

IEEE-754, 61
INADDR_BROADCAST macro, 73
inet_addr() function, 20, 102
inet_aton() function, 20, 102
inet_ntoa() function, 21, 102
inet_ntop() function, 20, 35, 103
inet_pton() function, 20, 103
ioctl() function, 81
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IP address, 15, 20, 29, 33, 35
ip route command, 77

IPv4, 15

IPv6, 15, 19, 21, 23

IRC, 60, 122

ISO/0SI, 13

Layered network model, 13
Linux, 6
listen() function, 29, 31, 105
backlog, 31
with select(), 55
localhost, 77
Loopback device, 77

man pages, 83
MSG_DONTROUTE macro, 115
MSG_DONTWAIT macro, 115
MSG_NOSIGNAL macro, 115
MSG_OOB macro, 109, 115
MSG_PEEK macro, 109
MSG_WAITALL macro, 109
MTU, 80

NAT, 21

netstat command, 77

NNTP, 123

Non-blocking sockets, 47, 115
ntohl() function, 101

ntohl() funtion, 18

ntohs() function, 101

ntohs() funtion, 18

O_ASYNC macro, 100

O_NONBLOCK macro, 58, 84, 100, 111

OpenSSL, 79
Out-of-band data, 109, 115

Packet sniffer, 81

Pat, 75

perror() function, 99, 106
PF_INET macro, 80, 118
ping command, 77
poll(), 47-53

poll() function, 107
poll() funtion, 47, 58
Port, 29, 30, 33
Private network, 21
Promiscuous mode, 81

Raw sockets, 11, 77
read() function, 11
recv() function, 11, 33, 109
timeout, 78
recvfrom() function, 33, 109
recvtimeout() function, 79
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FRFCs, 122-123
web-based, 121-122
RFCs, 122-123
route command, 77

SA_RESTART macro, 78
Security, 80
select() function, 7, 77, 78, 111
with listen(), 55
select() &=, 53-58
send() function, 11, 13, 32, 115
sendall() function, 72
sendall() &=, 58-59
sendto() function, 13, 115
Serialization, 59-71
Server
datagram, 42-44
stream, 37-40

setsockopt() function, 30, 73, 77, 81, 113

SHUT_RD macro, 117
SHUT_RDWR macro, 117
SHUT_WR macro, 117
shutdown() function, 34, 117
sigaction() function, 40, 78
SIGIO signal, 100

SIGPIPE macro, 90, 115
SIGURG macro, 109, 115
SMTP, 122
SO_BINDTODEVICE macro, 113
SO_BROADCAST macro, 73, 113
SO_RCVTIMEO macro, 81

SO_REUSEADDR macro, 30, 77, 113

SO_SNDTIMEO macro, 81

SOCK_DGRAM macro, 12, 33, 109, 118

SOCK_RAW macro, 77,118

SOCK_STREAM macro, 11, 109, 118

Socket descriptor, 11, 18
socket() function, 11, 28, 118
SOL_SOCKET macro, 113
Solaris, 5, 113

SSL, 79

Stream sockets, 11
strerror() function, 99, 106
struct addrinfo type, 18
struct hostent type, 95
struct in6_addr type, 119
struct in_addr type, 119
struct pollfd type, 48, 107

struct sockaddr type, 18, 19, 33, 109, 119

struct sockaddr_in type, 119
struct sockaddr_in6 type, 119

struct sockaddr_storage type, 119

struct timeval type, 111
struct timeval &, 54-55
Sun0Os, 5, 113

TCP, 12,122
telnet, 11, 122
TFTP, 12,122
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setting, 81
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TRON, 30

UDP, 12, 73, 122
Vint Cerf, 15

Windows, 6, 34, 77, 90, 113
Windows Subsystem For Linux, 6
Winsock, 6, 34

write() function, 11
WSACleanup() function, 7
WSAStartup() function, 6

WSL, 6

XDR, 71,123
XMPP, 122
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