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WSACleanup();
exit(2);
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(Translator’s Note : This section has not been translated to keep it's legal information) (&%} & : 0| &
HESL| Il HASIK| ptASLICE)

Beej's Guide to Network Programming is Copyright © 2019 Brian “Beej Jorgensen” Hall.

With specific exceptions for source code and translations, below, this work is licensed under the Creative Commons
Attribution- Noncommercial- No Derivative Works 3.0 License. To view a copy of this license, visit

https://creativecommons.org/licenses/by-nc-nd/3.0/
or send a letter to Creative Commons, 171 Second Street, Suite 300, San Francisco, California, 94105, USA.

One specific exception to the “No Derivative Works" portion of the license is as follows: this guide may be freely
translated into any language, provided the translation is accurate, and the guide is reprinted in its entirety. The same
license restrictions apply to the translation as to the original guide. The translation may also include the name and
contact information for the translator.

The C source code presented in this document is hereby granted to the public domain, and is completely free of any
license restriction.

Educators are freely encouraged to recommend or supply copies of this guide to their students.

Unless otherwise mutually agreed by the parties in writing, the author offers the work as-is and makes no represen-
tations or warranties of any kind concerning the work, express, implied, statutory or otherwise, including, without
limitation, warranties of title, merchantability, fitness for a particular purpose, noninfringement, or the absence of
latent or other defects, accuracy, or the presence of absence of errors, whether or not discoverable.

Except to the extent required by applicable law, in no event will the author be liable to you on any legal theory for
any special, incidental, consequential, punitive or exemplary damages arising out of the use of the work, even if the
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A
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Hlo[EIMS M&SHH i o2, TAIGH] % = AFLICH A2 St &Mz ZASH| §is = ASL
{2 etofl L= HIO[E{ofl= o217t Y& LIt
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Figure 2.1: H|0|E| Z4&3}(Data Encapsulation).
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CHE HAREL HZlE Lo SIEQ0 = olnUl SIHE WAL, 7{'20] IPLF UDPSIEE SHARLICE. 12|10 TFTPEZ 20|

TFTPSIHE HAU L, ALY i|0|E1E ZHX|A ELIC.

ECjof dH=e AE3} HEQA 2 (Layered Network Model) 0i CH3HA] O|0F7|& 4= YU&LICE O HEYI ZHS HEQA
7189 Al(system) E HASHH CHE ZEO)| HIsHM S TS 7fI|J- UAELICL OIE S0 o222 SEH2E H[Oo|E7}
o8| M&E|=X|(ZZBE 4 (Serial), Thin Ethernet(8f2 S&70|5&2 M= 0O|C{dllel M), AUI(Attachment Unit Interface),
S5) ("%t = : 0§70 AZEl= 2™ S4l HAE2 o dxle %*EH‘J B%0| OFL|H MO|X| b&LICE Oof2{20] o] Ziof|
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T 2 JAELICEL T 0lReE NMZ0 e TEIWS0| 2WE X522 Me|siF7| HEYLch. X WESRIS stegoler &
TAY (topology)E A T2 JHOA| £ (HAE 3. & LRIt gL Y & i) ELIch
27| Ystx| ok OfX| MA| 22| AZES MAISHASLICE HIEXZ 2= AI-HE 2IsHM 0|HE 7|HsIMIK.

- SE(Application)

. BH

(A
(Presentation)
- AN|M(Session)

- M&(Transport)

- UIE®3A(Network)

- O|0|E] 3 (Data Link)

- E2|(Physical)
22| AZ2 SIEAYLCHEZEY, 0|HH §). S AIZ2 {2 20| a4et 4= =Bt A|CHSt 22| AIZ0l| M H LT AREXZL
AR 2 HEI9t #%g ot= 222 2|0 Ct
Atd O] ™2 2L LEHHO|0{ M HEZ SHCIH XtSKE FH| ALHMOIE 2 = AS AULICHL REALL F O LX|sh= AlE=t
D2 o[ &LC.

- 88 A& (Application Layer) (24, ftp 5.)

« SAE 7t M4 A5 (Host-to-Host Transport Layer) (TCP, UDP)

« QIE{4l A Z(Internet Layer) (IP2t 2t2&)
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ANDEHAS SHA| E|ofUELICE HintATE= CHM|E 255.255.255.043 ERLICL (0| S0 HiotAZTE M0 o229 IP7t
192.0.2.122HH HEY3 = 192.0.2.12 AND 255.255.255.00| 10 ZA1b= 192.0.2.0Q4LICt)

B0I5 0J212 elefilel Eatsiol BR0) uls) A RAE HOR ERfISLICk C B HERAE WA 25D 2%
AZYAL 0[0] Tt AZIEIIOL| B2 HE YSLICE O 4213 EPHEL| 2IhA BOILE 16, 247HO] HIE  ofLiat golo] HIES
o |‘*:'§ £ = U= SHo| HRMSLICH (0l S0 255.255.255.252 #2 UlOIAIE 30H|EQ| HEY3 F&21} 2H|EQ)
SAE(4He] SAE)S sl2tet Bavt AABLICE) (A0LAIE IRILE of2] JHol HIE 1 S0 SRt of2f el BIE oY
7|oistHL.)

J2{Lt 255192.0.0Z2 7| 2XES UllotAIz M A2 SHAUSUCE K HMZ AHS0| 27/0| 2240] R H|IEQIX| &7|7t
[=1

AN
JEUD FHMZ HF ZASLICE M MZ2 20| STHD FN SASLIC IP =2 F o tII:L( X &AM EE )2
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MO U EQIZ HIES #5 T2 M AYLICH olAl= O|Z&LICH 192.0.2.12/30

IPv6S fIsiA= OIEA & ARILICE 2001:db8::/32 = 2001:db8:5413:4028::9db9/64

AES HENI ZHM STAE O TAE H& AE(TCP and UDP)zt 22|l Q1L AIE (IP)O]
Ch CtZ 2Ete2 717| Tof ot 1 O #HEMNE Z&LCH

=) IPFA ZE TCP (stream sockets)2t UDP (datagram sockets)= 9
b Z LI 0|2 16H|E £XI0|H HAS 2let 2 FAZE2 AYULICH

22 2 4 ABLICH OIS B2 ZE
P R4S SHo| E20 FART M2SHD, EE WSS @ HS2tD M2HSHHIR. 0|22 1) SRS HIQLLICE OfHD LIZO| XS}
Aint 22T C2 HIRE H2Y 4 USKIE D2ABLICL

O42{:=20| O|H| Y =40t MBI AE K25tz ARE S 71K 2 ATHD SHFAICE StLte| IPFAZ OfEAH O F LS RS £ ASTNK?

Qo] MZ CIE MH[ASR MEZE LCIE "H X" ZIEHSE LiCh F¥| 222 st IANA ZE 223 £
O{20| FLA EX|E AHESHACHH /etc/serV|cesllk°'01IM = 3 AELICE HTTP (i.)E 80 TEE AE3t1, telnet2 23HE
L

SMTPL 255 11 729l DOOM* £ 666% (R 5 : S2 XS] ofutet i g Aioln], 6662 7IS oA ottte] 2712
efX YSLich EES ABHASLICE 102421 Ofehe] BEL £8) S3t 1O 50|, ALBSH| A HE 2K/ S0l
=QBhct,

EE H20| cHefAls OFES SIALIC

3.2 HOIE =M
20| WO, Yoz "YE2|"e "2 2 BH"Ql £ JHo| HIO|E &7} Qg ZlLICH

SHYLICE. a8t 3t 20| CHE ZEL | EELUC )

AR O|240] CsH =t Aot e w2 QIS LICE J2{L 652 B BABLIC of2{2e] AFEI= Fl0IA BlO|ESS of2i 20| M2tots
2} BICHE| = £ME AT UUS 4= USLIC OfF= O[22 %2

0|2 o2 201 &2{1 HOJSX| iRt AULITh

2% A2 AU HA2] ZE MES0| b34fE2 167! 2HI0|E =5 EHSIIX} o I b30| A0l 211 4f0] Fof 2= ALE
HIO|E 2 MZEsH= Zi0fl ChH| 2 S2UFMCH= AFMQILICE 0|42 o] &|7|= 3111, Wilford Brimley® 2t3 0|240i| CHatiAf “OHE 3] sHof
o grojat g ALCt 2 Z0| ol XE == 0] YAS Big-Endian(2IAC| )02t BHL|CH,

CHEFAAIZ M MA| o|2XXRof| 2017 Y& HFEE, J2{Li7t Q12 52 Q1Y S T2 HA HEHES HIO|EES it &A
XEELICE J2iM b34fz 4fFI0 b30| U= =X HIO|ESE MAELICE. 0|2 XEHE Little-Endian(2lE 2IC|)0l2t
giLich

R H

-

OFx| 801 t410] £3 HYBLICH S B0l 5 Cf A0 KoL HIQIC|of LIE SIS HH0|E 2A (Network Byte Order)2tnz
BILICE WIESIT0IA D217 1| HiO|ES H&sh| H2elLict.

o{2{29| HHEEE= XS SAE HIO|E #X(Host Byte Order)2 XMZEL|CE QI 80x860(2tH 1742 2|EMC|AILICE
DEE2} 68k2IH TAE HIO|E @A HAC|AALICE PowerPC2IH SAE HIOE AME.. Agof mat CHELICH
4IH 22| M0|i= x86-64 ZZMMS2 2|E QlCI0|0Y, 0|2 =3| M0|= ARMEZ MM} O EAE|E 52| ARMEH
gLt 2|S/HlACiet of ol 2tA| 2{o] Bt HIOIE LjolM= f2H MSBZH 2ol RCh= A= 7[sHof SLict. &
Ho| HEEE9 SAE HIO|E QO7} L|E3 HIO|E Qr{9} CHEL|CE)

o

2 UEHLI AZ RS MelE = B2 Z20 6222 ¢2{22| 2HI0|E = 4H[0|E ALS0| HEQII HIO|E =M 2 &H4l3|
SHOFZIL|CE. SIX|ZH MA| SAE HIO|E &=ME ZELHH OEH 0| AUS & 4= ASWK?

[CH O AE HIOIE M7t 5 SR 716k, RS HIERS HIO|E &M 2 MEBSH= 4ol 22AMR. 2
tCHH Opgol Hetabg s XMelsta, o229l == MZ CHE HI0|E Y& A4S 71 717 Mojof|M 2etdE 7+

O{2{20| Hete £ = Xtoll= T 7HK| SR 7L USLICE short(2HIO|E) 2t long(4HI0|E) IL|CE. loilM T3t He2|gt+EL2 B
Sle SRz MY 2 QBLI|CH SAE HIO|E M2 7|2 shortS HIES3 HIO|E &M 2 HEFstD ACHH, “host”9| "h"2
AIZFSED “t0"E 0| A M1 “network”2| “n"S X1 “short"2| "s"E HMOM|R. Ct £0|H htons()0| EL|Ct. (%".: & : Host to
Network Short)

3https://www.iana.org/assignments/port—numbers
4https://en.wikipedia.org/wiki/Doom_(1993_video_game)
5https://en.wikipedia.org/wiki/WiIford_BrimIey


https://www.iana.org/assignments/port-numbers
https://en.wikipedia.org/wiki/Doom_(1993_video_game)
https://en.wikipedia.org/wiki/Wilford_Brimley
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HY X2,
“n"mth vst e BE Fehg YoteiR £ £ USLICHL YR HiE 22 240t Hestn LUt ol £ stolh() 22{LI7t
“Short to Long Host"= §I&LICt CHAl O] 4 S0| USLICEH

htons()  host to network short
host to network long

) network to host short
network to host long

64H|E ZF0]| tish M= XM= & RELICE 2|1 2tof REAF0o|| tich A2 HSHUCHH ohE of2iof = 2Est BS HRSHMR.

B2 HOHX| 4= OlY O] EMO| RAS2 S AE HIO|E & A2t MASHA L.

3.3 structs

apEILy of 2| 7Ex

| tELICE Z2020of oA e K LT of HojlA= 221 QIE{H0| AT} AHESH= Chefet HIO|E HAlo
oS =& 20| 2 & t

HHE2 YHZ oj@SLIY

T2 A RE ARBIASLICE 220 AERIYLICE A2 HHX = Of2Hol ALY

07| M E O HSHTLIC Xob BH & H1 w2t .

T4 DEAE

Lol R #mj PEMH™—struct addrinfo. O] ZA= Lt &[22 YHFRLICE 0|22 0|2 S I3 47
A2 OIAIE EAIH Ofsh7t

ZH[3t7| 2ol AFZELICE. ESH SAE 0| RI|LE MH|A O|F 7| ol AFBE LT LS| &H|
SRR XZ2 HES UE O U XZ SESHE US 5 Sttt LoLEM Q.

struct addrinfo {

int ai_flags; // AI_PASSIVE, A_.CANONNAME S.
int ai_family; // AF_INET, AF_INET6, AF_UNSPEC
int ai_socktype; // SOCK_STREAM, SOCK_DGRAM
int ai_protocol; // "O|X|™"E fIsiA 02 MMR

size_t ai_addrlen; // ai_addro| HIO|E £tQ| 37|

struct sockaddr *ai_addr;  // sockaddr_in EE= _in6 &K
char *ai_canonname; // Mot HH%tEl SAEO|S

struct addrinfo *ai_next;  // linked list, next node

L

of TEA0l LH2E X3 MUY 0l getaddrinfo() & SE HRULICL 0] BAE Of2iZolA BR BE USR T, O
xxje] YA 2IASS v HeiLIC

ai_familyZEO|A IPvALF IPV6S 2 4 LT 2O10|S ATIGICHH AF_UNSPEC O & 4 YALICH 0|2 ofzf2o] 27}
IPHZIO REHX TS B F2 7lSULIct

23c g|AEQ]

1o

ojxol & 012 7|2f8LM|R: ai_nexts LIS QAZ J12|ZILICt 2{80| 12 £ QU= o] Jio| 237t Sote 4 QI
|O 4L | HEP& 2 5 A= W 7S MASULCE J2{Lt 6222 CHE HIZLA QFAIY0| JASXE RELICE M & 5

= YL}

£Q

struct addrinfo?t2| ai_addrO| struct sockaddr Of| Ci$t ZQIE{QIS HA & JELICE 67| MEE IP T4 XN LHEE ATHE
ol XX 21 X| 7] AlZtSH= RRILICE

G222 THHZ o] PEMSH M7| zPs & 2ol 2 AYLICL.  CiHZ o2=E2 struct addrinfo2 *<L7| LIHA
getaddrinfo()& = &3tz 20| G42{:20] oo} T Uo| HRAL|CE. T2{Lt 1 toflAf 22 THUR7| 2shAl= O etg SofTietofat
SIEZ O|H|RE HESIAELIC.

[l
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(struct addrinfo7t WHE|7| Fo| ZEME BE HEE 202 xHIH0{of HELICE X HZ opdoll= Hets| O g st
IPvATZEE B0l 24 4= AFLICE O] etiM el Q2 HH

R struct= IPv4E0|1, OffH 22 IPvEE0|H OfH 22 &% ZE0| 2ttt /7t RARUKX| = ZHOJEHELICY.

OE struct sockaddr2 0j2] ZFS

S o
2712 9|

rot
k>
o}

struct sockaddr {
unsigned short sa_family; // &2 AE, AF_xxx
char sa_data[14]; // 14 HIO|EQ| Z2EZ FA&
%

sa_family= & 7HX| A & StLvF & 5= A=, R2(7F 0] 2AM0i|M St= 2S Lof tisiAl= AF_INET (IPv4) O|Lt AF_INET6
(IPv6)7t & HYLICE sa_datai= 2ZS 2ot SHX| FAf ZE HS It HA AFLICE 0|H0l FLAE ZIF HojE= L2 XIRst2
SHgC

it

)
=

c

(9]

Q
w

o]

(]

P
Q

Q
=3
1o
0x
%
Of
N
d
St
x
|H
Hu
|
&=
=
fuin
rlo
T
<

N
U
R
rot
oF
ny
ik}
ro
4
=

2l struct sockaddr_in (“Internet”2| “in")2

BFSASLICE
A O]
T A

of it

[

riok
g

J2|1 0|Z0| 23t BEYLICE struct sockaddr_indf| CiEt ZRIE|= struct sockaddrof| CHEh ZOIE{ 2
HiCHE JHsEILICE J2HA connect()7t struct sockaddr*& §5IE2HE struct sockaddr_ing ASE = U1
St == AL|cH

S
o

oo

18

o2t

/I (IPv4 only--see struct sockaddr_in6 for IPv6)

struct sockaddr_in {
shortint sin_family; // &4 A€, AF_INET
unsigned short int sin_port; // ZE #HS
structin_addr sin_addr; // QIE{ul =4
unsigned char  sin_zero[8]; // sockaddr 2Z&AH|2t 22 37|

h

B
un
o

>
b
9'1
rir

o

0] =M= A%l =A0| Q@ A AS 24| 8 FLICt sin_zero (struct sockaddrzt ZI0|S St37| Q{sHA HCHE
Z)2 memset()2 0|28HM 022 HHEE|0{0} &2 7|ASIMR. 3t sin_family2 struct sockaddre| sa_familyoll CHSE|H
"AF_INET"CE HME|0{0F &S 7|StMIR. DIX[USR sin_port2 BIEA| HEQ|3 HIOIE &AM Z J|S3{0f &g 7|HstMIR.(
htons()& MofetCh= 20| IL|C.)

O A4A T S0{7HEAICE. structin_addroil= sin_addrE2 =7t QELICE XZ0| FHUNR? X|LIA[A| 2tEe HaE= iX|TH A2
X2 JAAH 71 2ML SEH| (YKt F : siLte| tlzZe| 22 ME CH2 HIo[HEMIME 1 £ 4 A 8l F= CAo2| 7]5)
Z StLtiLict.

/] (IPv4 HE&--IPv6E 2IoHAl= in6_addr K|S E=otM|R)
[ RUE{EN A (HAMERI O| R 2 EXHSH= T2
struct in_addr {

uint32_t s_addr; // 32H|E H4= (4 HIO|E)
%

o AMM 0

A2 SEH AFLICE 2Lt O|F| 3 A[E2 X|tELICh &El LT, 32{L|7t 2tk 0f2{&20| struct sockaddr_in
A

AI2B0] struct in_addroil CHolA] O3] HEGl= SBME A= o222 M7t 2I0lM ot 2 SUSH LAOZ 4HIO|E

PEAS AZE 4 YSLICH(ORE #define S22lLch)

IPvEO| CHEHAM = QAFSH struct?t A&LICE:

/] (IPv6 HE2--IPv4E 2|eiAl= sockaddr_in A2} in_addr ZH|S &=stM|R)

struct sockaddr_in6 {
u_int16_t  sin6_family; // &2 A&, AF_INET6
u_int16_t  sin6_port; // ZE HS HESRI HIOIE &=A
u_int32_t  sin6_flowinfo; // IPv6 S& E&
struct in6_addr sin6_addr; //IPv6 =4
u_int32_t  sin6_scope_id; // 2F I 0f0|C|

L
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struct in6_addr {
unsigned char s6_addr[16]; //IPv6 &4
%

IPv48 LZH|7} 1Z50| IPv6 XM E IPv6FT AL ZEHSE Il 240 TE2SIMIR.
X|Z22 IPv62| SE ™MEL} Scope ID ZE0| 2ot L2 CHEX| 942 ZHQULICE 0|22 £EXLE ChiA0|7| IiERLICY. :-)

OHX|2to 2 ZR%t 242, 67|0fl IPv4SH IPv6S| & RZEHIZ H7|ofl 23| IA| MAIE struct sockaddr_storageh= EE tLIQ|
Chedt EM|7F UCHs AFMULICE THIHE O Bt S0 CH3HA o222 O &7t o{2{29| struct sockaddrE IPv4AFAR
KHE2X| OfLIH IPVEFTAE KEX| & & Q= 227t JAELICH JEE o 88 $ZNE d7IH EUCL o|R2 & O Alt= M2
H|2lstH struct sockaddrit OFF H|Z6HH, 02122 0|25 0{2{20| flst= YA o= HHet o 4 QIELICH
struct sockaddr_storage {

sa_family_t ss_family; // &£ A

/[ 0|1AEE 25 IHF 0|10 750l SFXQI LHEQJLICE FAISHM K.
char  _ss_pad1[_SS_PAD1SIZE];

int64_t __ss_align;

char  _ss_pad2[_SS_PAD2SIZE];

}3

2% A2 20| ss_family HEOAN FA AHES & £ JChe AMMQYLICE  1OZI0| AF_INETEE AF_INET6QIX|
SOISINR(IPvAEE IPVBRIX| 0Isty| 2I8HA). I & ERDICHH struct sockaddr_in = struct sockaddr_in622
HHeke 4 JAS AALICE

3.4 IP3EA OIE2

G 20Al= CREAAE, IP FAE OHE 4= A SiFE B2 7t ABLICL 222 2Y ZFE 0L longll <<HMAIZ
US MALS 2L YUELICH (AR F: <<2 HIE F7|7| FLXI0|H 2 H22| FHol| 22 2tS Ho{daxt & o =5| AFZELICE)

M o2{&20| struct sockaddr_in inag ZtX|1 QUACtD FAICL  J2|0 MESID A2 Tl F2&, "10.12110.57"2f
“2001:db8:63b3:1::3490" 7t UACHD BHAICL. Of2{20| AHB3{OF Ste Bf4+= inet_pton() YILICE 0|2 =Xtet © HI|HOE
X3l IPFAE 0f2{20| AF_INETEE AF_INET6 £ X|™st= 20f| M2t struct in_addriEE struct in6_addre= HetgL|Ct
("pton"= “presentation to network”(Fxt F= : EH0M HERIR)S A0{0|H &AH |Gt HCHH “printable to
network”2t1 o= ElL|C}.) H2H2 of2iet 2H0| O|Ro{FL|Ck:

struct sockaddr_in sa; // IPv4

struct sockaddr_in6 sa6; // IPv6

inet_pton(AF_INET, "10.12.110.57", &(sa.sin_addr)); // IPv4
inet_pton(AF_INET6, "2001:db8:63b3:1::3490", &(sab.sin6_addr)); // IPv6

(B2 E: 0| ¢S 3h= o™ Y42 inet_addr()0|Lt inet_aton() &5 AFERELICE 0| WS 2 O[X| 7&0| 1 IPvet= SEISHK|

22| BE of|H|i= ICHK| A0BEX| 20 2F &elo] gi7| EYLICE inet_pton() 2 LF 7+ L4SHH -1
02 SEELICE J2{L| 2= S AE3t7| Tol| =720l 020t 2X| &QISHHR.

ﬂIIO

SaFn Tt oo

Z&LICL OlN o2 IPFA 2XF 29| O|Fl EFHOE HFE 4 YSLICL HHEE oA steX| 233HU7tR? struct
in_addrtZ=H|E 7kX| 10 QU1 29| Xiet & B[ e 26t |SHICHH o= A| s{oFetR? (S£& struct in6_addrE 16%14-2t
EE HU|HOZ EHIICIH o2 sflofetnta?) o] AL o222 inet_ntop() & AFEdH0f BILICE. (“ntop”= “network to pre-
sentation"S 2|0|stH £/ 7|2{st2{™ “network to printable”0|2t 22 M T ElL|C}.) o|H|= ofziet Z&L|ct

/1 IPv4:

ng
o
]

char ip4[INET_ADDRSTRLEN]; // IPv4 EXtEE Hots 37t
struct sockaddr_in sa;  // O[30l RHQITt EHARQICHT Z7-RILICt

inet_ntop(AF_INET, &(sa.sin_addr), ip4, INET_ADDRSTRLEN);

printf("The IPv4 address is: %s\n", ip4);
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/I 1PV6:

char ip6[INET6_ADDRSTRLEN]; // IPv6 2XtE 2 Eot= 37t
struct sockaddr_in6 sa6; // 0|20 21T} EARJUCD 7P BIL|CH

inet_ntop(AF_INET6, &(sab.sin6_addr), ip6, INET6_ADDRSTRLEN);

printf("The address is: %s\n", ip6);

0| &5 =E512H T4 ER(IPv4 = IPv6) 2t 34, ZIHE BE EXIE0l| st ZoIE, 1 EXE9| 2| 20|S gAHF ok Lch.
(% 712l o= 2! INET_ADDRSTRLEN=Z INET6_ADDRSTRLENO| HM2|SHAH| = 7Hak 71 IPvAEE = IPVBEXIE S HOLE 2X1E 9|

IIJ

=
o
1o
eld
rir
t0
&=
rn
0%
1=
=2
i}
rot
o
i
=l
o
N
=l
e
for
L}
e
o
St
rr
12
>
T

ol gh4= inet_ntoa()QILICt. OFIIX|Z F14]0|1

P 2 I&LIct o] BtE2 “www.example.com"Z2 SAEO|Z0 Chst
. I EAS QoM CHEoll 2 A getaddrinfo()2 MOFEILICE

!
B>

2
2
>
ol

o

4>
;0

U2 XE0|ESE SEOZ HEYIE AR 2 EH &7|= Wt 71X 1 QUELICE J2|1 23| o] W3t E2 Network Address
TranslationEE= NATO|2H= HXIE SollA "LHE" IP FAE (M|AFe| CHE AIE0| Oh=)"2| 8" IPFAE HetpiL|Ct

i 2IFEILER? "0 O[3t HER B S2fis M20|E7"24T SHAIS S BILICY,
ZHoln PUBOILIH YB0| YE)SRAE FHISHIR. NATS Oi212S FIohH Sopil H2lsD2 (% 5 : & Bavt g,
il [=]]

HO|X| §A|) ZEXH= NATO CHoliA MFE HRE ELICE J2iLt M= 62{=20] B WEXI A2 Qldl A2 20| gl
Yot Fof HEX A0 the A 0|0k |5t HAELICH

A
=
A

O£ S0 M Zoll= LatHo| AELITE XMoi|AHl= CIXIE 7HIKE 2|4 (DSL) ZIAZHAol| A HiEsH & & 702 FA IPv4AF A7t AELICH
T2 ® HEHAR0 A= FFREI= LS O YLICH 0|20 ofEH| 755t R? F 72| ARE7 €2 ofo|I|E £ = ]IGLICH

%A =™ C0|E{7} O{C| 2 7HOFEtX| & = | ELIC.

B2 O|HELICt HFEIS2 of0|I| FAE SRIMX| ELICE OARS2 2H4HHRIH2| Of0|I| FATH SHEHE A HIERF0]| &9
UAFLICE RS TA7L M-S ISt AYLICh 2|25 MojAl= 2-FELICH 22| o|FELIT

H7F {A AFRE0 2315HH, T2 K71 192.0.2.330| M 22QIFUCH D HSHFLICH 1 3 IE{Sl MH|A RISKEZH K Oof|A|
= 12 10.0 Ol

Z 38 oto|m| FAULTt. 2Lt ®M7F 2 HFREOA Mol FAE 02 A2 1 HEFRLICE £7t IPFAE
HASF= ALNR? JYELICE HIZ UIMHLICH 20| NATS At ALICt

10.x.x.xE 2| Rt XAHEHEl LIEQS = Yot Flo| HEHAO| MESIE=E
OftH AHE HIEY3 £t AFR 7H5SHXIE RFC 1918°0 RIAIE|] U&LICE T2 f
192.168.x.xLICE. xOll= EE 00llA 255At0[9] =7} SO{YLICE & E LoEel
31M0|f =7t FLC.

3 Y & sttLCt
| ZE2 10.x.x.x E=
X Xx7H QELICE yolE 162E

NATSES +dots 2ot Flof A= (HERZ)0| o AHE HIEQIR & StLt {0kt 3= A2 ObglLICh 12iLt HE O

(MOIA= AHED H| 2|5 otom| 471 MXHIZ 192.0.2.33¢2! 242 OFELIT. 192.0.2.x HERII= SMof| "ZIWt ofo|m| A7}
MFACE LA SE7| LI8HA ofl2fE CHAILICE. HEZ O QHLHAOf Al Zd X2 ZHRL|CH 22t0t0toH)

IPv6T O Q2= AMMEIES 7IX|1 JAFLICL RS2 fdXXQE AFFLICE  (0)2Hols foXX:2E AR X
QUBLICE) RFC 41937 2ol W2XtH J™ALCE  J2{LF NATZ IPv62 UHHMO=Z 200] MO|X| S&LICE  (IPv6 to
IPv4 A|O|E0|(gateway) &2 22 BHEX| Sb=CHH ZULICE 12|10 22 0] 2M2| HeIS Ho{YL|Lt) OFE OIBHCZE=
O{M G0l NATS & 27t glg AYLict. 2= o{2{20| 2Rt 5K gt= F48

GE{R0AIE HRLE B2 F2A7F U
st HCHH, 910 M2 e & 4 Arh= 20| AL ct

Shttps://tools.ietf.org/html/rfc1918
7https://tools.ietf.org/html/rfc4193


https://tools.ietf.org/html/rfc1918
https://tools.ietf.org/html/rfc4193

Chapter 4

IPv40j|A IPV6 L2 HIs}7|

"OFRE M IPvEOllN SEBI2H M| 2=2| 0fC|E HHHOF Sh=X| AT o0 2! g FAL!"
Eora! E&UCH

07| M2 LiE2 LHRE2 M7t ?lolM CHE LI S0IX|2t 0| A2 EHaH §
LHEO| AZUKIT, O] LAl A= LHE2 oI F=LICL)

rr

TS Ple B2 HEYUL (22 OIRECHH B2

1. @M struct sockaddr HEE HO{LE7| I8l A $=ZHed T Al getaddrinfo() Bi4=2 AFRSHMIR. O|ZH| 51 62|22 IPHFO||
AMZAMI| o2 £ U1, FI2E U 4 FAS & U7t ¢l of FLct.

2. |P 0| A El AS StERYSH= S KOt WOttt A S42 ZMTF= HEIE HFEMIL.

. AF_INETE AF_INET6E HHAM|R.

A W

. PF_INETE PF_INET6Z HIA|R.

5. INADDR_ANY CHR!S in6addr_anyCHI S Z HHREAM|R. 0| Xt0|7} QU&L|CE:

struct sockaddr_in sa;
struct sockaddr_in6 sa6;

sa.sin_addr.s_addr = INADDR_ANY; // use my IPv4 address
sab.sin6_addr = in6addr_any; // use my IPv6 address

3t struct in6_addre 4212 1 INGADDR_ANY_INITS £7|ZtO2 AI8% 4 U&LICE. Of2Het Zo| BHLic.
struct in6_addr ia6 = INGADDR_ANY_INIT;
6. struct sockaddr_in CHAI0] struct sockaddr_in62 AF235HA| 2, Hest HEO| "6"S HES| H=20|MK. (?19] structsS
A T8HMIR) sin6_zeroZ E= Qi&LICH
7. structin_addr CHAIOf| struct in6_addrE AHEsHA| D, Zest HE| "6"S MES| AZ0|M|KR. (212 structsE E15HMR)
8. inet_aton()O|L} inet_addr() CHAIO]| inet_pton()2 AH2SHAMIR.
9. inet_ntoa() CHA0i| inet_ntop ()2 AFESIAIR.
10. gethostbyname()Ci2l0l|l & F 0t getaddrinfo()E AHESHMILR.

1. gethostbyaddr() CH&IO| Cf Foft getnameinfo()E A&3HMIR.  (gethostbyaddr()7t IPv6E fISHA = 4T
AEst7| = L.

12. INADDR_BROADCAST= O 0|2t Z&E3IX| 4&LICE CHA IPve HEITHAES AIEBIMIR.
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o oM 22l PIS Xiiste CHE BH4I(BSD, AL, 2/, o, 0f2120| 717 ChE F))oflA HIESS
7150l 2 4 2 o F= NAH SB(System call)(2f CHE 2fo|i2{2] 53 (Library Call))ofl CHolA] CHE HeILIC of1 4
5 SiLIZ SHOH 70| YLD ORI S 9l 2E US XS OR hZo0| HRghLct,

CHE-E2Q| AFRIS0| of2ifshs F2 0] B52 o &MZ ZEM0F h=7t YTt 00| HOIEMAXIT 2 Roz=
manH|0|X|:= OtF ZR2= RELICE 1 BN 423 o Z57| 2o AAHESS Y|(Th2) o2=el ZZI0i|M ZES|o}
S

St A JCHZ of2hof| 0|ofX|= B E0l| ARSI,

3

J2{L o710 A= RE OIF| 2=k 2, AHOINE2 ZIH FHISHMOF BILICH) 2|10 53t oi@at 87|12 AL o222
QUE{LIS| MAOM & ZA™O| OFSX Y HIOIEE LIS 4= AUA| 2 AYLICH(HAL = : John Postel2 QIE{LlI2] £7|0f 2 7|04 E ¢

HFE TR 5 o HYLIct)

(ofzhel oil®| RES2 i Xl oIEE ZiEfets &I flsiM MEIASS 7Istde. 22|21 oM 2ES2 A
getaddrinfo()o| Z£0| 433t HEZ|AEZ HEs ANES SHECID JFFYLICE 0] d22 ST 43y T2O0|ME
HIcHZ XM2|=|of Ao, XSS XH2Z oM.

5.1 getaddrinfo()—ZA} =H|!

s
(i3
C
o
I
o
El
N

e

i

AL SHELL : of|™oll= DNS AME 2IsiA gethostbyname()2 =ZdH0 LEAOZ struct

sockaddr_in0il B 0|2 ZE0|| A AHESHOF ELICH.

AT o o|M2 O oIt iELICE (K2{20] IPv4Lt IPveEtd EE0|N SZsH= IEE MUAICHH J2fM T QF ElL|CH)
2ME getaddrinfo()0|2k= Z0| UA0{A| DNS 2t AH|A O|F AM, structltH& MeUD7| S E&6liN o2{20| HRE ot ZE

S 3l FLICH
OfH| #T{ZAICH

#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>

int getaddrinfo(const char *node, // e.g. "www.example.com" EE—L |P
const char *service, // e.g. "http" EE= T E £XI1E "otof] ZEMpA H=Ct,
const struct addrinfo *hints,
struct addrinfo **res);

O] g0fl= 37H2| Y o758 YAFLICH T38| Zap HE2|AEQ]

H
re
m
ro
I
w
i
lin
v
ne
o>
r
il

nodeti7iH£= HESl2 = SAE 0|S0[LE IPFARLICE

CHS Oi7HH2= service QLI 0|2 80" L2 EE ML “hitp” “ftp” “telnet” = "smtp"22 EXEE MH|A 0|20| & £
QUALICE (IANA ZE 22T =2 of2{20| R4A K|S £0HH Jetc/servicesOM 2 2= &LICH

1https://www.ianaorg/assignments/port—numbers
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OX|2tO 2 hintsOf7HtH4= 02|20 2=l ME 2 0|0] MYY'EL struct addrinfo £ 7t2|2IL|C}.

of7]0| 2{20| SAE |PFAS EE
2 X

34908 =1t g mio g4 =E ofF|7F AELICE 0]240] E7| ZHYOILL HERS HFE
SHAE 52 7I1stMQ. 0|22 L

=
Sl Afgaa TZHSE 2 EYLICE

int status;
struct addrinfo hints;
struct addrinfo *servinfo; // 2112 722 Z{IL|ct

memset(&hints, 0, sizeof hints); // K|S 25| HIIFM2
hints.ai_family = AF_UNSPEC; //IPv4 O|Z IPv6 O|E &f2tgiCt
hints.ai_socktype = SOCK_STREAM; // TCP AE&| A7l
hints.ai_flags = AI_PASSIVE; // Ul &AE d&L|CH

if ((status = getaddrinfo(NULL, "3490", &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo error: %s\n", gai_strerror(status));
exit(1);

/] servinfo= O|X| 17H &2 1 0|A9| addrinfo F&A|0f| CHet HAZ|AEE Jt2|ZiL|Ct
/] ... servinfoZt 0| & HRQIS W7tX| ZE Zlg efLCt...
freeaddrinfo(servinfo); // HZ2|AEE 6l

ai_familyS AF_UNSPEC2 =2 4T3l A IPvAE IPVEOIE MBMX| B4FE LEHH 20|l FZ5tMQ. 2o St stLIE JBithH
AF_INETO|L} AF_INET62 £ &= J&LICE

AI_PASSIVEE & == Q&LICL 0|R2 getaddrinfo()OllA| 22 EH|0f| LY 22 SAES| FAE gefeigtatn YiFL|C 0|H2
ofefo] =BT WRE S04 |0 FALICE (ORI 2I0IA NULLS 9 getaddrinfo()o] A ¢ oo SHet 542

92 4 UALIT)

Ol g8 SEYLICL. 2F 7t QUCHH(getaddrinfo()0l 00| OF:l 2f2 S2ECHH) EAICHA|T| O @I E gai_strerror() &
EoliA =25t 4 QLT otef I E 10| M2 SESICHH servinfos 22|17t LESO]| £ 4= Q= struct sockaddrLt H|=8t 2
712 struct addrinfol| HZH2|AEE Jt2|Z2 HYLICt Z2ALSHA|R!

OtX|2te 2 getaddrinfo()7t 23IEH 2|07 23l = HZ2AEES Ot XLt 22|= freeaddrinfo()2 = &M 122 €
SRS 4= ASLICE (A& HEEA| SHOFRtLICY)

0470l of2{20| EXTt T4, O£ S0 “www.example.net”2| 3490ZE0| E&3t0Xt 5= S2I0|HEY AR ZZ Of[X|7}
USLICE  CRA] REE EIJ(I O|C2= MH HZO| O|FOX|X| Y&LICL 2L} O|R2 2|7t LIS M8 RENE

AFHELIC

int status;
struct addrinfo hints;
struct addrinfo *servinfo; // Z1t=22 7f2|7|A| gL/t

memset(&hints, 0, sizeof hints); // Et=A| H||S|OF BiL|C}
hints.ai_family = AF_UNSPEC; // IPv4L} IPv62 AMAMX| of
hints.ai_socktype = SOCK_STREAM; // TCP AEZ! A7l

ajo

[/ AE ZH|

status = getaddrinfo("www.example.net", "3490", &hints, &servinfo);

// servinfo= O|H| 17§ 2 1 0|Ak9| addrinfo LZEAX|0] LS HAZ|AEE Jt2|ZIL|Ct

servinfoe HEE It HFEAE2D HE FUSHCL O FEE 27| fist A2 A Z2OME ZYsiZAICH

BE SR F4
ol e ZRIY? 2 of2120| BYB| X SAEC| PFASS SHBLIC,

2https://beej.us./guic:je/bgnet/examples/showip.c
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1 [*
2 **showip.c -- BEEOM FO{X SAEQ| FASS EHYL|CH
3 ¥

s #include <stdio.h>

s #include <string.h>

7 #include <sys/types.h>
s #include <sys/socket.h>
s #include <netdb.h>

o #include <arpa/inet.h>

n  #include <netinet/in.h>

13 int main(int argc, char *argv([])

14 {
15 struct addrinfo hints, *res, *p;
16 int status;

% char ipstr[INET6_ADDRSTRLEN];

19 if (argc !=2) {

20 fprintf(stderr,"usage: showip hostname\n");
2 return 1;

2 }

23

2 memset(&hints, O, sizeof hints);

2 hints.ai_family = AF_UNSPEC; // & K|St ™ AF_INETEE= AF_INETES ALE
2 hints.ai_socktype = SOCK_STREAM;

28 if ((status = getaddrinfo(argv[1], NULL, &hints, &res)) != 0) {

29 fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(status));
30 return 2;
a }

33 printf("IP addresses for %s:\n\n", argv[1]);

35 for(p = res;p != NULL; p = p->ai_next) {

36 void *addr;

a7 char *ipver;

38

39 /] 352 REM|of| TSt ZOIEE HhHELICE

40 // |PV4Q|' |PV6% %Ejl' El’El—ll:I'.

7 if (p->ai_family == AF_INET) {// IPv4

a2 struct sockaddr_in *ipv4 = (struct sockaddr_in *)p->ai_addr;
43 addr = &(ipv4->sin_addr);

aa ipver = "IPv4";

45 }else {// IPv6

46 struct sockaddr_in6 *ipv6 = (struct sockaddr_in6 *)p->ai_addr;
a7 addr = &(ipv6->sin6_addr);

18 ipver = "IPv6";

@ }

50

st /[ IPFAE EXtEE Hetotn gLt

52 inet_ntop(p->ai_family, addr, ipstr, sizeof ipstr);
53 printf(" %s: %s\n", ipver, ipstr);

« )

55

s freeaddrinfo(res); // 12 S52 si{xlgfL|Ct

57

58 return O;
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}

HAICHAT] 0] BEE= Of2{20]

Y 20| 2O|E getaddrinfo()2 T=YLICL. 12|10 resoll HAFE| ZQIEE
HAELICEL J2iM R2l= 0| 222

(M M =0l= IP tHHo w2t CHE ZF/Q struct sockaddra X{2[sHoF BiCh= FHoilM 8t £&20| AELICE 3 FHoil CHaiA
AMEZLCE 22iLE O L2 Yol UA=Xl= E ZERELIC)

A of[F! ZEIF AT 2ILES FORILICE

$ showip www.example.net
IP addresses for www.example.net:

IPv4:192.0.2.88

$ showip ipv6.example.com
IP addresses for ipv6.example.com:

IPv4:192.0.2.101
IPv6: 2001:db8:8c00:22::171

O[| X242 CHE 4 2UOL], getaddrinfo()0ll P ZAE CHE 47 Sha0] 7|2 2o oRE HEY T HAS MY 4 AULS
8l ZAICH A% 2lojsu|R!
5.2 socket()—II MAHXIE HojxH

o 0|4 O|E =7t glS X BLICh O|X| socket() AIAE S0i| CHs{Af OJOF7[sHOF BILICE 7HQ:= O|H&LICE.

#include <sys/types.h>
#include <sys/socket.h>

int socket(int domain, int type, int protocol);

_'E1|—F 0] Ql=S0| RARIX| 25 HRULICH O|HS2 offd ZFQ 228 Ydt=X| He & U 8 FLICL(IPv4 £= IPv6, 2EE

2 tfjo|E{ 13, TCP 2 UDP

N

AR O 22 EF™ HMofof My, X2k J™A| & & UYELICE  (domain® PF_INETO|Lt PF_INET60|X, type
SOCK_STREAMES SOCK_DGRAM 0|04, protocol2 Z=01Z! typeoi| HEst ZHS X502 MeEHsH| Si2{H 02 HHZALE
“tcp”Lt “udp” & Yot TEREZEC| S 27| 2ol getprotobyname() 2 & = Y&LICE)

(0] PF_INET2 sin_familyZ =0l 20 = AF_INETRE RAKSE ZQILICE 0|2 OlsHst2{™ %2 o[oF7|7t WegtL|ct ofF |
cltofl= O StLte| F=4 7S (Address Family) (“AF_INET"2tof| S0{Ql= “AF")7t 0l2] 79| ZZEE A|E (Protocol Fam-
ily)("PF_INET"2| “PF"))& X|g Zi0[2t1 M2IstE A|RO| JJUSLICE T2t 33 U2 YojLEX| at&LCh d2|n 2%
et el e B AQUTHD BLICE 0] 0|07 | LT JafA & o = 7HE "Metet A2 struct sockaddr_inOllA| AF_INETS
M7 socket()OllM PF_INETS Ar238t= ZIL|Ct.

|5 S2ELICE of2{20| LE 5t14 2 Y2 getaddrinfo()S =& 212 S0t2= 22 OF2liet Z0] socket()oll ZIH

struct addrinfo hints, *res;

11 £t Al
[/ ["hints"?ZH|i= 0[0] M2 A= J7PEeiL|ct]
getaddrinfo("www.example.com", "http", &hints, &res);

/[ CHAl ZSEXIH 22 (0] QhLHA{ S| Of|MIS0] SF50]) A #mj Zd0] Lt
/| 7F&8H= Al getaddrinfo()Ofl CHEHA 2F 201 st

[ "res"@AE B|AEE &3|6Hj0f LTt

/[ client/server®2| ZiNt OS2 &HISHM 2.

s = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
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socket()% s f71| 0|29 AlARl SEUM & = A 22 HYXE SHFLICEL 2RI ALH -18 SHELICL Y HEQ
7ol gt

ermo7t 2 2 MHEILICH (XPMIE FEE ermo ©f HIO|XIS A TSHAIL.)
FSLICh 2248 ofF| o] MI; ofCioll & 4 USTNR? HES Ofx| R ACHs HYULICH ARIZ 47| shMs HIMS O 212
01Z0| EXI817 37| SI8H AlAH 552 O sHof gLICk

5.3 bind()—Lt= o' ZE0| lLIR?

Z1S8 7kX|H o2 29| FX|2| ZEO| HSstn 4/ ARALICH (0] 22 BE 0f2{20] listen() L2 EF XEO||M S0H= ¢
If(hsten) st | O|RO{EILICEH —LCIE AMEXH HEYA AHIYSLS “192.168.5.10°) 3490£EO+| ALt e of
fLICE) (XL 2= : 90HCH~20001E0H X£2| HE|Z2{0|0] AIJS0| HLAl0 0|2 27E 3| HOFSLICE) ZE H

| EH Z2M|A9 A2l MAHXE S0{2& T3t H2HT| s ASRILICH Thet 0421 0| connect()2t & Mztolzat
bind()= EZQuL|ct. J2{Lt XO|E /s Hoi=ZAICH

ot © Y
re rr r mo

(_

0|240] bind() AlAH Z2| QLT

#include <sys/types.h>
#include <sys/socket.h>

int bind(int sockfd, struct sockaddr *my_addr, int addrlen);

sockfd2 socket()0| E2{Z= A7l

oY MHXIRILICE my_addr O2{22] T4, YotRHH LEQ} IPFAE 71 struct sockaddr
of| CHt ZQIE{RILIC}. addrlen 1 =AQ| HIO|E £he| ZIo|L|Ct.

1

ool sk

Ooll Bk Hoj| Bro| BiRIELICH T2 170| MAlE|= SAEQ| 34908 X EO| AZUS HIQIESH= oM E SAICH
struct addrinfo hints, *res;

int sockfd;
/| HX getaddrinfo()22 #&KM|0| EE S2ZLIC

memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // IPv4L} IPv6 & OFF Zi0|L} &L|Ch
hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = AI_PASSIVE; //IP= Lt2| Of0|I|Z xHZL|Ct

getaddrinfo(NULL, "3490", &hints, &res);

I] A28 BHECY,

=

1o

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
/I getaddrinfo()oll 4 ZE0f| Hiel=gfL|Ct.

bind(sockfd, res->ai_addr, res->ai_addrlen);

=}

AI_PASSIVEZ2 12 WA T2 I2of|H| ABZS0l SAEQ| |Poj| HIQIE |2t YHASLICH EFSH 22 IPZA0 HiRlSstDAICHH
AI_PASSIVES H{2| 11 getaddrinfo()] & #uj Q142 |PZAS HONQ.

bind()= 2F7t YMStH 18 E2{F T erro2 272 ZIO=2 MNTILICL

a2 QefEl A=E0] bind()8 =&SH7| Mol struct sockaddr_ing =™ M{EELICEL 0|H2 EHY| IPv4 ME0|X|oH 22
UL IPveO| CHSHM = 2 & 0|R= QELICE THA| getaddrinfo()& M= To| YHMOZ O ¢l&LICt ORE ofF 2EE= o)A
HEAIQIL|CE.

/M O|Zi2 of ™ EhAllL|ct

int sockfd;

struct sockaddr_in my_addr;

sockfd = socket(PF_INET, SOCK_STREAM, 0);
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my_addr.sin_family = AF_INET;

my_addr.sin_port = htons(MYPORT); // short, HIE{= HIO|E A
my_addr.sin_addr.s_addr = inet_addr("10.12.110.57");
memset(my_addr.sin_zero, '\Q', sizeof my_addr.sin_zero);

bind(sockfd, (struct sockaddr *)&my_addr, sizeof my_addr);

2ol REOM o2{2el 2Z IP FA00| HIRIESHD HAUCHH(RIS| AI_PASSIVEXMZ) s_addrZ =0l INADDR_ANYS Ciglet
2 QUSLICE  IPveH{F2| INADDR_ANYS2 O{2{£9| struct sockaddr_in62| sin6_addrZ=0f CHRlsHO} Sh= THH0l
in6addr_any2IL|C}. (8= X£7|5k40] £ = U= INGBADDR_ANY_INITO|2}= i3 2= QUELICE)

| "°I°H0F 2 ZE Hos U2 A2 MX| 0HMR. 10248 Of2fe] ZE XE= 0f2FE[0 UBLICHAH I}
(0] 270 UX| @4CHH) 655357HK| OFF ZH0[Lt & == AFLICE

SR 4 0| DT AHIS Tl ARot2{ 512 bind()7}
HZE|E A7 5 U7} {38 HLoIA 7150/ D EE
MEE J[C2IPAL ofei2e] ZROM0| ZES MAIRY 4 UZS

B
i
N

ol0| AZS LTt "2t & w7t ASLICE a2
oottt of2fZ2 J210] FE wtk] 12

S AELICE

3
= =
o s
ot or
nr =g
mjo mjo

m)
in)

oF ot
I 20
In

U rir
o >N

int yes=1;
/[char yes="1"; [/ £EI2| A= O|HE AL

/[ "F2:71 o|o] A EFYLICHE= 2F HAXIS A

if (setsockopt(listener, SOL_SOCKET,SO_REUSEADDR,&yes,sizeof yes) == -1) {
perror("setsockopt");
exit(1);

}

bind ()0l A BHOKCI B O] 48 &
22 ZEO| CfoiAE MZMX] ‘EsEEfE(telnetQI Aex
RIQHE| SolstT TRBICHH ABOIA| S 28 HE

&Lich connect()% §§5HH A FK|of| HFst 1 st
o

5.4 connect()—7{7| ghd!

%';i' SELEIO| LA WZSHFAICE 22| AFEAIS0| 221 mfe XS A7| 2I3iM o2 =20l
ot ES0IMMER). 6222 20 2t socket()E 2ERLICH THE22 AFSARZHK{2{=201|7] “10.12.110.57"2
"23"H EE(%“:*J HZF ZE)0|| HZ5I2t1 LT ofEH sornte?

S8I21Y o212, connect()0ll CHEt g A= FOl2t] 20| ZSLICH 0 2 214 SAE0 o{EA HZSH=X|ol| chsh
AFLICE HEGIO0| HOIFEAICH LHlEr AJZto] gi&L|cH
connect()0l| CHet S &2 of2ljet Z&L|ch

#include <sys/types.h>
#include <sys/socket.h>

int connect(int sockfd, struct sockaddr *serv_addr, int addrlen);

ot 0|-i’-?_| A2 o MK} QILICE serv_addr= struct sockaddro]| 1 2 XX

sockfdE socket() &4 0| E2{F= 229 #
g ZH|2| HIO|ELHe| 20|12 S /USLICH

ZEgtolo|m| FAE B AFLICE addrlen2 A

T FLI
-IH
—LI

DE MEE WE getaddrinfo()=&2| ATtol|M £EE 4= JELICH

Ols7}t =[7] AIEBILIR? K= CHES S8 4 gleLl 2™ 202} WASIAELICE “www.example.com”2| 3490XEZ A7l
HES CtE= OHIE AHEAICE

struct addrinfo hints, *res;

int sockfd;

/] getaddrinfo()2 2 F& FTH|IE rHSLICH
memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC;
hints.ai_socktype = SOCK_STREAM;
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getaddrinfo("www.example.com", "3490", &hints, &res);

2HELIC

ﬂJIO

11271

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);

re

ZglL|CH

=

I

connect(sockfd, res->ai_addr, res->ai_addrlen);

CHA| OJOf7|StRMH 4| Z2OMS2
ELICH 2ol A= bind() & 0ilM HIXE

connect()2| 572t =elst=s AE AX|OMQ. 2RIt AYSHH -12 SHF 1 errnotd+-E HFT AULICH

[o]

22|17t bind()E S EHX| AASH FFHMQ. ZHEHS| WOHATH L2[0] 2H XE “.j§01| EHaHHE MFLT| etELT °E|7f01|3|§
Jt=X|g MEHLICH (RAX] ZE). HEOI 2| N 24 XEES 15 7
SE[OAIM o{L|CE MEAMH BRIt GSLICH

5.5 listen()—%7I g2t S sliEea?

Ol SE0| e LTt 2|7t BAX| 2AE0 H&St0 HX| b2 ZFR2H o{EA 2t? 2| oM Soies HES
7ICi2|0 aZS ofE WAIOZ X2[s{of BICHH OfEA E7tR? I 3P F tHAQJULCE M listen()E =Z3H1, accept()E

I
HLICH(OFHE H1stMR.)

listen()&f= @ =2 B ChastX| T of7to] dHO| HesiL|Ch:

int listen(int sockfd, int backlog);

sockfd2 socket()AIAS] 314 SHE 1012 Tsh A Tkl MBXIRILICE backlogs S012 Fol 5185l 2ol £xjelLc
0l70] £ £oIX| FIR? SojRL HASES 0f2{20] accept()E 37| HIHK|(OfhE HTBHAIR) Of 7 SlofAl 7Ic
2010 0122 3 7ol HHO| ChyI 4 ULIHE FBILICL Cihel AAHS 0f g X8l 20 BEE ABHBILICL J2fLt 5Lt
10829 YR HHHE WS HYLIC

o HAQLIERI0| listen() = 2F 7L HMT FL -12 SHF1 errnoS EFY AYLICE

OfOt AMASHM 4= QUZIXITH MH7L EX ZEO|IM M™E|EE 317| A= listen()S =&36H7| Mol bind()& ==dH0F FLICH
(ol2f2e| FFS0||| ofd ZEZ HZHHOF YX| LBHE =~ AU0{0F BILICL) O] AL|Ct.

getaddrinfo();

socket();

bind();

listen();

[* accept()= Of2Hol| SLICt*/

N DEE 29| X7 |HEXH0|Z 2 XS ol Z=2| o{Ti7tol| 'FO{F 7|2t SIELICE (accept() e REE & O 2bHBtLICt)
HUR S 22 accept() S =&t F2QLCE

5.6 accept()—"3490XE0]| M&sHEMA ZAKEL|CE”

ZtR5IMIQ! accept()Ea= =2 O|AELICL XIZRE M L2 CSat ZELICH oFF M 0| J= F2717tF o222 EX|o

connect() 42 HZst{ T SHLICL of2{22 EX ZEO||A listen()S Aldstn YSLICH 2159 HAL accept()2 HOFS0{E

IH77ER| CH7 | of| A HAALICH {22 accept()S sHA CH7 S HE S BotS0|ZICt Y2{FLICE accept()= O HELHS

UM £ 2AHS| MER A2 I MHXE EHE AQJLICE TZSLICH 2R 220 F WA E THX[AH| =R ELICE
|

2 SAE ad St 7HAof
ehel 2712 ofTS| M HESS =10 AL, MEA ST A2 send ()2t recv() A S 2l FHI=ASLICE OfH Ot HZ Q!

SE2 Of22t Z0| ELCt.

#include <sys/types.h>
#include <sys/socket.h>
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int accept(int sockfd, struct sockaddr *addr, socklen_t *addrlen);

sockfd2 listen()2 6}1‘2,15 27 MEXPALICE  oEX YSLICE  addr2 ti7i 22 struct sockaddr_storagedi| CHst
IRIEALICE o7]0fl E0iE HZES HEIF E0{7t7| gLCha2|1 OIS SEdliA ofH SAET O™ ZEO|M o2{2S SEstn
UK & £ ASLICE) addrlen2 sockaddr_storages accept()dl E717| Hof| sizeof(struct sockaddr_storage)22
MHYE[0{0F ot 2 M4 HaRLICE accept()= addroil addrlen2| 37| 0| 42| HIO|EE MX| 242 ZHRILICE accept()= 277t
LMSHH 18 ST 1 errno0l| 2t2 EEILICE Ol M= oAt o2t Mzbsti|Ct

Tt ORE7EX| 2 B 0] Of83t7|0llE B2 LHERILITH T2iM GE{2e SME 2lst oid| 2= =Z0| ASLIC.

#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>

-|-

StZE
U= eizio| 2

#define MYPORT "3490" // AH&XIS0| T&
#define BACKLOG 10  // CHZ|Hol| ch7 & =~ S
int main(void)
{

struct sockaddr_storage their_addr;

socklen_t addr_size;

struct addrinfo hints, *res;

int sockfd, new_fd;

/[ 11 O] SE=E0|| thet 2F 2ol K| OpA|R !

/] getaddrinfo()2 2 MEHE MY'DELICt

memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // IPvAEE= IPv6, OFFZI0|L} & L|Ct
hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = AI_PASSIVE; //LIE ?lsll At52 = L IPE ML SLICH

getaddrinfo(NULL, MYPORT, &hints, &res);

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
bind(sockfd, res->ai_addr, res->ai_addrlen);
listen(sockfd, BACKLOG);

[ E012= HES &L

addr_size = sizeof their_addr;
new_fd = accept(sockfd, (struct sockaddr *)&their_addr, &addr_size);

[/ new_fd A2 HEXI0|M Shlg FH| etz

nd()2t recv() =Z0H LA new_fdE A% Z4QILICt Dok ch 3 JHo| HZADHS HhotS0[ 2 flotAlCHH
= 48 9t7| I8 M sockfdS close()HEIE 4= A&
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5.7 send()2l recv()—Talk to me, baby!

—_

Xt = : Talk to me, baby!= Elmore James2| 2f@iL|Ct.)
ShIst7| flehA AUL|CH LRHEQl AAE|X| o2 H|O|E{ 2 AZS M T4ICHA sendto(

s

-

0| & gE2 AEE AZlo|Lt HAZAE HIO|E{ 1Y
)2t recvfrom() 22 EAIH EL|CL

send() &=

int send(int sockfd, const void *msg, int len, int flags);

sockfd 2 H|O|E{E ELi1 A2 A3l MHX}(socket()

i
Lt LQIE{0|H, len2 1 ZO|YLICL flagss 3 O
HAR.)

O UHSRUE accept()E HEAJE)YLICEL msge= 0{2{20| 2 C|0[E{0]|
OF MH

E|
MR, (flagsoll CHol T XkMIS| 2 04CHH send()2 ME|O|X|E
Ol 2= ol&A & £ AR

char *msg = "Beej was here!";

int len, bytes_sent;

)
o
¥
>
Ind
Il

len = strlen(msg);
bytes_sent = send(sockfd, msg, len, 0);

send()= AHZ H&3tIO|EC| 28 SHFELICE 0| 2H2 0f2}20] HU2tn Wt 2HCH M2 4 ALLICH W2 YLt 37|
HOIE|S Z&oi2kn 26l 1240] O M2IS|X] RE 4 s HYLICL FAIE Mg 7H53 Aste 2D, Linjxls of2izol
LIl ChA| 51 0lakm ULIC send()7h S24Z 30l lentt RKISHA| SH=Ciel 2ROl LIBKIS F&oHs Y2 ofzi2o
YHSE JIofStMIR. OI20f BHEr B2 AN2 TH0| HCiH(1kb DI FE) IS OlOLE B B0l RE %S BY 4 Yozt
HRULICH ChA| ZEBIXIBE @7} 246t 10| 8115 T ermo?} OF S 2 SHELIC)

ollA SAEHLICE:

3
Q
2
fict
+
F|I'
I'|0
ra

int recv(int sockfd, void *buf, int len, int flags);

sockfd2 2015 A7 HEXI0|H, buf= FEE HOISY HIO|L, len2 HIHC| 2| Z0[0| 11 flags= K{7|ME 022 HEE
#= A&LICL (B2 M0 chsi M= recv()2l man pageS & 15HMIR.)

recv()= AHZ HIH0I| 20{S2| HIO|EQ| £E S2{F7LI QLRI 2ile B2 (errno £ X HEst glo =z MHSI1) -12 S2{FLCL

7 recv()= 02 SHE £ USLICL O]
recv()7t HE0| BOFS

W2 ¢ 7K oln|YL|ct HAX] Zo0ilM of2{20f chet HES B2 AUTh 573k 02

ao ™
ne
o
P
rr

o

>
o
i
o,

A, g HXR? oM K2E2 AEY AN MRS FuHE 4 ABLICL o OlF o2E2 ofHet FHA HERZ
T2 LT

5.8 sendto()2} recvfrom()—Talk to me, DGRAM-%}4|

“O|H| Ct ZBst EU|Q 2tn YEStAl= 42|17t SRILICHL “TJX|2t AZO| gle HIO|E{ I AZI2 ofEH| Malstx|R?"etnE
SIAl=EZR. 2H| of2|otd, ERCHX|Q (AL F : |I22 “No problemo, amigo.” Z2EZ0{Z “2x| g&LICH XIr). o gh=
70| U&LIC.

HOIE D2 A% HHX| SASO| AZE/0| UK YOO, WAS Y ol WL Hus X3 CHELICL BIZ SHK FA7t

o)
= L& —— [
AlO

Tt oj2 AlQuct

int sendto(int sockfd, const void *msg, int len, unsigned int flags,
const struct sockaddr *to, socklen_t tolen);

HACAT] send()2 ZXITH = 7Hel MEIL O JUSLICEL toe= SHX|Q IPFAL ZIEE E2 struct sockaddr Of chst
TQIE{O|H(O}OH= Of2{ 20| i Btsl A AL struct sockaddr_inO|Lt struct sockaddr_in6 B struct sockaddr_storage
ZAALICL) tolen2 LHEXMO 2= intO|H ZHHSHA| sizeof *toLt sizeof(struct sockaddr_storage) 2 M&stH EL|C}.

EHX| FL FAEHE Ho{H getaddrinfo()O|Lt OF22] recvfrom()S AFESIAIALE 2 HOZ IS MYLE == JUELICH
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send()2t OFXF7EX| 2 sendto()= M2 EiH HIO|E & S2{FLICH (2 22 22|10 ot HIO|EQ| £ELH M2 71 E0I2 =
UCH= QJOjQLICt) RF 7t EMstH -18 S2{FELICh
0|2t SAFst A7t recv() 2t recvfrom()ILICE recvfrom()Q 7HR= O|ZH&L|C.

int recvfrom(int sockfd, void *buf, int len, unsigned int flags,
struct sockaddr *from, int *fromlen);

I CHAl 0|22 2 JHO| FIHHQl ET} Q= recv()Z2 HYLICEL from2 ZRIX| k|9l ofo|m| At ZEZ kXl 2
struct sockaddr_storagedi| CHet ZQIE{QILICE  fromlen2 ZZ intofl CHet EQIE{O|H sizeof *fromO|L} sizeof(struct
sockaddr_storage) 22 Z7|5tz|0{0f BiLICt &7} gE2tE! o fromlen fromdl| HHZ MEHEl FA0| Zo|2 MHEN QUS
ZUL|Ct,

recvfrom()2 22 HIO|EQ| -5 HIZSHH @F 7t LIH (errnoE MEHS| A

04
_o'_r
C!
A
o
lin
)
il
i
n

Of7| H20| StLt UELICE off R2|& struct sockaddr_storageS £219| EfRIOZ AL2EIR? 9 O struct sockaddr_ing
S1E7K? O|R= HAICIAL| L2[7t IPVvAL} IPV6E SHHOY| SHO|0|10 A X| o47| MiERILICE J2iM 22l YF 250l S279|

A
o
1 2Adb™ol struct sockaddr_storageS A2 ELIC.

(3™... of7|0l|lM CH2 =2 StLt. 9ff struct sockaddrg ZE FAE HE £ A2 T2 3A UEX| AUSNR? 22l Yt
=510 I struct sockaddr_storage € CIA| Yt 2H9| struct sockaddrQ 2 HHEsIT QUELICH 0|21 SE2 st 2XUQ|
EL|CE of7|ofl Ch$t CHEFR O O] struct sockaddr BHEOE DHRE] 23| 3X| YACH= Z40|1, O|H|2tA IS HE
W2 M9 AX|7} ACH= HULICE T2hM 3E2 O MER EIS HEQSLICH) (YRS« struct sockadd r2 A7 S419|
Z7)0f ST LEH|O|2Z IPv6S E7(0 ZE2SHX] 2 AU st Uil

2FoF of2{20| Gi|o|E| 12 AZUS connect()SHA| EIH 2E *._Oﬂ
CllOJE{ 32 A7 210] 1 THZI2 O3] UDPE At 210 X| 2k &

end()2trecv()E & = ASE 7|HBtMIR. 221 XAl o FH3|
QE|HO| AV} AS2Z (22 E fIoiM SXIX|et MK YEE

>5E @

5.9 close()2} shutdown()—Li ollA] 7HX!

%! of2i22 517 S send()2 recv()2 ALBRT, Ol FRBILICE OIN| Ci2{i2e] A2 MUK B8 FI7t HIBLICE 02
HBLICH D S QLA T MK B7] 8149 close() § & 4 AUBLICH

o2 i A20f Tt & 27|12t X715 YR AYLICE AAHX|O|M O] AZUE MILL giod= BE M= 2FE e
Lot

e
20| 02| LIK| & o ZESD 42 P20l shutdown() 248 ALBE & USLICE 0[S S wgozol S4IR B
US B 4 2100 YE BE %2 £ UBLICHOHK close()7} 81501). R OlBLICt

int shutdown(int sockfd, int how);

sockfdiz ZE5I1 H2 221 I HFXI0| 1, hows CHE & StLtLICH

how =1}
0 =& 40| SX|ELCh
1 =& &40 SX[ELICh
2 24 &440| ZX|ELICE (close()ME)

shutdown()2 &3 A0l 02 gtetstn, @RI+ EMSHH (errnoE XA gt AF6tD) -12 et ch

HAE|X| o2 Of|o|E{ 33 A2M0]| 7|740] shutdown ()2 i | s 2210 send ()2t recv()2 AIRE 4= Q12
S ZiQUL|CHHIO[E{ 2 47210] connect()E AIESIH O] & &2 AIZE £ USE 7|YSHMIR).

shutdown()o| &!

=
Hu
=
ne
%
08
_>'-1_
i
no
Ral
rr
i)
ajo
2
M
o
OF
=
fo
B>
>§
OE

XIE oimlst7| flsiM= close()E = =80k &LICH
A U2

(dlH o= of2{20| A=2=2 WinsockS AHEsHA A2 close()CH4! closesocket()E &6l of ®iLICt)
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510 getpeername()—5+1MR?

o] gt

oot
rr

£ 1S g&Lch
LR 2[|M o] 0l HEO| e FX| T AUSLICE OFRE L =2|ZSLICE
getpeername() &= HEE AEZ AZ10| gitfH Bof| £=7t J=X|E LHE AJLICE HQALICE

#include <sys/socket.h>

int getpeername(int sockfd, struct sockaddr *addr, int *addrlen);

sockfde HZAE AEZ Ao HHXIQJLICE addr2 HZS| Y™ Z20f| CHet MEE B struct sockaddr (= struct
sockaddr_in) Of CH®t IZQIE{RILICE.  addrlen® int0ll CHet ZQIE{O|H sizeof *addrO|Lt sizeof(struct sockaddr)22
27| 2t=|ofoF BHLICE (FAt 3 : o &= IPvBZ S&I5H7| fI8iA struct sockaddr_storage & AFEE = JU&LICE)

O 4t Q7L AR 118 SAZT ermoS YU HFELICY,

olz{20| Argtel F=AE JHX|H JZE inet_ntop(), getnameinfo() L= gethostbyaddr()0fl Eo{ A ShHo|| Z2stALE 27180l
HEE JtH . 352l 2191 0|2 7182 #& Sl&LIct. (E&LIT, £ote. et & AFEI} ident HIES
AMZO[2IH JHSTIL|C 2L I 0] 2MQ| HeIS HojMLICE Of XiMEt MRS IS IH RFC 1413°2 &Tst4R.)

o

511 gethostname()—Lt= S£017)?
getpeername() =Lt O #|2 20| HEE gethostname() E+YLICE O|A2 of2{Re| ZEIM0| MM T U= HFEQ 0|52
EHFLICL S22 0|52 2ol A= getaddrinfo() £ WA G222 22 EX|2| IPFAE O = Uof| MY & JASLICH

O|2Ct C MO|A= L2 Mi&foll RFLICE A HIEX| M2z guotet
O|F&LIch

-
Y
It

Z72Y0f| CHE 20| OFLIZ Q. OFFE F2(SHAHH

[

#include <unistd.h>

int gethostname(char *hostname, size_t size);

Ql+E2 BHEBILICE hostname &7t Htetsli= SAE 0|§8 ©2 chare| HEo)| CHEt IQIEILICE size= hostnametiE 2|
Zo|L|ct.

= S0 22 20l 03 HHekstn, 2R0f tisiA= 25| 2% X ermoE EHstD -15 HretetL(h.

3https://tools.ietf.org/html/rfc1413
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S E-AMH B K| 2]

STHO|HE-MEHO]| Tl ofoF7 |2 XH|LICH SHYO A= Ho BE NE2 MH ZZHA00|A| 0[0f7|3t= S2I0|HE Z2MAE
HOstALE O BITHRILICE.  telnetS G2 SOIZAICE. O2{20| AU(Z2I0|UE) 2 HAX| SAEQ| 23H LEO| HEH 0 O
SAEQ Z2M(telnetd2t ! E2|= MH)0| HHS A= 20| S012E= BU ¥ S XM2[6tn K2{Z0A| 2Ol IRZEES
ZF= 59l L2 K2l

Figure 6.1: 22I0|HE - MH 4ZZtE

2o =Rof| S20|AEL MH 2| FHE weto| Fa|=|of ASLITE

22l0|HE-MH X2 SOCK_STREAMO|Lt SOCK_DGRAM EE= CH2 OffH Z{0|2t LE 4= US S 7|HBIMIR. (0| 22 Wr|oz
arst7|at siChH) 220 E-AH Mo E2 oAlE telnet/telnetd, ftp/ftpd &= Firefox/Apache QILICH Of2{£0]| ftpE &
mhoiC o222 RES 2olS0|= RIZX| 2RI ftpd7t AELIC

£9| ot oo FX|ofl= 27 StLtel MH{2to] AS A0IH 1 M= fork() & S3llM of2] 22I0IAES X2 HJLICH (At F=: ot
9| HX|0IM 042 7HO| MHE AHSH= BE2 UHO| AX|2 0] ZMQ| £H2 90HACHOf| MY EIUELICE. ) 7
Lc F ME{7t HES 7|Ct2|1, accept()® =, RES M2|E XA ZZHAE fork(J-LICE. 0|Z10| CHE EoilA

1

Ol ME{7} 8t U2 AEZ S120f “Hello, world!" H&sts 21 #LLICE 0] KHS Al2fo17| FI6iAl 2 2 siLie] HolM 022
Azt 3 CH2 ROl WUl of2f 0|2 Tt U Lt

remotehostname 042{£0| Aalst= ZX[2| Ot0|m|QJL|CE.
Auf 3T
/*

** server.c -- a stream socket server demo

"https://beej.us/guide/bgnet/examples/server.c

32
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*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <netdb.h>
#include <arpa/inet.h>
#include <sys/wait.h>
#include <signal.h>

#define PORT "3490" // AtEXIS0| & &

[m

#define BACKLOG 10 // R 7H2l CH7|&S2! HZ0| RXIE 217t

void sigchld_handler(int s)

{

I

/] waitpid()O| errnoE HO{E &= USEZ XNEMCEI} | AZICE

int saved_errno = errno;

while(waitpid(-1, NULL, WNOHANG) > 0);

errno = saved_errno;

IPv4 EE= IPv6 sockaddrs 2Hot2C

void *get_in_addr(struct sockaddr *sa)

{

if (sa->sa_family == AF_INET) {
return &(((struct sockaddr_in*)sa)->sin_addr);

return &(((struct sockaddr_in6*)sa)->sin6_addr);

int main(void)

{

int sockfd, new_fd: // sock_fdoflA| CH7 [t S0{= HZEL new_fdoi| XHZE

struct addrinfo hints, *servinfo, *p;

struct sockaddr_storage their_addr; // H&Ate| 4 HE

socklen_t sin_size;

struct sigaction sa;

int yes=1;

char s[INET6_ADDRSTRLEN];
intrv;

memset(&hints, O, sizeof hints);
hints.ai_family = AF_UNSPEC;
hints.ai_socktype = SOCK_STREAM;
hints.ai_flags = AI_PASSIVE; // use my IP

if ((rv = getaddrinfo(NULL, PORT, &hints, &servinfo))
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv))

1=0){

r
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return 1;

[ BE ZUE X35t 2 £ A= A HM| A2 AME
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror(“server: socket");
continue;

if (setsockopt(sockfd, SOL_SOCKET, SO_REUSEADDR, &yes
sizeof(int)) == -1) {
perror(“setsockopt");
exit(1);

r

if (bind(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
close(sockfd);
perror(“server: bind");
continue;

break;

freeaddrinfo(servinfo); // O] T+&=4|= O O| & RS

if (p == NULL) {
fprintf(stderr, "server: failed to bind\n");
exit(1);

}

if (listen(sockfd, BACKLOG) == -1) {
perror("listen");
exit(1);

}

sa.sa_handler = sigchld_handler; // 52 T2 M|AE Ct HF S0[t
sigemptyset(&sa.sa_mask);
sa.sa_flags = ;
if (sigaction(SIGCHLD, &sa, NULL) == -1) {
perror("sigaction");
exit(1);
}

printf("server: waiting for connections...\n");

while(1) { // & accept() FZ
sin_size = sizeof their_addr;
new_fd = accept(sockfd, (struct sockaddr *)&their_addr, &sin_size);
if (new_fd == -1) {
perror("accept");
continue;

inet_ntop(their_addr.ss_family,
get_in_addr((struct sockaddr *)&their_addr),

34
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s, sizeof s);
printf("server: got connection from %s\n", s);

if (ifork()) {// Xt&] T2 M| AQIL|CE.
close(sockfd); // AtAI2 2|AL 7L HRGIELIC
if (send(new_fd, "Hello, world!", 13, 0) == -1)
perror("send");
close(new_fd);

exit(0);
}
close(new_fd); // 2= 0|Z0| 2egl&LICH
}
return O;
}
3T SAES 2ol H20IAH £22| BEEE I8 Sttel 2 main()&= ol 2 2
2SR LHFOE E5LCH

(OFOt= 0| sigaction()2 A& 2 == U=l MECL 0] FE= fork()E A4l ZEHATF BREIHM M7=
ZHE0|= Ol AL E LT BH| Z2HAS BO| BHELD HRSO0IX| o™ A|AH 22Xt S ALICt)

CHS EOf| LIRE SEH0[HEES AE0lA O] MHZRE H|OEE »E + AFLICE

6.2 Eth=st AEZ S2l0|E

[ =

O] M2 MHECHE O H&LICE 0| 220|AET} St= L2 K220 BYE0| X Hot 2 AEQ 3490 XEZ H&

0|2 M7t 2l EXtE S Hh&LICt
S2}0|HE AAZ:

/*

** client.c -- AEZ] A2l S210|1E Q| Of|A|
&

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <netdb.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <sys/socket.h>

#include <arpa/inet.h>
#define PORT "3490" // 22I0|HE} H&E ZE
#define MAXDATASIZE 100 // Bt #Hof| 2h 2~ Ql= £|CH HIO|E ZH4

[ \Pv4 EE= IPv6 sockaddrs tor2Ct
void *get_in_addr(struct sockaddr *sa)

{
if (sa->sa_family == AF_INET) {
return &(((struct sockaddr_in*)sa)->sin_addr);

Zhttps://beej.us/guide/bgnet/examples/client.c

CE o} HRIgLICh Fgiche of Tte

35

=

EH| ZZMAS

St AYLIC.
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return &(((struct sockaddr_in6*)sa)->sin6_addr);

int main(int argc, char *argv[])

{

int sockfd, numbytes;

char buf[MAXDATASIZE];

struct addrinfo hints, *servinfo, *p;
intrv;

char s[INET6_ADDRSTRLEN];

if (argc 1= 2) {
fprintf(stderr,"usage: client hostname\n");
exit(1);

}

memset(&hints, O, sizeof hints);
hints.ai_family = AF_UNSPEC;
hints.ai_socktype = SOCK_STREAM:;

if ((rv = getaddrinfo(argv[1], PORT, &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));
return 1;

[ BE ZUE &=3f5tHM £ £ A= 71 W 1w A4S ArgStt
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror(“client: socket");
continue;

if (connect(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
close(sockfd);
perror(“client: connect");
continue;

break;

if (p == NULL) {
fprintf(stderr, "“client: failed to connect\n");
return 2;

inet_ntop(p->ai_family, get_in_addr((struct sockaddr *)p->ai_addr),
s, sizeof s);
printf(“client: connecting to %s\n", s);

freeaddrinfo(servinfo); // O] 4= Cf O|AF 2@ QiCt
if ((numbytes = recv(sockfd, buf, MAXDATASIZE-1, 0)) == -1) {

perror("recv");
exit(1);

36
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buf[numbytes] = '\0";

printf(“client: received '%s'\n",buf);

close(sockfd);

return O;
}
S2I0|HEE Alisty| Fof| MHE MEBIX| %2 connect()= “Connection refused”E BHESICH= S 7[AdstMIQ. OFF
RERLICL

6.3 HIOJE{a A7

2l0liA sendto()2t recvfrom()of| CHal =2|&t i UDP H|O|E{ O3 A319] 7|=20f| tisiA{ 0|0 YOoFER/AELICE 222 HEZ 2749
Oldl T2 WS H|AISHUSLICE talker.c2t listener.cIL|CE

-

listener's XI0IM EE 495002 SO{2 WS tH7IRILICE talkers XIS Bx/ol izt EEZ ALBAP} HYZO| 222
82 Ee Thag =Lt

u

ClOJE{ 2 4312 HZ0| gl A715 o|Eullol| &&ot = HF 01—'?‘—% HEMX] 47| 0l F2H0|HEL} AHO] IPvES AHEOIES

AR AT oA 3t MHIE IPvBOIM =1 2210 IPvAO A &AM CIO[HE 2E 4 Ql= &S IE + US

AALICL (R2[2] TCP AEE A3 MAME 0|2 EUX|7} %“esa* = AR connect()0l|l A StLtel F=4 H|A|of CHl 0I21E
I

@
\1

0470l listener.c| AARET} U&LICES:

/*

** listener.c -- Cl|O[E{ & AZH "AME{"2| Of|A|
&

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define MYPORT "4950" [/ HZE ZE
#define MAXBUFLEN 100

/I get sockaddr, IPv4 or IPv6:
void *get_in_addr(struct sockaddr *sa)

{
if (sa->sa_family == AF_INET) {
return &(((struct sockaddr_in*)sa)->sin_addr);

return &(((struct sockaddr_in6*)sa)->sin6_addr);

int main(void)

{

3https://beej.us/guide/bgnet/examples/listener.c
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int sockfd;

struct addrinfo hints, *servinfo, *p;
intry;

int numbytes;

struct sockaddr_storage their_addr;
char buf[MAXBUFLEN];

socklen_t addr_len;

char s[INET6_ADDRSTRLEN];

memset(&hints, O, sizeof hints);

hints.ai_family = AF_INET®6; // IPv4E M2{H AF_INETOZ HEgL
hints.ai_socktype = SOCK_DGRAM;

hints.ai_flags = AI_PASSIVE; // W A2 &L|Ct

if ((rv = getaddrinfo(NULL, MYPORT, &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));
return 1;

[ B= ZUE &3I5IHM 7hset J il 240] Hiel EgfL|Ct
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror(“listener: socket");
continue;

if (bind(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
close(sockfd);
perror(“listener: bind");
continue;

break;

if (p == NULL) {
fprintf(stderr, "listener: failed to bind socket\n");
return 2;

freeaddrinfo(servinfo);
printf("listener: waiting to recvfrom...\n");

addr_len = sizeof their_addr;

if ((numbytes = recvfrom(sockfd, buf, MAXBUFLEN-1, O,
(struct sockaddr *)&their_addr, &addr_len)) == -1) {
perror("recvfrom");
exit(1);

}

printf("listener: got packet from %s\n",
inet_ntop(their_addr.ss_family,
get_in_addr((struct sockaddr *)&their_addr),
s, sizeof s));
printf("listener: packet is %d bytes long\n", numbytes);
buf[numbytes] = '\0';

1=

38



9

92

93

04

43

44

45

CHAPTER 6. S2I2IE-AtH HiZX|A]

printf("listener: packet contains \"'%s\"\n", buf);
close(sockfd);

return O;

}

getaddrinfo()0ilA S2[7t OFEILH SOCK_DGRAMS AtESICH= 2o =
Mk J|AStM|QR. 0]Z0| HAQ= CIOIE| I AZS A mio| 2™ 5

LS OZ talker.co AATE4QL|CE

/*

** tglker.c -- H|O|E{ 12t "Z20|HE"2| 0| A|
*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define SERVERPORT "4950" [/ AF8AHS0| &Y ZE

int main(int argc, char *argv[])
{
int sockfd;
struct addrinfo hints, *servinfo, *p;
intrv;
int numbytes;

if (argc != 3) {
fprintf(stderr,"usage: talker hostname message\n");
exit(1);

}

memset(&hints, O, sizeof hints);

=5HMIR.
H-f° LIC.

hints.ai_family = AF_INET6; // IPv42 M2{H AF_INETOZ MHEtL|Ct

hints.ai_socktype = SOCK_DGRAM;

if ((rv = getaddrinfo(argv[1], SERVERPORT, &hints, &servinfo)) !=

fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));
return 1;

[ BE BUE =2I5IHM AZIS OHELCE
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror(“talker: socket");
continue;

}

4https://beej.us/guide/bgnet/examples/talker‘c

0){

St listen()2t accept()0] 2Rt
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break;

if (p == NULL) {
fprintf(stderr, "talker: failed to create socket\n");
return 2;

if ((numbytes = sendto(sockfd, argv[2], strlen(argv[2]), O
p->ai_addr, p->ai_addrlen)) == -1) {
perror(“talker: sendto");
exit(1);

freeaddrinfo(servinfo);

printf(“talker: sent %d bytes to %s\n", numbytes, argv[1]);
close(sockfd);

return O;

O|Zio] MEL|CH BtLte| FHX|0|A listenerS MY talkerS CHE FHX|OIM ’é‘%‘owlﬂ( Xt 2 StLte] FRIOIME eAfTt
H 2= RELICL o2 EOI22 SAl0 E 4 A= Crast &yo| AELICH) IRS0| St As XAHEMR. 2
E712 47t € o2} gE|ch

= MHE d¥E Lo gIELICH talkerS EXF HAA7|H IHZIS WSS LS, OFRE HICHZOIA recvfrom()S

O[tHof| ,

SESIK| Q=ChH IX IHZIS AR 8QIL|Ct, UDP H|O|E{ 12 A0 2 L H|0|E = A2 HESIX| b=CH= HS 7|AHsHH|R!
Hoj| R H 2ot Ak A o IHX| S #ifH MEJILICE HZAE Cjo|E{ M AZI0| aZJLICE OZ0) thsiA of7 |0l A ZfsHokst=d|,
0| A 2| cllo|5 o] chEt F20] HEZ 0f7(0]7| th2RILICE. ?/2| talker 7} listener?| F=AE X|HSI1 connect()E &3t
A O &7H2E talker= connect()E X ™S FAZTHH|O|HE EUi 0 2S£~ QUELICE 0| 0| R E sendto() 2t recvfrom()S
£ eIt RELICE T3] send() 2 recv()E A ElLICH
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U= A =
socket()2= 22 HHAIE MF S W 20| 0| 23S 22 ANOZ HHBILICE Rk A70| S5 SES SHX| 8

fentl() of CHet ==& sHoFgfL|Ct. :
#include <unistd.h>
#include <fentl.h>

sockfd = socket(PF_INET, SOCK_STREAM, 0);
fentl(sockfd, F_SETFL, O_NONBLOCK);

AS =ERYOE HYSIH HEE Y| 2N 4EHOE AAUS "EMN Y £ ABLICL = E2Z(HA F : Non blocking)
278 o2 o o YEIt QICHH O210| 25 SAIS St A2 3= X| 4&UCE 2 13 Hhetd 240|1 ermo2 EAGAIN
O|L} EWOULDBLOCKZE && & AlL|Ct

Z7Zt, EAGAIN O|L} EWOULDBLOCK &€ SHZELIL| S 2felsliof eith= 2ANR? SAHAM0E AMd o2{=2] A|A-I0| o
US SHF0F Sh=X| F=|0] AX| YELICEL DHEE 0|AHE M= £2 25 geldhof giLict)

DLt YEHOR WBHRIR O[3 wAS| KA B2 4200] ofgLiCh Of2ize] 20| 20| XHRE JICHIRA HHE o)
Aei7} =/ ofzize] T2 0 2B BN CPUAIZIS B0l AHSE! 2RULITE (X} 7 : S HIstE 2K o

o HEo
SEE
A/CH EF 201 SILIE 100% FRE 4

Chsl LR ChS 2ol ASLIL

C
EHYS 7|02 = YR AEX 2157 2ot =3 O RO01EHSHIZM2 poll()ol

7.2 poll()—S7| &= 153}

of2{20| YEZ ciorst= U2 471 of BE{T7|E o HHOf| ZAIS2 O Foi| Hlo[E{7F ZH|E S XM2[5hs AULICE Ol Al
SoHM 22 ZE 22S XISHOZ ZASHK| 240t 2] 7H2| 43U & ot 210| HIO|Ef7F EH|E|RA=X] & 5= AFLIC
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Z1: poll()2 PHLIA B2 40| HAES Ka|et of BRSHH “{ZFILICE oA AZoME libevent' 22 OHIE
2lo|E2{2| E AIBstH O £2 8452 g2 4 USLICt ol 2to|2Ei2lE o2 2IHAIA AT 4 U=
1 M2 YHE Aot 10 A= e Z4QiL|ct

T2 oA ZALE T 2 JAS7R? ST poll() AIAE S8 AHSHA ZALE O 4 UYSLICH (YR F: poll2 B, 48,

5@ o Ao XLEW AtstH

J2{gt #F7O| A2t STYLICE) ZHEHS| 2SHAHE 2GAH oA ZE HAHZR ZdS R2| i 5120 of
AT REGHE AYLICE O S 2|2 T2MAE CHY| JE7EE 4= A A|A- X

3 &2 struct pollfd2| i
O| O|HIET} 2HH(0|E S0{ "AZlof| 22 Xt&7t UCH" 22 O|HIE)SHHLL AP%XW}

]
b=
)
4o
]
N
T
oy
>
ot
=
H>
ro
k=]
rE
[m
10
o
Ju
2
82
rot
0x
HL
rulru

RESHIE listen() HEHQ! 232 MER HZO| accept()E + U= MEH7E =[AS I “ready to read"E et Z4IL|CE
O|2tstH Z23| 0|0f7| HELICE 0|ZHS M= HHHE2 O{EX| FAICH

#include <poll.h>

int poll(struct polifd fds[], nfds_t nfds, int timeout);

N
>
met
Ral
To

==

fds= 22[2| FE(o{HE A28 FAS 2l & HERILICE. nfdse BIEO| BZl 249 Z44QIL|C} timeout2 Y2|%x
THR| O] MITEA|ZERILICE. O|Zi2 OHIE 7} wrilst @A 0] 2 E2{FL|Ct.
2ol S&SH= EME FAQUX| AT{SAICH
struct pollfd {
int fd; /] 2220 AEX}
short events; // 2|7} 2= O[HIES| HIEH
short revents; // poll()0| gt=tst= A|Fof| Aot O|HIES| HIEHY

h
O| 71=H| EtR 2| Ui S ShLt MPSI D ZH2te| fdHEE 2|7t 2HEstD A2 A% MHXtE M™EL|CL J2|10 Z2te| eventsEEE=
2|7 2= o[HIEZ MASH= ZdQlL|Ct

S el
POLLIN 0| 22110| H|O|E{E recv()E Z=H|7t £|H 2 FLIC
POLLOUT 0] 2zloll £2Z 8l0| HIO|HE send()& == U H L{FL|CE

struct pollfd°| HigS %Hlﬁf"' poll(joil IS H& + ASLICL  HiEe 37|t Ya|x o] HMSHAIZt= Zo| 'FHof

Poll(10] H8H8{21 OJHIET} SIS S LIEHHE POLLINOILE POLLOUTO| MEEIRUEX| 27I914M revents LES 2oIst 4
UBLIC,

(HMZE poll()ZE2 & = A= AS0| E AFLICE XMt LIE2 0t2H2] poll() MH|O|X|E EISHAIR.)

07| BE 0] M HIO|E{ S OIS 4 US WTHK| (IS S0f 042120 FHHES YT W7HX|) 2.5%E 7|Ct2|= GiIFI 27k UELICH
#include <stdio.h>
#include <poll.h>

int main(void)
{

struct pollfd pfds[1]; // O B2 ASS BEStD 4CHH O 37| SHMIK.

pfds[0].fd = O; /| BE U™
pfds[0].events = POLLIN; // $12 &H|7} =|H 2 FL|Ct.

[/ BteF CHE ASE 2HESHD HTHH

"https://libevent.org/
2https://beej.us/guide/bgnet/examples/poll.c
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>

/Ipfds[1].fd = some_socket; // &12|2|
/Ipfds[1].events = POLLIN; // $1& &H|7} =|H f2fFL|Ct.

printf("ANE7|E FEHL HMSHAIZE ES 23 2.5 5 7|CH2[MI2\n");
int num_events = poll(pfds, 1, 2500); // 2.5% Xt A|Z
if (num_events == 0) {
printf("Poll A|ZF Z=2H\n");
}else {

int pollin_happened = pfds[0].revents & POLLIN;

if (pollin_happened) {
printf("ItY MBI %dS S FH|7t =[}SLICAN", pfds[0].fd);

}else {
printf("0ll &SHX| 2o OHIET LMHELICE %d\n”, pfds[0].revents);
}
}
return O;

poll()o| pfdsHH°’01|A1 O|HIET} 2ot A0
A FX| X|2H H IHO| revents EET} 00|

0
reventsE 2 0l AZHg Sthet 4= JAELICH

o
4>
il
i
o
N

ZCHE WS CHA 7| H5HHIR. BIE 2| OfHR A0 M OHIETH EH =X
bel 2o = HYEIRA=XE LBHFELL 0|US 28slA ghghel =XH2tE2| 00] OFl

e X

rcorr

2 7HX| ZE20| M E AALICE poll()oll HAHZE Egtol| A Ih MHXLS 715t ofZH| sHoFt7tR? 0| LAl thed| o229
2E L0 2oy o3 2% 37|9 g g TtELE FIHEel Z7to| HeE o realloc()S AHESHMIK.

i

EeollM QA2 HMHEHH ofEA| siora7tR? O|AS 2IshM of2{E2 iE 2| OFX|2 QA2 AHE 240 HOALD, poll()2l
count0f| 3Lt Hf X2 ghs TSR, (HAH = : 0|22 BN &2lel 24 1HE W2 MAHSH| 2lshM LRH oz Argdts

WHRILICE) T2 81 JhX| W2 fdTES S48 MFsHs 2OI0 poll()2 $Z Q48 2AR ZHYLIC
0l DE 2B 0f220| telnetdt 4 2= stLI| HE Aol BXI2{H oL sforzta?

L A AISHSH S0 IHE poll(j2 THY MR} ol £7FsHs YYULICH (1 HYUHRHE So{2L o)
A =

20| MZ2 HZ2 229 struct pollfd BZ 0| Z=715HH ElL|C}. 2hef HiEO] 377t RESILIH SHLZ 7|2H FL|Ch

HZO| Bl 2oll= NS HIEZRE FMALICH
HEO0| Y7 FH|=|H 22|= 220l M CIO[EE 20iS2 = C+E ZE A0 MEHLICE I M AEAIE2 MZ7t Y=gt
Li8S = &= AL

ORI O Z AB®E 3 1 AIBH=MIR. 01242 shtel Bol A%et = 5 J4o| T2 E{ujd HoA telnet localhost 90342
MHDAIR. Of220] Shtel Aol Y2ists 2 (CI21£0] AIE7|S -2 0f) CHE HS0IA £ 4 Uo{ofeLICt,

1]

74 # ofL|2t 0f2{20| CTRL-1E %2 = quitS 228 A telnetS Z2E R MHE HEE=E
HHE O A] RI7{EE Zd LIt

/*

** pollserver.c -- HHlE CIQI CHal A

&/

M

Zxstn 1 ¢

mjo

ohed ZER}

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>

Shttps://beej.us/guide/bgnet/examples/poliserver.c
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#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>
#include <poll.h>

#define PORT "9034" /] 22[7t E=(listening) ZE

/| Get sockaddr, IPv4 or IPv6:
void *get_in_addr(struct sockaddr *sa)

{

if (sa->sa_family == AF_INET) {
return &(((struct sockaddr_in*)sa)->sin_addr);

return &(((struct sockaddr_in6*)sa)->sin6_addr);

// Return a listening socket
int get_listener_socket(void)

{

int listener; // E= A&7 AHEXL
intyes=1;  // setsockopt() SO_REUSEADDRE 9lsiAl= Of2H S 2 M2
intry;

struct addrinfo hints, *ai, *p;

[ 22E HobM HiQIE BT

memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC;

hints.ai_socktype = SOCK_STREAM:;

hints.ai_flags = AI_PASSIVE;

if ((rv = getaddrinfo(NULL, PORT, &hints, &ai)) != 0) {
fprintf(stderr, "selectserver: %s\n", gai_strerror(rv));
exit(1);

}

for(p = ai; p != NULL; p = p->ai_next) {
listener = socket(p->ai_family, p->ai_socktype, p->ai_protocol);
if (listener < 0) {
continue;

[] FEE2 "F2T10|0] ASSYULICHOIZHAIXIS MBI

setsockopt(listener, SOL_SOCKET, SO_REUSEADDR, &yes, sizeof(int));

if (bind(listener, p->ai_addr, p->ai_addrlen) < 0) {
close(listener);
continue;

break;

freeaddrinfo(ai); // & O|AF ZlQei&LICH

[/ 717t HAl=|H R2[7} HERI=SHA| RYCh= 20| L|Ct
if (p == NULL) {
return -71;
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o0 }

70

u // E’lé

72 if (listen(listener, 10) == -1) {
73 return -1;

w0}

75

7 return listener;

77 }

/) TR0l A T @IS FHefLCH

g0  void add_to_pfds(struct pollfd *pfds[], int newfd, int *fd_count, int *fd_size)

s {

82 /] 32H0| 2&35HH pfds HiE S S&ILICH

83 if (*fd_count == *fd_size) {

84 *fd_size *= 2; /] FHIE ehL|ct

85

86 *pfds = realloc(*pfds, sizeof(**pfds) * (*fd_size));
4 }

88

89 (*pfds)[*fd_count].fd = newfd;

% (*pfds)[*fd_count].events = POLLIN; // 212 &H[7t = Q=X] Shelgfi|ct
91

92 (*fd_count)++;

93 }

94

os [/ TROIM B2l QIEIAS H|HELICH

9 void del_from_pfds(struct pollfd pfds[], int i, int *fd_count)
o |

o8 [ OEX|ZOf|l M SHLHS AFH| CHA QIHIAZ FARSHZLICH

9% pfdsl[i] = pfds[*fd_count-1];

100

101 (*fd_count)--;

w2}

103

104 // D‘”l.ll

s int main(void)

w o {

107 int listener;  // 2|& 271 HEX}

108

100 intnewfd;  // M&l accept()et 221 MEXt

10 struct sockaddr_storage remoteaddr; // 22[0|HE F4

m socklen_t addrlen;

12

s char buf[256]; // 22I0|HE HIO|EE fIet HIY
14

s char remotelP[INET6_ADDRSTRLEN];

16

w /1 5712 HEE fIet S+ ZEK| L AJZFEL|CH

18 Il (Jélﬂnglﬁ realloc® Zd?:“—“:l'.)

119 int fd_count = O;

120 int fd_size = 5;

121 struct pollfd *pfds = malloc(sizeof *pfds * fd_size);
122

123 [/ 27|13t = 2|Ad A2E AHL|CH

124 listener = get_listener_socket();

125

126 if (listener == -1) {
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fprintf(stderr, "2[A L A2 27| A1f\n");
exit(1);
}

[ BIAHE Eetoll 37t
pfds[0].fd = listener;

pfds[0].events = POLLIN; // E0{2= HZAS S &H[7t =|H E11

i

HE
| =

>
r
Iu}

o

fd_count = 1; // B|ALHE $[st MH

int poll_count = poll(pfds, fd_count, -1);

if (poll_count == -1) {
perror("poll");
exit(1);

/I OIS BIOJEIS 7| HBHA Exfots HBE 23

for(inti=0;i<fd_count;i++) {

1 AR} 212 7t EIH=R| ol

if (pfdsli].revents & POLLIN) {// StLt= &FQt&LICH!

if (pfds[i].fd == listener) {
/I BIAHE S EH[7L = ACHH M HE S KM2|L(Ct

addrlen = sizeof remoteaddr;
newfd = accept(listener,
(struct sockaddr *)&remoteaddr,
&addrlen);

if (newfd == -1) {
perror("accept”);
}else {
add_to_pfds(&pfds, newfd, &fd_count, &fd_size);

printf("EAH: M2 HZE %s"
" 22 %d\n",
inet_ntop(remoteaddr.ss_family,
get_in_addr((struct sockaddr*)&remoteaddr),
remotelP, INET6_ADDRSTRLEN),
newfd);
}
}else {
/I BlAL7} ot He Htxol 220 E LTt
int nbytes = recv(pfds[i].fd, buf, sizeof buf, 0);

int sender_fd = pfds[i].fd;

if (nbytes <= 0) {
[ FI LML HZHO| S2t0[HE0]| 23l BASLICH
if (nbytes == 0) {
/| BEO| EHELICH
printf("ZSA{H: 221 %d 0| Z0{E\n", sender_fd);
}else {
perror("recv");
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close(pfds[i].fd); // 2HE3|7tM| 2!
del_from_pfds(pfds, i, &d_count);

}else {
/| 2EIO|HEZRE] |7t £2 G|0|E S HASLICH

for(intj = 0;j < fd_count; j++) {
/] B5Of|AH| ERAICH
int dest_fd = pfds][j].fd;

[ BlA 2t B AZES H|QBL|C
if (dest_fd != listener && dest_fd != sender_fd) {
if (send(dest_fd, buf, nbytes, 0) == -1) {
perror("send");

}
}// S2RIO0IAEZRE 2 HO|EE Me[ols B2 &
/I poll()0llM &S =H|7t &l 222 2
}/ oY Rt 2|9 &

[ for(;;)el E--22 7|0l === 22 818 Ao|LICH

return O;
}
Lt HojlM & HIXSHK| T 22fEl 82l select()E HTHE ARLICE select()2f poll() Z5 HIXtt 7|51 M5E MSstn M=
gkAlob X2 CHELICE select()Z0] =3 O 0AIMO| Z2X|T R2L} ARSI |0ll= ZZ T ofAHEh ZQULICE Of2{22| A|ARIAM
X E|7|2 SICHA O OFS0l E= Zg MESHMIR.

7.3 select()—S7[SHE /0 HEISHAL oM 4]

0| &4== O|M3IXITH OFF RBLULICL CHEat 22 &eS W2 EMR. 02122 MH0|12 S0{Q= HZES ZX|etat SAlof o[0]
I HAZEE A& KR E Y0iS0|1 HELICH

g EMIL itk TESHXE REULCE O accept()2h R 7Hel recv()E AH E EQILICL SRX[T YE=E ONRQ?
A =

accept()=E0| £ HEIZ SOIZUCHH OFA £7t? OEH recv()2 SAO HIOIEE 2e = ASNKR? "= EFY A3US
MEAICH" A s{Z=HO| OFELICE CPUE 2Z2| M1 AX|= gb2 ZQILICh J8 of A sfoFante?

select()7t 021 23S A0l 2EY = U= 5HS FLICHL 3240] 0 20| 22 FH|7} E|QU=X], O 20| & FH|7t E|U=X],
J2| 0 FUZ 20| ACHH o Zi0)| LRI LMAE=XINHK| L E 24 LICh

1 SHLC|: select()7F O|Al40| Ot EX|0t HZ0| OFF B2 AlEol| M TRSHA| =2AFILICE O3 AEolAf
2 2 A|E3H= libevent* Zt2 O[HIE 2j0|22{2|S M

re
ins
-
ro
0x
or
mo rir

T O85tD select()2 JHRE MAISHASLICE

#include <sys/time.h>
#include <sys/types.h>
#include <unistd.h>

int select(int numfds, fd_set *readfds, fd_set *writefds,
fd_set *exceptfds, struct timeval *timeout);

4https://libevent.org/
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ux 2T
Am
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0.

eadfdst writefds 12|11 exceptfdsZ O|F0{Tl ot MHEXIC| “"TeS"S HETLICE 2tef o2{20| EFE
HAIZEE AHEY 4= U=X| &olst 4CHH readfds ZeH0ll 02t sockfdS FIHHMR. numfdse 7+
U2 MHoHof BILICt O oMol A= sockfd+10| & Zi0|H 0|R&= YHs| 2Zi0| EF LH(0)2Ct 2

=

SR
B
I
b 12
i
nx

w®

WO e ©
=)
N
MO 0F N
|IE_>'|_
=)
n=
T

ins

rot

select()7t gt o readfdsi= Of2{20| MEiph It AHXL SN 7S 2o ZH|El WSS HF5HI| 2lohM HliUS AL
o2{22 JUES of2Holl LtR= FD_ISSET()IHAZ 2 ZAFY &= AL

o TIsty| Holl o HEFSS g ZEfSH=X[0l Chsl 0foF7 (& AYLICt. 2 HE2 fd_setHLICE O] K=o CHaA otz

e Mgy
FD_SET(int fd, fd_set *set); fdE setdl| {EfLICE

I i

d
FD_CLR(int fd, fd_set *set); fdE setOlM HM|AHELICE
FD_ISSET(int fd, fd_set *set);  fdO| setdi| QJCIH %S SHAFLICE.
FD_ZERO(fd_set *set); set? 2E @AE MAHYLICE

OX|2to 2 0] 0| Akt struct timeval2 RAUNR? S22 7t o220 XAIRE &' ni7tX| 23ts| 7|Cie|D AIX| %2 oh7t Q&L|Ch
Ofotk Off 96A0iCt MH|Z= OFF YT UOLIX| §AUOE "ZIHF. "02t0 EH5IU 42 +E JUFLICH 0] AlZH FZEX|7}
HBtAIZEE K-S & QS off FLICH A[ZHO] X1F5tT select() 7H &=H|E T MHXLE $X| RY 22, DA Hratstn o222

M2 A& = AELIC

struct timeval= of2liet 22 HEE JHX| 1 JU&LICE

struct timeval {
inttv_sec; // %
inttv_usec; //OI0|3Z2=x

S5

Thed] tv_secs 7[Ct2|0 A2 X2, tv_usecE 7|Cl2|1 42 00|32 X2 MHSIMR. JHELICE Ofo|32xL|ct. Ya|xTt
ObL|C}. 1Y2|xE 1,0000H0|F2XQILICt 121 1,000 2|Zx= 1EXQL|CE J2{E22 1X= 1,000,0000r0| 22 A L|Ct. of
"usec"YMK? "u"s LE|7t "OIO|ZR"E 61| RIS M= O2|A EXF u(F)R} HUV| HEQJLICE E eI} dete of time-

out2 HOIUE AlZte BHFT| 2ol HHI0|E & == AFLICE 0|2 o2 20| S YA ZF0| w2t CHELICE

ol f2|= 00| =2 A=l EfO|HE ZIFELICH At EE 7|CistX| ob= 20| E&LICE o{2{20] struct timeval2 OFF2|
A T of2{2el BE |HA EIYE2I0|A (FRE 5 70| Z2MA AFAHFZQ| |4 HRIZ Mz AIZHTE2 7|00t

gLch

T UELICE struct timeval2 022 MHoHH select()= G2{22] X0 U= 2E MY MEXIE ZAISH FA|
L|CL OH7HH=> timeoutS NULL 2 Aot o AlZtxniot E[X| otom ol MHX7L Z=H|E mi7tx| 7|ch

=
IxIStoR pio S FES Ytk TRt Sirke! 1 TS select()E S © NULLE A3k ElLic

[l

ofzfe] AE E2°2 EFE U0 It LIEF WX 2.5% S 7|ChELICE

** gelect.c -- select()2] OiA|
&

#include <stdio.h>
#include <sys/time.h>
#include <sys/types.h>
#include <unistd.h>

#define STDIN 0 // & Uo| oty HHX}

int main(void)

{
struct timeval tv;
fd_set readfds;

Shttps://beej.us/guide/bgnet/examples/select.c
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tv.tv_sec = 2;
tv.tv_usec = 500000;

FD_ZERO(&readfds);
FD_SET(STDIN, &readfds);

/] writefds2t exceptfds= AMAMX| QE&L|CH
select(STDIN+1, &readfds, NULL, NULL, &tv);
if (FD_ISSET(STDIN, &readfds))
printf("7 |7t S & LICH\N");
else
printf("A[Zt0] XIE|RASLICE\N");

return O;

—

2tof o2{i20| & TR 2 HIKEZ| 5= B0 S AFSTITHH AEE +2X| o™ H[BHA|Zt0] EakE AL|Ct

|Zd0] Ho|E{ %Y Aol H|O|EIE 7|Tt2| = ofF E&T YHOI2t: M2

_‘?I_E o = = =
S AFLICH LR FEHA 01|A1 selectS 0| SHLZ & 4= AL, YRO|M= I 4= YELICE O3 YA S A=t HCHH 0222

AR QUAE HMBAIZIO] EE|7|7HK] H2 AZtE gtEst| fIsiAM o2{29] struct timevalE YOO|ERLICE. Lt
CI2 HE2 J%A stx| Y&LIch otef o|lANQlE =S Aot siCtH J240 oEsiAl= QHEILICE  (Fabst Alztg
2 n4lCtHgettimeofday() 2 AMFSSIMIR. HUAZAX|TE 3740 SHIE dHL|Ct)

select()ol| &tst S0|22 0|0of7|7t siLt O
readfds Egfoll 40iM M2 HZO| U= & = YELICH

XIS et select()eh=0l| Chgt ZHEHS| LOtEAELIT

T2 BN 7171 ALEZ of2fiof] HERUA= AIME HEYLICE SHSHAIT f/2] OFF Tt ofid|2t of2{ef oiRlol= Aekst
Kpo|7t AFLICE ™K 2o H AR Fii=2= H8ES 102N R

Ol Z2OHC 2 chadt CHS ALRAL 3 MR SEISILICE StLte| HojlAf 0|28 Aslitt = Ct2 KoM telnet2 S HLIAIR.
(“telnet hostname 9034") 3tLt| telnetM| Mol M #7F Y2SHH LIHX| 25=0|lM 2 LHEO| LIEHOF BHL T},

/*

** selectserver.c -- 5{&%t CHES AHS X CH2H At

&

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define PORT "9034" /| 227t E= ZE

/I get sockaddr, IPv4 or IPv6:
void *get_in_addr(struct sockaddr *sa)

{

6https://beej.us/guic:ie/bgnet/exampIes/selec:tserver.c
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if (sa->sa_family == AF_INET) {
return &(((struct sockaddr_in*)sa)->sin_addr);

return &(((struct sockaddr_in6*)sa)->sin6_addr);

int main(void)

{

fd_set master; //OtAE OiY MEHX} 2|AE
fd_set read_fds; // select()E /ot YAl Tt AHX} 2[AE
int fdmax;  // 7H& 2 TH MHX HS

int listener; /| E£ 27 HHX}

int newfd;  // M&l accept() H2|8t 22 MHX}
struct sockaddr_storage remoteaddr; // 2
socklen_t addrlen;

char buf[256]; // 22I0|AHE H|0|HE 2[et K
int nbytes;

char remotelP[INET6_ADDRSTRLEN];

intyes=1;  // setsockopt() SO_REUSEADDRZ 2|8l A= Ol2HE EM|R
inti, j, rv;

struct addrinfo hints, *ai, *p;

FD_ZERO(&master); // OFAE{QL QA TS £7|5t
FD_ZERO(&read_fds);

/] 221E StLt ErokebA HEQI=BL|CH

memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC;

hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = AI_PASSIVE;

if ((rv = getaddrinfo(NULL, PORT, &hints, &ai)) != 0) {
fprintf(stderr, "selectserver: %s\n", gai_strerror(rv));
exit(1);

}

for(p = ai; p != NULL; p = p->ai_next) {
listener = socket(p->ai_family, p->ai_socktype, p->ai_protocol);
if (listener < 0) {
continue;

/| WEBLIH= "address already in use" 2F HIAIX|S H|7{&L|Ct

setsockopt(listener, SOL_SOCKET, SO_REUSEADDR, &yes, sizeof(int));

if (bind(listener, p->ai_addr, p->ai_addrlen) < 0) {
close(listener);
continue;

break;
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/1 O|R0| HH=|H HIQI=Tt =|X] k2 ZALICH

if (p == NULL) {
fprintf(stderr, "selectserver: failed to bind\n");
exit(2);

}

freeaddrinfo(ai); // O O| & ZlQel&LICH

Il E&LICE

if (listen(listener, 10) == -1) {
perror("listen");
exit(3);

}

/] BIAHE ORAE Fgtol| FIHL(Ct
FD_SET (listener, &master);

17t 2 I BEXE J|ZEgLc

b
fdmax = listener; // $IZH77FX| = O| A IL|CH

for(;;) {
read_fds = master; // SAFL|C
if (select(fdmax+1, &read_fds, NULL, NULL, NULL) == -1) {
perror(“select");
exit(4);

[/ EXfSt= HES &251H A2 0B 7} A=X] =elgh|ct
for(i = 0; i <= fdmax; i++) {
if (FD_ISSET (i, &read_fds)) { // we got onel!
if (i == listener) {

/| M HEES HM2|Lct

addrlen = sizeof remoteaddr;

newfd = accept(listener,

(struct sockaddr *)&remoteaddr,

&addrlen);

if (newfd == -1) {
perror("accept");
}else {
FD_SET(newfd, &master); // OFAE Zlgto]| =7pstL|Ct
if (newfd > fdmax) { //7t& 2 A2 7|=&L|Ct
fdmax = newfd;
}
printf("selectserver: new connection from %s on "
"socket %d\n",
inet_ntop(remoteaddr.ss_family,
get_in_addr((struct sockaddr*)&remoteaddr),
remotelP, INET6_ADDRSTRLEN),
newfd);
}
}else {
/| 2EIOIAEO|M 2 XIZE M|t Ct
if ((nbytes = recv(i, buf, sizeof buf, 0)) <= 0) {

[ 2F7H BHAHALE S2H0|AE0| of3 HEO| S=E|USLIC

if (nbytes == 0) {
[| HE0| ZB=E[AFLICH
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printf("selectserver: socket %d hung up\n", i);
}else {
perror(“'recv");
}
close(i); // 2H85|7IMI2!
FD_CLR(i, &master); // OAE] Z/stof| A AbR|SL|Ct
}else {
/| 2EI0|HEZLE H|O|E{7} SOIRELICH
for(j = 0; j <= fdmax; j++) {
/| 20l A 2L CH
if (FD_ISSET (j, &master)) {
/] BlALSE O XHAlE w2l C
if (j I= listener && j =) {
if (send(j, buf, nbytes, 0) == -1) {
perror("send");

return O;

T =0 master®t read_fds T 7He| I MEX} FEo| AS0H FFSIMR. HXIQ! mastere M| HES == A3 HYXILL HxY
HAE R E A0 MEXE JHRIL|C

masterE 7tXl= O|RE select()7t AHM O{2{20] 7| TS HESHA 47| ZH|E A2 gtdsty| th2ALICH 2]= stk
select()E =1 CHS & ALO|0|M HASES A% 7|Hdlof SI22 0|ZE2 CIE Xof| QHXsHA| Hats{of ste ZiQJLICh dziM
L22|= ANZ M7| Hof| masterS read_fdsoll 2ALSI2 select()S = &=8H= AYLICE

SIXIZE OS2 227t MEZR2 HEE WS WOtCh 22 E master® &0l Z=I18H{0F Sttt 2|0|7} OF:AZF? StCh 12| HZo| B
miOtCt masterE S0l A HM7sloF SHX| 42712 STt DA sofEfLct.

AA

listener270| 12
accept()2t =0l ma

HES HACHE A

HIZb EIREX] EOlstChe AMMOl| FE5tMlR. EH|7
sterZetofl FIFEfLICE as
o 2 A1, 22|= I HEE master Tl A F|7{sHoF LTt

Ry

ﬂJIO

Al
=

S2HO|HE0]| Thet recv()7t 00] OFL gte SHECLHH 22|= OfH CIO|E7t EAYCH:E AS & 4 ASLICE JHEZ XRE @2
20l master=S52 =3(5HM ZE UHX| 2ZE S2HO0[HAESIA 1 XA=2E L/

XIZ7HK| W53 select() <=0l Chet = thadtR| gb2 JH2HOIAE LI,

TE 2lsA WSS 91T B2 0[0p7|7F JAELICE EE HEH H0|M HHZ 25549 select() = AMZE S FHITH EO{UK
US0E "Hg FH|7t EUCH" D SHHA HESFILICE 0|2 select()7t YH7| SEof| ChEt £E2210] @i Zi0|2tn LB read()
7L EEE AYE oOfglL|Ct. OFFE SHAME 212 2710 O_NONBLOCK E2i15 A&siA EWOULDBLOCKR F7t LMt &
Ste AU (0] 2F7F WA RABIE ELIch) 2AS =222 ZEZ AFots Aol tisiME fentl() HZ HIOIXIE

il
ko
ot
=
fo

L2 of7to| RS SHAMH select()ot 43| HIxTt LS SHA|T ot HFA TeksS CHE YA 2 M2[SH= poll()0l2ts BHE
he7t AELICE Bt Stels HA| QIS : 0 222 pollgf=0fl tieh BECH MK 2gE Aoz BL|ct 2|0 ZMe
AR poll()ofl CHi A EH S0l =511 man page 23S MAIStD UAFLICE)

7.4 REXol send() Mels}7|

210l M C+E send ()0l CHSH =0l M send() 7t 21 20| TS QEDHHIO|ES S BF BUX|= 48 4 AT B AE 7|t LIR?
OG22 512HI0|EE HUIZ YT 5722 4122 + QUCh= 2|0|YLIC}. &2 100HI0|Eoll= 2 G
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Ho

2, ANS2 O{T9| of2{22| 22 HI{ofl HotM HLiXIZ 7|Ct2| 2 AELICE 22| SH| ol A= JEuE0 720l Ho|HE
ot Joi2|= R HUiX|= ¢¢7|2 2o ATt a2 FF0, OfH| H2 CIO|EE ELi= U2 HEf20A 2HU= AL

#include <sys/types.h>
#include <sys/socket.h>

int sendall(int s, char *buf, int *len)

{
inttotal =0;  // 2 HIO|EE EH=7t
int bytesleft = *len; // 2LHOFSH= H|O|E{= O} HotU=7t
intn;
while(total < *len) {
n = send(s, buf+total, bytesleft, 0);
if (n == -1) { break; }
total +=n;
bytesleft -=n;
}
*len = total; // &2 2 HIO|E & 7|Ssi{M S2FELICH
return n==-1?-1:0; // AT{A|0l| = -12, H3Al0ll= 02 S2{FLICt
}

Ol ofldlofl M si= O42{20] HIO|EIE HLi 42 2210|1 buf= XHEE B2 HEHYLIC len2 HI{o| E7I HIO|EQ| 245 B2
intof CHeh ZIE{ LT}

Ss QEIHEWSHH -12 E2{FECHerrno= send ()0l CHEH = EZ QI8 05| HFE|0] YAELICH). Lo AH|Z HEE HIO|EQ
A7t len2 Sl HrEtELICt 0] gt2 RFIH EMSIX| ob= 0l of2{20| &2t RH et HIO|EQ| =9 ZELICt sendall()2
CIOIEIE H&3H7| fISHM M S CHFXIZE QETH LAUSHH HEZ o2 0iA| L2AFE AYLICE

EEES 2lel o] g==0f Chst =& Of|F|7F 7] AELICE

char buf[10] = "Beej!";
intlen;

len = strlen(buf);
if (sendall(s, buf, &len) == -1) {
perror("sendall");
printf("QF 7 25 A %dHIO|ERF MEHELITH\N", len);

}
S AAFZ0f| mH2le| RI =ASHH 2 20| HO{E7IRQ? 2tef mizlo| 7hH Zo|Y F +4Xt=s ofEA| SiLte mZlo| ELt CHE
SHLEZL AREE AE 2MR? a-ELCH HMAIS| AlLtZ|R= FIXIH DEAFELICE 0222 Of0t: &S sioF & AL

(AZHR0]| A CIOIE] &3 HE J|ABIALIR?) REAIE LHBS LACHE A% AHEMR

bl = ol
75 EESO0|ES Easts Wi
HIERISE Ssll 2XE HI0|EIE ELi= 22 3 Eth= A3 OIF| & AYULICH SEX|ZH Rk intLt floatZ2 “O|T" Xtz & T&HE 1
SHH oG sHoFemte? R 7HX| o L&LCt.

1. sprintf()&2 g5 MM 5 HIAER Heksl HAES WEYLICE +MXHE striol()Z22 &4+E MM HIAEES CHA|

=

Ei
AR HEretL|C),
2. send()0ll GIOIEE 7t2]7|= EQIEE THEHAM #Al HIO|EE O = HEFL T

. CIO|EE =2ty A= Hio|H2| WelZ QAR EFL|CH =4Xh= CIZEFLCH

w

2| SE AAE]!

[FE0] S2HZiTH]
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>

BeejZt HEILICE "M flel Al HM WS SorgL|ch”

[2] (245t % : 0] 222 stel xj2iz2 HeULICH)

(O E2 7|8A| AZfSt7|0 oM, O] 22 st7| I3t 2t0|H2{2|S0| 0[0| ACH= S 0|2| of FHELICE OojAld A 2FIt
= o2{22te| 2t0[E2{2|E Tte= 22 I o2 20| & AYLICE J22= O3 ZPS ZH 57| Wof| 2RSS AMED
805 PE CHE 2 X2Ist=s 20| Lhe AYLICh M= O2 20| o8 SES=X =38 SAES floiA 2 E i8S o7

£ HL{7| o HAER QIALSH= K HIH MH2 HWMS Bl @ BHE £39611 {012 7|7t &lCh= ZEO0| USLICE Internet
Relay Chat (IRC)” #2 Q17t0] 2I8 4 Q= TREZS muf2 TS CHAZ0| UZBHR| ok Mgl AZst7|of otF EEELICt
J2{Lt 2z Heto| 2|k BHEo| L, BtE2 AL B2 20 H B2 S2E AX(eiths BEo| ASLICH

= I HhE: 2AA| CO[E{ (2 raw data)E E717]. 0|Z42 mf ZHh(st ) iLict. =2 Hlo|E{of| Ch3t ZOIEE P2 = 7o)
sendE s EgLICL

double d = 3490.15926535;

send(s, &d, sizeof d, 0);

[+ SIEI-OIA BIBIAR: F ;042 2RE| ZRIolLf 22327
NE CHE PEE 742 ZEEOIN St S42 olugtich) +/

A= 0|2 of2fiet Zo| E&LICt

double d;

~

recv(s, &d, sizeof d, 0); /* 2|&l--0|AlM glal

et ct—2HE 20| QI0{20|X|R? AMA, RE OFF|HIXE0| double (O[Lt CIE O|2E int)2 SYst H
QUSHHIO|E &M 2 EAlSH= 22 ofL|2t= X7t U&LICH 2] ZE&= o2 0]4] 40| glELICt (B7t—o0(AlMHo| EHe
At UX| E7tR? O Z20] o] wAl2 £ w2 gHHo| ElLICE)

tAS
=
|2l

Ll

il

A MEx], T2 780] o WRDHK]
AUNR?

ot pot

g0 2

rr o

HBIX| ORI RUEA RYX| $ALIR? FHE 25 FUX| AT R?) L2(0f|AH| 0| AELICH L2|=Ho[E S HAX|0IM
Qs dHT YA Z EEN(RIZ : pack)(E= "marshal” EE= "2 E3H I oL 121 2oj chet M2kIHe| CHE 0| §) S

"I 0|7 WA"2 2AUNtR? R2|= 0]0] htons()2| KIMIE BJAELICE IHS £E SAEQ
HIO|E M2 #HEHEs ~o| RE" 0]240] O osf5t7| #CtH)ELICH $2 i Saisr|(C|2
2ES]oF St

AL

Alo] 2o0|EZH LIERIZ
?I3ilM =4IXH= ntohs()E

x

SEXIDH M7k 2 Hofl b-H4: ERlo chsf A=
PA

H g7t Qlttn YXIe? 2FELICE J2|1 CollM O|HE X2lshs BE YHO|
7| W20 O|H2 =F MCt= 2 LYLICE (Tto|M x

s o 27t glE AYut)

Zooh U2 HO[EE YT HWACR RS QUHOZ HOEL= AYULICL OIS SO0 floatE ZFSI= S It
Zhehstn XX Estn Mg FHo| B2 oM RS 7h LI

#include <stdint.h>
uint32_t htonf(float f)

uint32_t p;
uint32_t sign;

if (f<0){sign=1,f=-f}
else {sign=0; }

p = ((((uint32_t)f)&0x7fff)<<16) | (sign<<31); // TH| 22t B

7https://en.wikipedia.org/wiki/lnternet_ReIay_Chat
8https://beej.us/guide/bgnet/examples/pack.c
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Ho

p |= (Uint32_t)(((f - (int)f) * 65536.0f))&OxFFff; // A7

return p;

float ntohf(uint32_t p)

{
float f = ((p>>16)&0x7fff); // ZIA|

f += (p&OXIfff) / 65536.0f; // A4

if ((0>>31)&0x1) == 0x1) {f = -f; } // F= HIE 2

return f;
}
2|9l ZE= floatE 32H|E =0 MEBI7| I8t Hradt FHULICE X &9 HIE(31)7t 2 R=E XMEBI7| 2l ALICE (170
S+E 90lghL|ct.) C+S 15HIE(30-16) (At 3= : YE0M= 7H|ERtn X5 oLt FE9| LA QEIZ EY) 7t floate] HA| 4=
222 NFS| 2/l L) OFX|2HC 2 H2 HES(15-0)0| 2| 2F 225 7|F5H7| fIshM KL|Ct

#include <stdio.h>

int main(void)

{
float f = 31415926, 2;
uint32_t netf;

netf = htonf(f); // "HIESI3" HAO= HSt
f2 = ntohf(netf); // &S 2[c RI{CHE H2t

printf("Original: %f\n", f);  // 3141593
printf(" Network: 0x%08X\n", netf); // 0x0003243F
printf("Unpacked: %f\n", f2);  // 3141586

return O;

—

TR BAIY, 0 BT XD ZICkS|0] wHELICH TS RXHR O] WAI2 272 HEHOR MX| Son BE HSI7t AEs| Fgtlof
et o] WS HithE SXIsHK| 2 HeLICh E3t of2i2e 9lo] om0l 24%e|

f
HIZCHH 221 7hg S o == UL (B
=}

=
== = HA
ZolM= HE 22 MHsh= 2| XS dfokete 2IOIRLITh htons()X! 9t RAR et=52 O WAO2 FAfpiL|CH)

o] EHYUE BSALY U HWHLE REA4MHE EIYS IEEE-7542 QRS BEJE OO, (YUl Aol oieEs
QAESILICE 0] ZE= NaNO|L} InfinityS M2[SHA| 4&LICE J2{Lt O K27t 7SSt a8Y 2 JASLICH)

#define pack754_32(f) (pack754((f), 32, 8))

#define pack754_64(f) (pack754((f), 64, 11))

#define unpack754_32(i) (unpack754((i), 32, 8))

#define unpack754_64(i) (unpack754((i), 64, 11))

uint64_t pack754(long double f, unsigned bits, unsigned expbits)
{

long double fnorm;

®https://en.wikipedia.org/wiki/IEEE_754
"Ohttps://beej.us/guide/bgnet/examples/ieee754.c
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S

Ho

int shift;
long long sign, exp, significand;
unsigned significandbits = bits - expbits - 1; // 2% H|E

il
Y
el
o
1€
-
{0

if (f == 0.0) return O; // £&%t 22| X{2|

[| R=E =I5t MotE AlEFefL|CH
if (f < 0) {sign = 1; fnorm = -f; }
else { sign = 0; fnorm = f; }

[/ BretE Hejol £ ojin X5 FHELICH
shift = O;

while(fnorm >= 2.0) { fnorm /= 2.0; shift++; }
while(fnorm < 1.0) { fnorm *= 2.0; shift--; }
fnorm = fnorm - 1.0;

[ H=Ro| RE2AF0| ot O|F EHS FLELICh

significand = fnorm * ((1LL<<significandbits) + 0.5f);

[/ HIO|HAE Ciot X| =2 E Lt

/] (Gt 3= : IEEE7540| M= X|~2E LM HIEQ| 2 LIEHAH,

[/ HIO|H A KL 2 4== HIO|O{ A9 A|AFS Xt Hrhgt 2HE 2| 22| X|4,

// HIO|O] A DO|2H2 HEO|O{ A Al Aot Xjof HLHZ{TIF Ol 2| X|4E LIEFHLIC))
exp = shift + ((1<<(expbits-1)) - 1); // shift + bias

1215 #E S2EHT

return (sign<<(bits-1)) | (exp<<(bits-expbits-1)) | significand:;

long double unpack754(uint64_t i, unsigned bits, unsigned expbits)

{

long double result;

long long shift;

unsigned bias;

unsigned significandbits = bits - expbits - 1; // £% HEZ Q{8 -1

if (i == 0) return 0.0;

/| B85 EOoACE

result = (i&((1LL<<significandbits)-1)); // OtAZ H2|
result /= (1LL<<significandbits); // £ SA5+FHOZ Het
result += 1.0f; // 18 CEA| C{&LICH

I XI+=525 Me2|gfct

bias = (1<<(expbits-1)) - 1;

shift = ((i>>significandbits)&((1LL<<expbits)-1)) - bias;
while(shift > 0) { result *= 2.0; shift--; }

while(shift < 0) { result /= 2.0; shift++; }

] 22Xz
result *= (i>>(bits-1))&1? -1.0: 1.0;

return result;

56

}

32H|E(O}OLE float)2t 64H|E(OIOtE double) 8 @It I{Z3t AHIfZ BHEZE 2o HEJAELICE. 2Lt bits3 79|
C|O|EIZ QA E 817|QSHA pack754() 84S X &8 £ U2 ZQUL|Ct (expbits THEO| X|$27} M7SHEl 40| X|£2
2EE ALct)
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07| A Of|A|I7t QE LT

#include <stdio.h>
#include <stdint.h> // uintN_t
#include <inttypes.h> // PRIx Of

% oot

|JJ nlln

int main(void)
{
float f = 31415926, f2;
double d = 314159265358979323, d2;
uint32_t fi;
uint64_t di;

fi = pack754_32(f);
f2 = unpack754_32(fi);

di = pack754_64(d);
d2 = unpack754_64(di);

printf("float before : %.7f\n", f);
printf("float encoded: 0x%08" PRIx32 "\n", fi);
printf(“float after : %.7f\n\n", f2);

printf("double before : %.20If\n", d);
printf("double encoded: 0x%016" PRIx64 "\n", di);
printf("double after : %.20If\n", d2);

return O;

flel ZEE offel EHE HoELICH

float before : 31415925
float encoded: 0x40490FDA
float after : 31415925

double before : 3.14159265358979311600
double encoded: 0x400921FB54442D18
double after : 3.14159265358979311600

HIIO

O2{20| 71 = = = CHE HE2 o8 sturctE ZXSH=TILICL 25| AT = structe] ZE Xof| XIREA THE
42 4 ASLICE 32|10 RS A=A MM E o Hoj| HIEY 3o ML = uAEh_ Qg Qn[EfLICt ("ol 1" "O|H Qt=| 1" E
E& 20| X|AR7te? z&ELCH N X7e Ug Wa xtH "I HREH 34 MY 00|32ATE mi2lL|ct” o] FR0l=
ofotT ofo|AZAZEQ| AROL2 ot ZL|C J2{Lt X 271e| U2 iHs| g&LICt)

-

CIA| =R 2 S0I71M, stuctE M&st7| ¢[st
E0{4dE= AQUL|CE

£|110| W2 24710l WES SEX O = HLETHCH HITHHO| =AHSHH ChA| structetof]

222 0|20 Y&6| 2 S 20[2} 42 HRULIC WHLICE 0f2}20| B U2 HlO|EIS THoH US £o1E =20| 24E
Spgote HelLIck MO HYLIch W)

Kernighanz2 Pike7} X|2 The Practice of Programming™ 04l 1SS HIE 1 U2 SIEE printf()2t RAFSt pack()@t un-
pack()g+S HEYMSLICEL T2d0f st YIS MGt AX|2 O st-E0t Mol H2 AATFEE 221010 HIZEX g1

™= T
UAELICE

Ot M7t 2 MS =S nioict HA 40| 10| S ot Ot | FeiL(Ct) (St

(The Practice of Programming2 O3 2 AQlL|
= Ao HEhg o otF ot 2 M¥ol2h= SiLIth)

= o

O] AIFOIM M ZRES HEHo| C o' of et 23S xMZste] gLk M 0|2 M 2 Ho| gloLt 283t Ac2 BelL|ch

https://beej.us/guide/url/tpop
2https://github.com/protobuf-c/protobuf-c
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mjopdat H Z2OHHE2 22 LS 517 flohM 252 A0{7t
A O

m 2t 7}l pack()=t
[AFSHEHAlO 2 ALREH 4 Ql= Serializable QIE{H|O|A S JHX| 1 UZLICH
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unpack() gf+E =elsiEZd HighL|ch Xih=

2L Bref Of2{ 20| XHAIBte| Ti2) QE2|EIS COI0|2 SHotT 41k, KRP| 282 T3S BHE7| 2lohA 7H 20| oisli4
SESH printf()2F KA 48 BIES HUYLICE 07| M7} BHE HIZI0| 200’3 0f2{ 20| I3 20| OfFA| SHSH=XI Lo
s28 Lt

EBILICE packi*(BH4s & CH2 H47} bl chard) HO| £ EHects B2 miefstel

(0l ZEE 919| pack754()&+E &=
htons()AIE g2t RASHA| S5
#include <stdio.h>
#include <ctype.h>
#include <stdarg.h>

Tn

#include <string.h>

/*

** packi16() -- 16H|EE char HIof| K& BLICE (htons()MEH)
*/

void packi16(unsigned char *buf, unsigned int i)

{

*buf++ = i>>8; *buf++ = i;

/*
** packi32() -- 32H|E
*/
void packi32(unsigned char *buf, unsigned long int i)
{

*buf++ = i>>24; *buf++ = i>>16;

*pbuf++ = i>>8;

£ char HIH0f| KZEELICE. (htonl()XZ)

*ouf++ = i;

/*
** packi64() -- 64H|EE char HHIHO|| HERILICE. (htonl() &)
*/
void packi64(unsigned char *buf, unsigned long long int i)
{

*buf++ = i>>56; *buf++ = i>>48;

*buf++ = i>>40; *buf++ = i>>32;

*buf++ = i>>24; *buf++ = i>>16;

*puf++ = i>>8; *buf++ =i;
}
/*
** unpacki16() -- 16H|E ™45 char HIH0| A E0{HL|C}. (ntohs()A
*/
int unpacki16(unsigned char *buf)
{
unsigned int i2 = ((unsigned int)buf[0]<<8) | buf[1];

inti;

/I change unsigned numbers to signed
if (i2 <= Ox7fffu) {i=i2;}
else {i = -1 - (unsigned int) (Oxffffu - i2); }

return i;

13https://beej.us/guide/bgnet/examples/packz.c

2)
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/*

** unpacku16() -- 16H|E 258l= B4+ char HIH0||A Z0{HL|CE (ntohs() M H)

*/

unsigned int unpackul16(unsigned char *buf)

{

}

/*

return ((unsigned int)buf[0]<<8) | buf[1];

*#* unpacki32() -- 32H|E H42 char HHOIA Z0{HLIC. (ntohl()AHZ)

*/

long int unpacki32(unsigned char *buf)

{

/*

** unpacku32() -- 32H|E B3 8l= M8 char HI{0| A Z0{-L|C}. (ntohl()HE)

*/

unsigned long int i2 = ((unsigned long int)buf[0]<<24) |
((unsigned long int)buf[1]<<16) |
((unsigned long int)buf[2]<<8) |
buf[3];

longinti;

/I change unsigned numbers to signed
if (i2 <= Ox7fffffffu) {i =i2;}
else {i = -1 - (long int)(Oxffffffffu - i2); }

return i;

unsigned long int unpacku32(unsigned char *buf)

{

/*

return ((unsigned long int)buf[0]<<24) |
((unsigned long int)buf[1]<<16) |
((unsigned long int)buf[2]<<8) |
buf[3];

** unpacki64() -- 32H|E H4E char HIHO|A Z0{HLICE (ntohl() M)

*/

long long int unpacki64(unsigned char *buf)

{

unsigned long long int i2 = ((unsigned long long int)buf[0]<<56) |
(unsigned long long int)buf[1]<<48) |

(unsigned long long int)buf[2]<<40) |

(unsigned long long int)buf[3]<<32) |

(unsigned long long int)buf[4]<<24) |
((unsigned long long int)buf[5]<<16) |

((unsigned long long int)buf[6]<<8) |

buf[7];

(
(
(
(

long long int i;

/I change unsigned numbers to signed

if (i2 <= Ox7fffffffffffffffu) {i =i2;}

else {i = -1 -(long long int) (Oxffffffffffffffu - i2); }

return i;
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107

108 /*
e **unpackub4() -- 64H|E 25gl= S char HIHOA ZO0{HLICE (ntohl() K )
110 */

m unsigned long long int unpacku64(unsigned char *buf)

o {

13 return ((unsigned long long int)buf[0]<<56) |
114 ((unsigned long long int)buf[1]<<48) |
s ((unsigned long long int)buf[2]<<40) |
116 ((unsigned long long int)buf[3]<<32) |
m ((unsigned long long int)buf[4]<<24) |
18 ((unsigned long long int)buf[5]<<16) |
) ((unsigned long long int)buf[6]<<8) |
120 buf[7],

121 }

122

123 /*

s ** pack() -- HIH2| A5 ZXIEO| X|Aleh A2 C|0|E{E MESLICH
125 Hok

e ** Dits [signed unsigned float string

127 T mmme- Fomm s

128 S 8| © ©
29 ** 16| h H f

o F* 32 | L d
131 k64 | q Q g
132 R = | S

133 R

wa ¥ (16HIE 229l 207t AHSOR 2XtE| ghofl 25LICt)
135 */
136

17 unsigned int pack(unsigned char *buf, char *format, ...)

138 {

139 va_list ap;

140

11 signed char c; /] 8HIE
142 unsigned char C;

143

144 int h; // 16H|E

15 unsigned int H;

146

w longint I; /] 32H|E
148 unsigned longint L;

149

150 long long int g; /| 64H|E
151 unsigned long long int Q;

152

153 float f; I RS2
154 double d;

155 long double g;

156 unsigned long long int fhold;
157

158 char *s; /] 2XtE
159 unsigned int len;

160

161 unsigned int size = 0;

162
163 va_start(ap, format);

164
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165 for(; *format != "\0'; format++) {
166 switch(*format) {
167 case 'c:// 8H|E
168 size +=1;
169 ¢ = (signed char)va_arg(ap, int); // At2d &5
170 *pbuf++ = c;
71 break;
172
73 case 'C: /[ #=gl= 8HIE
174 size +=1;
175 C = (unsigned char)va_arg(ap, unsigned int); // Xt2H &5
76 *buf++ = C;
77 break;
178
179 case 'h': // 16H|E
180 size += 2;
181 h = va_arg(ap, int);
182 packi16(buf, h);
183 buf += 2,
184 break;
185
186 case 'H': /| £38l= 16H|E
187 size += 2;
188 H = va_arg(ap, unsigned int);
189 packi16(buf, H);
190 buf += 2;
191 break;
192
193 case 'l // 32H|E
19 size +=4;
195 | = va_arg(ap, long int);
196 packi32(buf, I);
197 buf += 4;
198 break;
199
200 case 'L // 2=8l= 32H|E
201 size +=4;
202 L = va_arg(ap, unsigned long int);
203 packi32(buf, L);
204 buf += 4;
205 break;
206
207 case 'q': // 64H|E
208 size += 8;
200 q = va_arg(ap, long long int);
210 packi64(buf, q);
2n buf += 8;
212 break;
213
214 case 'Q": // —'?'—§815 64H|E
215 size += §;
216 Q = va_arg(ap, unsigned long long int);
2 packi64(buf, Q);
218 buf += 8;
219 break;
220
o case 'f: /| 544+ 16H|E
222 size += 2;
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f = (float)va_arg(ap, double); // XtIi2H &2
fhold = pack754.16(f); // IEEE 754 = gt
packi16(buf, fhold);

buf +=2;

break;

case 'd: /| 25443 32HE
size +=4;
d = va_arg(ap, double);
fhold = pack754_32(d); // IEEE 7542 Hgt
packi32(buf, fhold);
buf +=4;
break;

case ' // 82+ 64H|E
size += 8;
g = va_arg(ap, long double);
fhold = pack754_64(g); // IEEE 754= gt
packi64(buf, fhold);
buf +=8;
break;

case's" /| 2Xt&
s = va_arg(ap, char*);
len = strlen(s);
size +=len + 2;
packi16(buf, len);

buf +=2;
memcpy (buf, s, len);
buf += len;
break;
}
}
va_end(ap);
return size;
}
/*

** unpack() -- gAlet 2XHE0| X FdH== HIHof| Hlo|EE Z0{s&LICH
k%

** pits |signed unsigned float string

*k  _____ e

8| ¢ C

¥ 16| h H f

** 32| | L d
** 64| q Q g
*x = s

k%
**(EXE2 MEE Zolof 2H8HA =EEILICE 2Lt s 9| 2fof [T Z0|
*/

void unpack(unsigned char *buf, char *format, ...)

{

va_list ap;

signed char *c; /| 8HIE
unsigned char *C;

i

62



310

3n

312

313

314

315

316

317

318

319

CHAPTER 7. 7t ngAR J|&
int *h; /[ 16HIE
unsigned int *H;
long int *I; /| 32H|IE
unsigned long int *L;
long long int *q; /| 64H|IE
unsigned long long int *Q;
float *f; /| 22

double *d;
long double *g;
unsigned long long int fhold;

char *s;

unsigned int len, maxstrlen=0, count;

va_start(ap, format);

for(; *format != "\0'; format++) {
switch(*format) {
case 'c:// 8H|E
¢ = va_arg(ap, signed char*);

if (*buf <= 0x7f) { *c = *buf;} // F=E CtA| 2RILICH
else { *c = -1 - (unsigned char)(0xffu - *buf); }

buf++;
break;

case 'C" /| £58l= 8HIE

C = va_arg(ap, unsigned char*);

*C = *puf++;
break;

case 'h": // 16H|E
h = va_arg(ap, int*);
*h = unpacki16(buf);
buf +=2;
break;

case 'H'": /| £S8l= 16HIE
H = va_arg(ap, unsigned int*);
*H = unpacku16(buf);
buf +=2;
break;

case 'l // 32H|E
| = va_arg(ap, long int*);
*| = unpacki32(buf);
buf +=4;
break;

case 'L // 2=3l= 32H|E

L = va_arg(ap, unsigned long int*);

*L = unpacku32(buf);
buf += 4;
break;
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}

S

Ho

case 'q': // 64H|E
q = va_arg(ap, long long int*);
*q = unpacki64(buf);
buf +=8;
break;

case 'Q": /| #=8l= 64H|E
Q = va_arg(ap, unsigned long long int*);
*Q = unpacku64(buf);
buf +=8;
break;

case 'f: /| R824+
f = va_arg(ap, float*);
fhold = unpacku16(buf);
*f = unpack754_16(fhold);
buf +=2;
break;

case 'd:// 32H|E E54A4H
d = va_arg(ap, double*);
fhold = unpacku32(buf);
*d = unpack754_32(fhold);
buf += 4;
break;

case 'd:// G4H|E BE5AH
g = va_arg(ap, long double*);
fhold = unpacku64(buf);
*g = unpack754_64(fhold);
buf +=8;
break;

case 's" /| 2XI&
s = va_arg(ap, char*);
len = unpacku16(buf);
buf +=2;
if (maxstrlen > 0 && len >= maxstrlen) count = maxstrlen - 1;
else count = len;
memcpy(s, buf, count);
s[count] ='\0";
buf += len;
break;

default:
if (isdigit(*format)) { // Z[CH 2XtE Z0|E 7|SLLIC
maxstrlen = maxstrlen * 10 + (*format-'0');

if (lisdigit(*format)) maxstrlen = 0;

va_end(ap);

64
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02|10 99| IEE At T2 0| 0f7|0f UELICH 0| T2 bufof 247t CIO|EIS EEFSH 5 ChA| 40l Bo{EALICE

unpack()2 At 7HHS= §E te ZR(FA XIFAL"s") I QUS UX|317| 2IshM 965" XY Z|TH Z0|E ol E0I=

20| wYsitt= A2 7|fstMle. UWEIE Sl U2 H0[EE 2015 Woll= F2lchor LTt 2fo|Xol AHgXIIt of2{ 22
M2—IE S| ff6iM 2Ae/Xoz FYE IS B = ASLICH

#include <stdio.h>

/] B5 247 Hol Clerst B0 #F
[/ OF7|=IN B2 CHELIC
typedef float float32_t;

typedef double float64._t;

int main(void)
{
unsigned char buf[1024];
int8_t magic;
int16_t monkeycount;
int32_t altitude;
float32_t absurdityfactor;
char *s = "Great unmitigated Zot! You've found the Runestaff!";
char s2[96];
int16_t packetsize, ps2;

packetsize = pack(buf, "chhlsf", (int8_t)'B', (int16_t)0, (int16_t)37,
(int32_t)-5, s, (float32_t)-3490.6677);
packi16(buf+1, packetsize); // AZ2 ?/ol| THZ! AFO|ZE THZ10||

o

OfFLICt
printf("packet is %" PRId32 " bytes\n", packetsize);

unpack(buf, "chhl96sf", &magic, &ps2, &monkeycount, &altitude, s2,
&absurdityfactor);

printf("'%c' %" PRId32" %" PRId16 " %" PRId32
"\"%s\" %f\n", magic, ps2, monkeycount,
altitude, s2, absurdityfactor);

return O;
}
02{20| 2 Q= =S M CHE AIZ0| ZHdst 48 M7, DfH ZH HIEE 502 ZFSV|ECh= IS A Toth7] IshAM
LEPHQ| H0|E THE REIS AFE3l= 20| E2 SatLICt
HO|ES ZAE mof M7 22 HA2 2AUNK? OfF F2 HRYLICL CRYS|E RFC 4506™, 2% HIO[E EX EZO|
2SAHI He, HIE S CrAe X H0| ChoilM 0|T HAIS HOlBfL|Ct. BHof HIO|EIS ZH X2|g HMzto|2tH 0| WS E45t=
Ng EELICE J2{Lt BEEA] T2H0f hi= 242 OFELICH T3 ZES0| & 2ol X|7|12 M = A2 OFelL|ct 2|43 XM= X
o+2 Zol2tn MzbstLCt
OftE Z R0, G|O|EIE HELi7| Hoj| QIZEdH= 20| 82 LUUC.
7.6 Y OIoE Hast
OtRE HIO|E Pt’“‘”i o|0jsts A2 FRNLMK? 7+E Tt ZR 2AU2 of2120| CIO|E{of ofzte| A8 FHELL ozl 20|

Z2ERFEH 801|E‘I =Cth= %o| Lok

SlICi7H O kS Sk QUOJOF E7R? AMM Of2{Eo ZZMES

me

L7 flsiA 2R8It =77l= 0t 0| G|o|E{H E LT,

o

b Y ofedst o|0F7|YLIC.

M nhttps://beej.us/guide/bgnet/examples/pack2.c
Bhttps://tools.ietf.org/html/rfc4506
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EALICH OIS SXIB SOCK_STREAME LSSt CIF ARXH Cifst T2 0| QICIT BAICE Bt ALSXIZ} 27} 22f3icts, &
R2e| Hii7t MH{ol) HLE0{0f BLICL RUS YRR, 22/ 7} YRR IHYLIC,

O477HXl= EOH2 LTt "2 2i0| 2X|QI7tR?"Et K2E2 HEY AYLICh

2xlE HIAIX|7F 7HE 2ol 2 UCH= MULICH “Tom"0l2H= A
“Hey guys what is up?"0[2t1 2gt 4= QU&L|CY,

0
Rl
N
z
o
ngt
e

A1 “Benjamin”0|2H= EECHE AFXETE

J20| S0RECHZ S20|AE0H|A| send()eHt BFAILE Of2{=2 £& Atz AERI2 of2fet Zg AULICH

tomHiBenjaminHeyguyswhatisup?

o2 Al AL Tt S2t0|AHETOEA| ot TAIX|Q] AlZf2t B2 & 4= UES7R? JECHH ZE HIAXIIL ZE ?E'OIEZJEE&E

2|7t 723t sendall() BHE 2 TEY £ US HYLICEL T2{LE A St HAZS H|s| ELICH “tom”0] "Hi"2t

Ust= AUS QJ3liA 1024HI0|ES send()Stn A K| 242 HLICt

JeiM 2le HlolHE =2 dlciet mEl fxol| WEsieLch.  Z2io|ES M R O] H|o|EE O{EAH ZEstn
E0{LH=X|(HHE “marshal”2t “unmarshal” 0|2t REC}) LUJYSLICE XZ ol ERe= iX[gt 22|= S20|HES}

MEH7} O A EAMBH=XIE Holste T2EZS Molsta{ 1 stuUELIC

X322 AL8Xtel 01E0| '\O'OE MEE DHE 8749 2Xt2ta 7 EAICE 0B = AT 1287 2At2 F-4E|= 7HHZ0| "El2tn
SHAICE. O] Aol M £ 4= = oflF T2l RS HTEAICH

1. len (1HIO|E, £= gi2)—IiZle| HA| Z0|, 8HIO|EQ| ALEX} O| S} CHS} C|O|E{2] ZI0|E 4T
2. name (8 HIO|E)—AIEXI2| 0|5, HR%t Z< 00| HCHEL|CE

3. chatdata (nH}O|E)—ClOIE] XA, Z|Ci 128HIO|E. THZI2| ZO|= O] HO|E{Q| Z0[0| 85 C{Tt g2 Ak|o{o}
BILICH(fI0IM A=t 0|F HEQ| Z0))

LA} 8H10|E24128H10|E8 HES| 20| RO M
oot BHIOIEL Of2i WROl= X3 R 0JE4E
4+ QAL Meie of2io] gLt

(i

1, 5261 2 0lzt w2ct. 22
015 TEo| Lol 3080|ELL T Ztos MEs

oy rot
=
Jo
N
o
ol
rot
d
5
rr am
%
rot
=
n 4o
rr
N OEQ

212l Izl FOIE AF8dt= A HM IiZl2 ofefiet 22 FEE THE 4 UELIC (16T OtAT| ZEZ HA|E|USLICE)

OA 746F6D0000000000 4869
(Zol) Tom () Hi

aal R AL PSR

18 42656E6AB616D696E 48657920677579732077 ...
(o) Benjamin Hey guys w..

(20l B2 UIE?IT HO|E M2 7IB5/0f USLITE 0 32 Z0[7} EHY BlO|E0|02 T310| FRSIXIE BiNE, YstHozE
Of2}2o] 1Z00] Rl BE 0fF B47t HET BIOIE AN JISEIS 2 HYLICH)

O| HIO|HE B fj of2{22
=310

| A ®MAIEl sendall()2t H|XSE &5 & 4= JSLICE I
send()E o8] H = &6} g

2lof PN t

tO] QU0 2E H|O|E{7t TEE|= AS &MY 4= AELICH

OFEEZEX|2 O] HO[HE /S moll = ofztol Z=7bxQl &f¢do| sttt of CIO|EE #e molz 22Xl W2(HE S0
=]

s =01 ¢
HIXIIOZHE] recv()2 22 20| “18 42 65 6E 6A"EY £ JAFLICL)S 22 JIsHE SO0 FOokLICh HA| mzls 2He
Li7tx] recv()E B X Q2 = ES|{0f BLCt.

J2Lt of @ sHorete? 2= TAI0] fHIE|7| 2IdiA HOtoF 3h= HIO|ES| & M-8 LNQUELICE M7t miAIe| AF0f
E0{A7| HH2YLICL R2|= ot mi2lo] X[Cf 237|711 + 8 + 128, = 137H[0|Edt= XS LJAHLICE (RE17H 2HA FlRo|

mE L)

G7|0IME R 7K A= 22 & £ AFLICE ZE T3U0| 20| YEZ ARTits WS Y0ACE 2 1319| ZO|E 27| 2I31M
recv()& =&Y = AFLICE. T2 LO|E JHX|1 UALH HA| M2l 2E WX 2 Z0IE HABIHAM recv() S(0H0IE
HEXMOZ) oESH= AYLICE 0] Halo| HH2 stLtel IHZIS B0 S28t 27|19 HEHF oM FLh= 0|1, HE2 2=
CIOIEE 27| 2I31M recv()E 2|4 F H = ECHOF = ZLICE
CHE SN2 recv()2 =&Y M o TH3lQ| Ao 27|2HFS HACHD XIFst= AYLICE 2 =0f 2 A2 E HI2| FZ0f WotEn,
IHZI0| 2HYE|RA=X] =QIRILICE S8 TS IiZle YR E BE £ A28 2 IS 2ot 22| 70| 2Lt

S2o HIES MAsIH ELICh 0o|AR2 A0 =ASH=MHZ M7gst= 2ol At =Y

0| %3 = 7Hef mizlE E7(of
7
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XZE recv() M2 Wiotot IS 2 HI{of| 20|10 TiZ0] AYE|U=X| elgfL|Tt. HIo|| &2l HIO|EQ| =T} Si|EH o
YAIE ZO|=CE BAL; Z2X] 2QIpChs SRULICHAIER sliCofl sliE XHe| Zo|7t ZHE|X] teEZ +13 S{oFsiTt). Bref
A

= Ls—— I_—|
HIQ| HIO|E =7} 120t MOHH E2 212 2HEE|X| 942 AULIC ot 0] Z2 HIHO| K HIO|ES AOISQICtY s a2
Ma||7|Zto|2 2 OIS 2okt X2

]

of
=
2
ot
-

n
fLus

710 2bYEH 222 DU R O 20| flots LS & = UAFLICE WS ABSIAHLE, OIS o222l 2 TN JMAY
+ AFLICE

! OFZ {EI£0| O{X|2{271R? 07| AEHK|Q| & Hilf £20| LELICE B2 recv()ZEZ B INZIE HOM = 22 A0S
7h AELICE = Z o] StLtol 2HEp IfZlat L THZlS| ST RE0| /S = UCh= AULICE M7 |H. (22{Lt 0l FRE
X2|st7| fleiAM o2l A HIHE F 7ol IS B0 Z2¢ 37| = TS0fE HYLICE)

M uzlol ZO|E JlIHE Sl U0 = HI{o]| QA= HIO|ELQ| 5 A5t QOO 2, MHS 3| A 2 I A= HIOIE S H
207+ ChE (012t E) H9' o 2olli= 2AE 2 TN HAHEtn 2EXI

| SSHUEK] Al = ABLICE A EHW IS X2
T B IiZlS HIHe| AZO R FAM CF2 recv()E X2l FHIE & = ABL

(S o212 & LRE FEHel & H I2lS Y HIo| dEe 2 F7|= Aol AlZho| Z2(1, 2y
- ol

AYLICE CHE SXS0IAIE 2YSHIE, 2 HIoj| thst =2l= o] 2
A

ot of M2 IELICE A oA HTtn TYSLICE £ AN=zE JRFSUCE X 250 Bt Q&lX|gkor 25E

7.7 HECI|AE(Broadcast) Il2! — Hello, World!

XIZ7HX| 0] SHHMOIME HIOIEE stLte] SAEO|M CIE SAERE Hilli= ofl oA O|op7 | J2{Lt MEst Asto] QICHA
ot #of| of2] SAEH XIS =i 4= UCH
UDP(TCP= ¢t EL|ChHet EFE IPv40iM 0|3‘JS HZEI|AE!(Broadcasting)O|2t= DHFLIZQE JHsELICE  IPvBOl|A

HEEHARIS X/AEX] oM, O &9l 7|&2l HEIFHAE! (Multicasting)S AFEsHOF BILICE J2{Lt o|tHoll= 240 CHaA
CHEX| ohS 2YLct HYEHE Oj2Hol| cisiM= 1”._* O[OF7[RFAIL}. 22| 32H|E2] BRHof| ZHASLICE

A7 JRiLE AN HRCHAYS ASE S GALICH HET0| HRCIHAE 212 Hast7| Mol SO_BROADCAST A3
S92 ATHOF BILICE. 0122 DIAIY AR A9IX|0l HOHEL B2tAS QiR HQlLICk 193 Y2ist =R SQLICY,
OFRE ZIXSHA| TOHAIB HREHAE TZIS M Ao IOl MELICH HESHAE WIS We DE LML ¥4
1 HlolE7} of ZES SHX|R A=K Lohh7| SIcHAl TS| GlOJE BT AB0lRts YWATS WAL} BiCH= Hol
HIZ JZQILICH D% S13 Lt S0IoF AIAHIS HO[ES ZEO ZHSX ofLiY TAIKIS ZEELICE o 29 Oue
SECIHAE IS B 242te) FR0IA 2 B0l D, HEo| B FAISO| HLAT KIS B 4 ABLICE HY S| XS Aol
LISES o 34| LESIT RO et o] 0f21 20|k

R}, DY0| 1S Bl Ol Of2] WHO| S 4 UOL| BT JICIIZAICE (SR 5 : MYl S5) &2, RA 2 £5o0| T}
2797 WUR 10| 7HES 471 Loj iz o] ASTHQ? 2|1 HREHAE IS HLhs Lo of2f ol USHe?
S| SRR O|HQILITH OfFH| HEEHAE HAXIS) SHX| FAS KW 4 AS7HQ? £ JHo| Lstsiol wio| LT

1. GOIEIS 5% Keidel SREAAE F2 UL, OAR Foo| OF B £ U5 2 YBE 4l =R

FAQULICE o|E £0f M2 HES|3= TollA 192.168.1.00| 11 YlotA T = 255.255.255.0R)L|Ct. {22 FA9| OFX|af
HIO|EZ} ZAE ‘1‘|*°'L|Ef(':1'UV\:’01| w2k 34 Ml HHO|E7H HIE 4:’ F20[7| WhEYLICH. J2HEZ Xl EREIHAE
FA= 1921681.255 ULl RHAONME ifconfig BHO| 0] ZE FEE F AYLICL (3¢ 22 flot HAHH

BECHAE FAE 2| S8t HIEEIS| RS LRI HS OR (NOT YOAZ)RILIC) ORfEE 0] Z5e
SECHAE IS 2 UEYD # OILIZ 212 UEHIOIE B 4 ASLICH T2t o] Z2 SHX|S) 2ALET} IS

Cl
FAIE 7Hs4o| ZXZLICE (0| IS FAISHK] tH SHXI HREIHAE SHE DTHSHH W& = AELICE)

= o4

-

2. HO|HE "M EEEIHAE FAZE HHL|CE 0|22 255.255.255.255, & INADDR_BROADCASTL}. H2 ZX|E2
01218 AHEOZ C2fio| LIERT Mot HEEH] ANDRIA SiA] LIEYS BZEHAE FAR Wizt et 2Lt
U I 5K 242 HYLICH IS FAIHER CHELICL UMOIAE 2RESS 0l SRS HRCHAE WS 22

HEY3 LHZ M&6IX| gk5LICE
SO_BROADCAST A2l M& X|H6IX| ot HEEIWAE A0 H|O|HE ELH2{ 10 51 ofF o| MZnte? K|t 80t
talker®t listener £ A&si2 10 & 0| MI|=X] FAICH

$ talker 192.168.1.2 foo
sent 3 bytes to 192.168.1.2
$ talker 192.168.1.255 foo
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sendto: Permission denied
$ talker 255.255.255.255 foo
sendto: Permission denied

H2 EX| 2 Y2AULICE. SO_BROADCASTS HHIX| 47| MEYULICE S o Flol= Rdk= 3 O{LI0E sendto()E &
+ AFLICE

Atd O7i0| EREIHAEES & 4 Q= UDP S8ZEI33 X o2 S8l YU xto|ct. J2{Lt 2EHEl talker
22m200| SO_BROADCAST A%l M8 MEsl= HES st 2J18EAICt. 0| Z2OME broadcaster.c’®2td £
ALCH

/*

** proadcaster.c -- talker.c?t Z2 H|0|E| 0 S2t0|HE, Ciot

e Ol ZZ M2 HIREIHAEES o 4= QIELICE

&/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define SERVERPORT 4950 // AF2XIS0| &

et
H
[m

int main(int argc, char *argv[])
{
int sockfd;
struct sockaddr_in their_addr; // HZXtConnector)2| F=4 HE
struct hostent *he;
int numbytes;
int broadcast = 1;
/Ichar broadcast = '1'; /| SXI6IX| YOH O|ZHE M BN

if (argc != 3) {
fprintf(stderr,"usage: broadcaster hostname message\n");
exit(1);

}

if ((he=gethostbyname(argv[1])) == NULL) { // SAE HEE gtopgL|Ct
perror("gethostbyname");
exit(1);

}

if ((sockfd = socket(AF_INET, SOCK_DGRAM, 0)) == -1) {
perror("socket");
exit(1);

}

/| 0| SZ0| EECIHAE T3S HYH 2 QA QHSL|C}
if (setsockopt(sockfd, SOL_SOCKET, SO_BROADCAST, &broadcast,
sizeof broadcast) == -1) {
perror("setsockopt (SO_BROADCAST)");
exit(1);

'®https://beej.us/guide/bgnet/examples/broadcaster.c
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their_addr.sin_family = AF_INET; // SAE HIO|E &=
their_addr.sin_port = htons(SERVERPORT); // <=, HEQ|= HIO|E &M
their_addr.sin_addr = *((struct in_addr *)he->h_addr);
memset(their_addr.sin_zero, '\0', sizeof their_addr.sin_zero);

if ((numbytes=sendto(sockfd, argv[2], strlen(argv[2]), O
(struct sockaddr *)&their_addr, sizeof their addr)) ==-1){
perror("sendto");
exit(1);
}

printf("sent %d bytes to %s\n", numbytes,
inet_ntoa(their_addr.sin_addr));

close(sockfd);

return O;

ol Z2Iu "Est" UDP 22f0|2IE/MHS| A0l o xfo|7} 2IS7tR? O ZE SlELIC (0] FLol= S2tolAET}
HREFAE THEIS B 4 QICHs HES IS AQH OREIZFRIR 0|F0] 91t UDP listenerS 3 A10j| 415111 C+2 &0 broad-
casters MESHAIR. 2{0llA Mot ME0| 43E AALICE

$ broadcaster 192.168.1.2 foo

sent 3 bytes to 192.168.1.2

$ broadcaster 192.168.1.255 foo
sent 3 bytes to 192.168.1.255

$ broadcaster 255.255.255.255 foo
sent 3 bytes to 255.255.255.255

listener7t =415t IHZl0] BHS3h= S % 2= QOJoF LT, (2Hf listener?} BHSSEX| Q=L 2 240] IPvEFA0| HEEO|A T3
= USLICE listener.c2| AF_INET6E AF_INETZE HFY A IPv4E ZHSHEMR.)

Xt 67 (MR = &5 MO|UAELICE 22{Lt H2{20] 7t CHE EX| T 22 HIESRI30]| A= AollM listenerE &&sHA 2} Zhx|of|
1704 AR H| 3t 20]| broadcasterdl HEEHAE FAE E1 CIA| MASHEAICE sendto()E oF HTH HAMZ0= F JH2
listener 257t T2l S H&LICH SIX|H KR!

2tof listenerZt AAE 2l FX[Q| ofo|m| FAE FHX| 2 LSE OB = T ER2ENAE FAZ H O|0|B = EX| RStChH
Ot e 0| ZHX|0f AN THZAIS 20 S AL (1 HB Pat, Bapper. O|Z| ®| 42 ZE7t SEHX| §b2 4= U= 0lREt=

A LIECH HA] THEORE A D0RR. QHLIMO| o222 AFSHUCD YX| K. HEZ O] 220 HASLICE)

CA| ZtX| ot H2 EFHA E THZIS CHE ol = TSk, LAN(ZAL 3 : Local Area Network) Of Q= 2 &HX|S0| recvfrom()
3 oot Aztelo] IS Malsof stEE FA| ARE UESRIT0 MYt 2615 & + JUSLICE EEEFHAE THAL BHEA|
ZtBAe 2|0 MESE AS0]| AT A0{0F BiL|CE
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o] S A S 2 o{C|M &2 = ASNR?

o2 22| A|AH0| sf|C{mtiol ICHH ofotE 1710] HRtX| b2 AULICH AF2E0l ZEiEC| MEME &SI Q. WindowsE
2|8l A8t QUCHH #Hinclude <winsock.h>2F 6 ElL|CE

bind()7I “Address already in use” £ E115}H o{2| sjofsiLiR?

2| A A20]| setsockopt()E SO_REUSEADDREM 2t &7H| AtEsHOF ZLICE. Olix|7 ZRStEHH bind()ofl 2ot Eat select()ol
S ISR

AAg0f| H2 Ao RES A oB{H o{YH sHofsiLiR?

netstatE AFSSHMIR. 2X% HE0f| ChshA = man S & s{of 5HX| 2 Oof2et 20| IFH T ofzte] R8% &3S S 4= USLICH
$ netstat

HIZ2 ot AZl0] ofE T2 AL YLEX| YotlE AALICE :-)

2t HI0|SS He{H o{YH| slo}siLia?

routeHZH(CH7HS| 2|5 A EX|O|A /sbinof| QJCH S AHSIMQ. OIL|H netstat -r HHS MEMSIHR. =2 ip route HHY =
UELICE

ZFE{7} stLigtoll RACHH 02| S2to|HES}f M ZEIAMS MAMSILIR? UEST T2 WS ZHst2{H L E9|37t lojof st
ZopLste?

O2{20l| A= CHlS| 1 AFMA EX|7H Do X2|ED HEXS FIEQl A ot 2o H|EQ|S “HHK|"E FHFLICE (01A
2t2& E|0|20]|M “lo"2t= |§ E HA|E|= QIE{m|O|AQIL|CE)

rlo

O{2{&20| “goat”2h= 0|22| k|0l 2OQICt BHA|CE Z2to|HEES stLtol Hof A
OFL|H MHE S22 =0f|A AEStI(“server &) ELEF0I°1E§ Z2 & Ct. 2l ZX|= o42{&20] client goatet
client localhost("localhost”= G{2{&22| /etc/hostsItU0l| Ho|=[0f JYS HYLICE) T ofH ZO|E & =+ UA 8l & Zo|
HIERI3 8I0|= M2} CHRlSH= S2I0|¢E T2 OMS Al = JUS AL

M HYSID MHE THE HOjlA AABTAICE
Al

=2
x

o X
ogt 0
ot

ZHEHS| 2SR HIER S Qlis THY FXI0IAM ZEE HAS| fI8HM 2

i
e
oY
et
e
fo
rr
£Q
>
i
il

"ping” SE2|E|S DHS2{™ o{HH| SHOFSILIR? ICMPE 29121712 raw 2213} SOCK_RAW 0| LHSHAM = ofCloj|M Cf YotE £
Usna?

raw AZl0f Ci$t 2E Z22 W. Richard Stevens' UNIX Network Programming books OlA B2 HS £ UAELICE Est
2aoloz AMR 7Hs 3 Stevens’ UNIX Network Programming source codeOilAl ping/ SHRICIZIE(Z|S AN Q.

connect()0f| CHEt M[EtAIZHS WASIHLL TS 5= ASnia?

1http://www.unpbook.com/src.html
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min

W. Richard StevensO| G{2{20{7| £ = U= b Yot @2 E2|= A, UNIX Network Programming source code?)
lib/connect_nonb.c? £ QHLISHE2|ZLICY.
2F2 socket()22 A MBS OHE 2 = E2ZQ
ZA| -12 gighet 240|1 errno= EINPROGRESSE M E =
M7| Hetol| 25 HoHAM of2{20] /st MetAZts X[™sHH EL|ch AI’ P—Wi ”**”$}II O™ connect() 0| 2RE|UCH=s

ofo|ct. o] A|[™ol|A getsockopt()S SO_ERRORS M1t &t S =3s{A| connect()=
242 00|0{of BfL|Ct.

2U0IM = THERX| 2 2B 2B ORI 7H HROICHH Stevens?| ZEE HUSHAIR.

Windowsg 2I5i 2E5}2{H 0o{27 siLtR?

WX A=RE MHTt = 2l5ALE BSDE 2X5HM K. };-). AW O HeE= i, TR RTRR0|M UES|E 2%t B2
AHEN Q.

Solaris/SunOSOIA] 2EsI2{H OHH| SiLiR? HIIYUS A=sHH 2% Y 2FIH S 4

A ofl2{= SunAte| EX|S0| AISHOE AZl 2to|HR2|E Z TS| ot7| W20]| Lt Ch HAIAS fidiM= TSl So-
laris/SUnOSE 2let E 2 & mstH .

9l select()7t A|I2'ES Lo MjsiLIR?

Alade ScEl AJAE 20| errnoZ EINTRZ dHstn -12 Htetst| BHELICL  sigaction()22 Al HE2E HHotH
SA_RESTART Za12 M&E 2 Ql=r| 0|Z0] tc'!oHt.'Z*S(Interrupted) A|AH 20| ZHFHE(A| 3 & AJLICH

ERARIO 0f21 HAI0| & KHSeH 242 OFEILICK (SR 35 : AIARE/QIE{ZM T} 21T X2l AIASIOIC} CHZ 4 UALICH)
Rt MSBHE HZHE gotoRS M WHQILICE B2 01200] DS OFF MBSLI 8 4 QX8 &orstct,

select_restart:
if ((err = select(fdmax+1, &readfds, NULL, NULL, NULL)) == -1) {
if (errno == EINTR) {
[/ O A|220| R2[0f|#| JEHES AUAFLICE 22 L] RYA|ZFetL|CH

goto select_restart;

}
[ T TR = 7| M A2 Lt
perror("select");

-

=2 0{7|0lM gotoE £ Q= YELICL XIS Qs CHE 128 &
MZFBHL|CE (Xt 3= HALL| QAN 27514l HX= gotomE M= Y

recv()0ll CHEt = Z=0i] AlZEA[E

uio
3

8ol2{H ofZ7 sliofsiLiR?

select()E AH&3t2H 1210] 2{01S0[2{= A2 AHXIo| AlZHAet Di7HHES~E XI-e 4 AA| siFLICE ofLH 2E 7|SE ofzlet
7+0| o|>L|-°| ol'/\ JPM} _J'\_ o|§L||:|..

#include <unistd.h>

#include <sys/time.h>

#include <sys/types.h>

#include <sys/socket.h>

int recvtimeout(int s, char *buf, int len, int timeout)
{

fd_set fds;

intn;

struct timeval tv;

Zhttp://www.unpbook.com/src.html
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[/ o At Ee Y

FD_ZERO(&fds);
FD_SET(s, &fds);

[/ AZEHEHS 213t timeval 2| MM
tv.tv_sec = timeout;
tv.tv_usec = O;

// ClIO[E & 2t7ALt AlZHo| ZnbE wi7kx| Z|ChzICt
= select(s+1, &fds, NULL, NULL, &tv);

if (n == 0) return -2; // timeout!

if (n == -1) return -1; // error

[/ 710l ClIO|E{7F QLojoFetL|ct. a2{L| HWHst recv()E ELICH
return recv(s, buf, len, 0);

/[ recvtimeout()ol| CHet S 2 Of|A|
n = recvtimeout(s, buf, sizeof buf, 10); // A|ZtX|[2H 10X

if (n==-1){
/| 2FI LERELICH
perror("recvtimeout");
}
else if (n == -2) {
[ MZYO| ZEIbE| A& LT
}else {
/[ HIHO|| T|O|E{7} SOIRUELICE

SSHMIR. ff 00| OFLIX| 238t71R7? recv()7H {AX| HZEO| 23RS
A0, 12 "F"E QOIFLICE JaM XM AMZENE J127|= U422

[

recvtimeout()0| A|Ztx1t #E0j|M -28 S2{ECH= Hof|
A

-28 M&LICh
2700]| clo|E{E 2LH7| Hofl = stst7Lt Y=t o€ sHolstLta?

= 4% 25 SILE= SSL (secure sockets layer)2 ARS3HE ZiQILICh, J2iLt I242 o] ohiAe)
2|2 HOJLLICH (O B2 M7 BRste! OpenSSL ZEZHE3E Solsti|R.)

2Lt 2hoF o422 0] RATHO| §AXT|LE st HAIE TSALE M 20 HLHH, 02122 H0|E|7H oF & ALo[oi|M FaliT HAS
HECH= HE W2SHEMR. 2t TAl= HIOIEE SHet Y- O =2 HhgL(CE
1. MH7HH|O[HE Ti (= THE A)olM SIS YLICH

)oi
2. Mbi7t HIO|EIS Qs al/ReILICHofzI20] o BAIS Z7tetLch
3. A7t 2k=3tE HolElS send(2LICt

1. 22t0|AET} S HIOIEE recv() LTt
2. 2EH0|UET} LIO|EE ==/ Y= BLICH0220] O EHAIE F7HefLICh
3. S2H0|UET} CIO|EE Tt (£ CHE )0l HLIT

Bio} @it ISBIE D B A20[2HR S TN SORICHS M JIMSAIR. o) (B : A4 A YRE|0{o} BHLICE)

SEHO|AET MH7F HE ZYS MOZ HPZ +-st7|2 BICHH 012{20] L0t B2 THAIE #7151 CIOIE = RARS| 22ty
ZAYLC.

3https://www.openssl.org/


https://www.openssl.org/

1‘:'§ 0131—E-OI 1°| FEEZ MT| 2eiA & Y2 HO|EIE UIEYT0A i1 ELh= RES| 7 XM S ROHHA L3S st

“PF_INET"0] A% SEdt=0 FA0U7IR? AF_INETS} 217} A302?
&L 2AI7E AELICE XEMISHAFE2 socket()oll Tt EE EHSHH L.
E2}0|AEAIM & HUES WOLA HASH= AHE ofLH UELIR?

2312 Slohi 220l connectosar send() S0l HZE close() H2[BITKD FFEHBAICE (5 22H0IIET} HHS B g4
S |
2

1. M0l connect()
2. send("/sbin/ls > /tmp/client.out")
3. HZo| gt close() A2

BHH A= CO|E{ S 2OokM AdetL|Ct.

1. Sclo|AHEL| HZ QH0|| Lt accept()
2. Y S| Chet recv(str)
3. ¢Zol chst close()
4. BHES HASY| 2I8HM system(str)
FOI5IM|R! SEI0|HET Yst= e MH{7F Adstch= A2
f of2{ 22| AFSRE FAUTH e 4 CH= 90| LICt 212 oix[olA Z2I0|HETL “rm -rf ~"E EUiH 0E
AHo| 7HEl RE WS MY AJL|CH
J2{L| of2{ 20| HAHSICHH oHHSICH D &ASH= H JH2| R E2IE|, 0llE S0 foobar 2/2| ZAS Z2I0|AET MHSIX| RS E oh=
o] E&LCE
if (Istrncmp(str, "foobar", 6)) {
sprintf(sysstr, "%s > /tmp/server.out", str);

system(sysstr);
}
J2iLt Es|= O|HTeZ2E ofFs| UHTLICE. S2t0|HETL “foobar; rm -rf ~" & UTICIH {EAH| Ete? JHa orHst
drAle HFO| If7fH0l| S0{7t= XL FEXL ot B E EXHERSICHHE S EXHE) ool 2 (“\") X8 20l= AYLIC

HAICHA|T] 2oH2 S2f0|AETF B S MH7h A3t oo 2 2H|7H LIct

M7t 2 2 cllolEE Ei=Ell recv()E SHE™ SHHO|| 536HI0|ELL 1460HI0|E 4Tt WOl ZLICt. J2iL} 0|HE 2 FA|oIM
A&SHH o tHoj| 2 Ci|o[ES 'HokZLICE. 2ff o Zi1vR?

MTUO| 2ot ZLITt 0|2 E2|AI50| ME7tsSt Ao 27|YLICE 22 FX[o|ME SLM FX|E M7(0| 8KLE 11 0|49
37| = 2H|GI0| LHE == AFLITE J2{L} O[O ME SIS &6l 150080 E7F SHAIYLICE Z-S $0HH (AFEIIXIZ S E

ZBI5})576HI0| E7t BHAIILICE

UCH D= Ho|E{ 7t M El“%% ShAlg| sffoftLICt, (XEMISH MEEsendall() B2 IHS &QIsiMR.) A0 & EAS0
SHAISICHH R E IHIOIE'IE 2 A W7t recv()E S E LHE0IA = ZdHOF BiL|Ct

L3
ru|n

042 1| recv()ZES Soff & WIS 45k ol Chal AbMlet FE7H Hasitte 2t o|ofE Hast BE HIstML.

Ne 2= BX|E MA fork()AMIAE $Z0] 2111 struct sigactionZ2 ZT QiELICE OfHH| s{ofsiLt?

0|Zd0| UCHH T2 AHntuziet 3| U= POSIX 2H0|E22(0]| A2 &‘?:.I-IEP Mz 2= FAIE 7K AUX| 2B = 10 Th
Heltt e £ o YELITh J2{LE 7|H8h7| 2= O0|22ATETL POSIX 2 AES THEAL fork() = 7710] AS AL
(0™ sigaction AS AYLICL) (FAF=: 22U EROM= % 29| M2l Z Feld| ne

2 A83h= 20| 23t 21t Fe

=

I'II'

(e

o Lt2 2ol 2 HLct)

VC++0f| B =S U0 A “fork”Lt "POSIX"E ZMst0 =F0| E0Hst 20| JQEX AHEM K. (HXEF: VC++ K| Visual
Studio?t 71X 7|5 & Y52l 22l 0[S0l SntetLiCt. of 20| |X0i| ZHYE A2 90U S 7|ABIMIR.)

J740| M8 =EHX| =LHH, fork()/sigactionzt HHE AES Ho{LiD 3232| Win32 CHSQ! CreateProcess() 2 WH|SHAM L.
XM= CreateProcess()& O€H A =X|= BELICEL OA2 sAIQ| QI~E BX|CH OFOFE VC++1t 20| 2= 240l MHO| S
ALICH

2
rr

Wt Fofl LELIC Wk Lmo| AFESo| el IP FAE 211 X2 Zrx|ofl 2 st2{H oY sHofsiLia?



SHO| - UotHO| FH2 Aot HPZO| AFS0| Wate oto] FX|of M2ots AS = WYLICE 322 ORS §1Ed= AR
Hotofl HFS FSA ot

J2{Lt 2= 20| oF EICt 2rstai T 0 0|oF7|S TH'H 242 OFelL|Ch. Wt o| DFAA2]|0|Yo|LE NATHE|Z2 S BHTtH o{Tg|
connect()2 W3 Lo H2Y £ JAELICL o229 ZEIM0| XLt HHS AMst= B0| ==X 30HE 2Xl= gl

WYLt

glok JHo2E ZESHK| QUCHH, AlAH Z2|XIoAH| REBA WatHo| 2HE LA of2{20A HEY &~ UTE sHoFRLICE
B T740] NATEZ IMO|LE T2 A| SS WA 62| 20|H| HZE FE(Forward) SHE 4= QU&LICH

71| 2 20| OFL|2HE HE 7|BtAIR. LI AFZFS0I|A| LS LIE30) thiet M2 2ote FX| 4== SHOFZLIC,.
E= 0| 4L} ofFCh= A S otoFetL|Ct.
Qo

GE{=el A|A™ BRI K E Shot= 20

e

U BiIFAR. ;)
YS! AL = O 2| ZH5LER? oAl SHH H| o|C{Lll QIE{H|O|AS FAIE RER BHE £ ASNA?

DE2E 0|52 Qo AHSIRIH, HEYA FIEI "2AHE B E (promiscuous mode)” Y M SXX| FAT} AHZOl KK 7} Ol
THZIEK| HE 2LHH[ 0| HERILICE (P2l IP ATt O|HYll A|E A0 CH3HA 0[0f7|SH= A LICE J2{Lto|Hul2 IPECt
S22 AB0|2 2, AtM BE IPFA| CHet SA10] MEELICE O RpMS LR X4F HMAL} HIEYS 0|22 HIstHL.)

O|Zi0] Izl ALIH SZt9| 7|2 A2|YL|Ch T2l ALHE= AEH0|AE 2XtE ZEZ 2S00, 2FAKME= 3 ZXIE S WEHEE

SEE mZlS 2 LTk 6222 O|H HIO[EE S & A= R 7K BFQ 222 & = ASLICL

SHZof| w2t CELIct 2L QIEUIS RotE™, o2 £0{ “windows promiscuous ioctl"S
A2 £ QU2AQULICE BlSAES Q8ME useful Stack Overflow thread® 22 HE7J} QI&LICH

Of%27| 5% TCPLL UDPAI0]| CHSHA ALSXL Host HITHAIZE 21S ALBE &= ASNA?

A2=ofl w2t CHELICE ol2{2el AAEO0| O 7|52 XIS 2Oth7| fIshA (22|21 IS setsockopt()ol 47| 2{31A)
SO_RCVTIMEOL} SO_SNDTIMEO Z& & QIE{:llol| A &totstof g ZdiL|Ct.

2|lsA 9| MH|O|X|= alarm()Lt setitimer()S CHMIZHZ & 242 HELICL
oftH ZEJ} AL 7HsEt MEHQIX|= o] LolLiLIR? “SAIXQI" XE HS SEZE2 Ji0| ASNK?

1—Er I i ‘ItHE z {‘33._ Ctal stH, 80H ’E*OI El %*31{' EEE M= 20| ZELICE {20t

AZSHEAMR.

E
H:I
E
oo
N
w
i
_l'_1_
rLU
|6
tu
T
u
|-_|

gtok LEJL 0|0] AFRSO0|2HH bind()E AI=ZE Off “Address already in use” 2F 7t 2ist ZiQILICt, CIE ZTEE 1ZMQ.
(o229 AZEQ|0{9| MQXWP M7 IHAO|L} HHEE AQIK|Z CHM| ZEE XY U sh= 20| E5LICH)

ZE #S5 7 UALICH

=4
=01 Id Software2] DOOM2
_T'_J}I% L[H a EEE M 0|x|

QIR gt Hs 7|#(the Internet Assigned Numbers Authority, IANA) O| Zz2|5t=
(1023t 2) ofH Mot X Z=of QICtD sHM 1 TEE £ £ Ql= S ofdLICh oE &
"mdgs”(0|Z0| £0|E) ot 242 XEE 20} L% A2 22 A9 F7L 6E{E0| I XEEM
SfoH Elfh= AL

i}

“https://stackoverflow.com/questions/21323023/
5https://www.iana.org/assignments/port—numbers


https://stackoverflow.com/questions/21323023/
https://www.iana.org/assignments/port-numbers

Chapter 9

Man Pages

FH29| Mol B2 2HAMSO0| UAELICH H7|0ll= K2{=20] & = A= JHE F=0i| thet 2 =o| ASLICH

22 manual2 EFREZ A1710fl Li% 2 2Lk 1 QIS HE E3ih LA MM 75 1 BHES X1 A0jstx] YALICE 282
i HI7t L0 2H2st 28 M=K IEHoHH OlZ7 KA 2 S0IM Ze 4 A HYLITE T2{LE M R L0k} 23
=2192|9H ARMY SRR BE AHO|M 2161|S MSSHXI0| oA 21 SHS S0iE thAl B Lotz S stzisLIch

-

[ar A2]]
(HHZEM ) ZEAFBILICE RI7t ZoEn} SHe HH Of21 HO|KIS0| R4 MAIOIA “man page”2t ERICHs ZHeiL|T
S} 0f2{20] A MOIS oM K| HHoIMQl FOIEE of7|of ESHSASLICL 1 2ol 5 0] Fas

2N o HEXO|X|2 M= B A7 T2 TR0 H2tE SRS FAIY 20[2k= oo LTt

[=k<)i] |_

J2fLt &7H X2 man pageliiA] ZRE 222 0|ZdTt0| opEL|C}.

- OZ2 SATSID QM| 72Xl BETE HH{FLIC

- S MAOl= of7]0fl A= AL 2 B2 man pageS0| AFLICH

- o2 AA-| U= A1t OHE 4= ASLICH

- ool AJAH| = EF w0l oAM= sliejnieiol ChE == AELIC

- O2fEo| AJAH| = EF w0l tHoh M= T 0H7HESTL CHE 5= AELIC

Tt HEE ABICHH man whateverE 2siA of2{22 24 YA W HO|X|E &DSIMK. "whatever's O|E SXHH
"accept"XE 0{2{20| 2 HAS 2= AfotRLICL (OIO|ZIZXAE HIFY ARCIQE JE2| =Y HE0| 0[Zizt RAS HE
ZkX| 0 QT AZEstL|CE J2{Lt “man”0| “help” £ Ct 1HIO|E O ZHESIEZ I Z&LICE OO QAT 0| &LICH)

2iM o HES0|| Z0| ACHH ofZ=0f| tLhiAfol| et 0|F= FAO|LIUQ? HSHAIH S I7HX| 0|7 AELICE 2Lt 3 5 7H
|R=HIZ (a) Ol HEUS2 HIEHI Z22HY S 23 EE |xH__|'1gIE|M-‘—_L|_EEI'O|$H6I'7| #|<20 (b) O] HES0ll= OlIF 7+
7.

20 oy |1
rlo

Ofix| 0|0F7| 7t LEZteL| & O[Ok [StAHH FE=9] Z0|7t LT 20X HE FHolM 2F HAL ZEE 25 EXI= $pASLICE 2Lt
22 of2{=e A|AH Z0]100% 832 A0|2t1 7ESHK| gz 0|4 F =HlZ AR|Lt HOoFfLICt 2|11 AMM 2 20|
A= HAE 3h= 20| EELICH

75



CHAPTER 9. MAN PAGES 76

9.1 accept()

Accept an incoming connection on a listening socket

Synopsis
#include <sys/types.h>

#include <sys/socket.h>

int accept(int s, struct sockaddr *addr, socklen_t *addrlen);

Description

Once you've gone through the trouble of getting a SOCK_STREAM socket and setting it up for incoming connections
with listen(), then you call accept() to actually get yourself a new socket descriptor to use for subsequent communi-
cation with the newly connected client.

The old socket that you are using for listening is still there, and will be used for further accept() calls as they come in.

Paraméescription

S The listen()ing socket descriptor.

addr This is filled in with the address of the site that's connecting to you.

addrlehis is filled in with the sizeof() the structure returned in the addr parameter. You can safely ignore it if
you assume you're getting a struct sockaddr_in back, which you know you are, because that's the type
you passed in for addr.

accept() will normally block, and you can use select() to peek on the listening socket descriptor ahead of time to see
if it's “ready to read". If so, then there's a new connection waiting to be accept()ed! Yay! Alternatively, you could set
the O_NONBLOCK flag on the listening socket using fcntl(), and then it will never block, choosing instead to return -1
with errno set to EWOULDBLOCK.

The socket descriptor returned by accept() is a bona fide socket descriptor, open and connected to the remote host.
You have to close() it when you're done with it.

Return Value

accept() returns the newly connected socket descriptor, or -1 on error, with errno set appropriately.

Example

struct sockaddr_storage their_addr;
socklen_t addr_size;

struct addrinfo hints, *res;

int sockfd, new_fd;

/[ first, load up address structs with getaddrinfo():
memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = AI_PASSIVE; //fill in my IP for me
getaddrinfo(NULL, MYPORT, &hints, &res);

// make a socket, bind it, and listen on it:

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
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bind(sockfd, res->ai_addr, res->ai_addrlen);
listen(sockfd, BACKLOG);

// now accept an incoming connection:

addr_size = sizeof their_addr;

new_fd = accept(sockfd, (struct sockaddr *)&their_addr, &addr_size);

// ready to communicate on socket descriptor new_fd!

See Also

socket(), getaddrinfo(), listen(), struct sockaddr_in
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9.2 bind()

Associate a socket with an IP address and port number

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

int bind(int sockfd, struct sockaddr *my_addr, socklen_t addrlen);

Description

When a remote machine wants to connect to your server program, it needs two pieces of information: the IP address
and the port number. The bind() call allows you to do just that.

First, you call getaddrinfo() to load up a struct sockaddr with the destination address and port information. Then you
call socket() to get a socket descriptor, and then you pass the socket and address into bind(), and the IP address and
port are magically (using actual magic) bound to the socket!

If you don't know your IP address, or you know you only have one IP address on the machine, or you don't care which
of the machine’s IP addresses is used, you can simply pass the AI_PASSIVE flag in the hints parameter to getaddrinfo().
What this does is fill in the IP address part of the struct sockaddr with a special value that tells bind() that it should
automatically fill in this host's IP address.

What what? What special value is loaded into the struct sockaddr’s IP address to cause it to auto-fill the address with
the current host? I'll tell you, but keep in mind this is only if you're filling out the struct sockaddr by hand; if not, use
the results from getaddrinfo(), as per above. In IPv4, the sin_addr.s_addr field of the struct sockaddr_in structure is
set to INADDR_ANY. In IPv6, the sin6_addr field of the struct sockaddr_in6 structure is assigned into from the global
variable in6addr_any. Or, if you're declaring a new struct in6_addr, you can initialize it to INGADDR_ANY_INIT.

Lastly, the addrlen parameter should be set to sizeof my_addr.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).

Example

/I modern way of doing things with getaddrinfo()

struct addrinfo hints, *res;
int sockfd;

/[ first, load up address structs with getaddrinfo():
memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = AI_PASSIVE; //fill in my IP for me

getaddrinfo(NULL, “3490", &hints, &res);

/] make a socket:
/I (you should actually walk the "res" linked list and error-check!)

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);

// bind it to the port we passed in to getaddrinfo():
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bind(sockfd, res->ai_addr, res->ai_addrlen);

/| example of packing a struct by hand, IPv4

struct sockaddr_in myaddr;
ints;

myaddr.sin_family = AF_INET;
myaddr.sin_port = htons(3490);

/] you can specify an IP address:
inet_pton(AF_INET, "63.161.169.137", &(myaddr.sin_addr));

/] or you can let it automatically select one:
myaddr.sin_addr.s_addr = INADDR_ANY;

s = socket(PF_INET, SOCK_STREAM, 0);
bind(s, (struct sockaddr*)&myaddr, sizeof myaddr);

See Also

getaddrinfo(), socket(), struct sockaddr_in, struct in_addr
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9.3 connect()

Connect a socket to a server

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

int connect(int sockfd, const struct sockaddr *serv_addr,
socklen_t addrlen);

Description

Once you've built a socket descriptor with the socket() call, you can connect() that socket to a remote server using
the well-named connect() system call. All you need to do is pass it the socket descriptor and the address of the
server you're interested in getting to know better. (Oh, and the length of the address, which is commonly passed to
functions like this.)

Usually this information comes along as the result of a call to getaddrinfo(), but you can fill out your own struct
sockaddr if you want to.

If you haven't yet called bind() on the socket descriptor, it is automatically bound to your IP address and a random
local port. This is usually just fine with you if you're not a server, since you really don't care what your local port is;
you only care what the remote port is so you can put it in the serv_addr parameter. You can call bind() if you really
want your client socket to be on a specific IP address and port, but this is pretty rare.

Once the socket is connect()ed, you're free to send() and recv() data on it to your heart’s content.

Special note: if you connect() a SOCK_DGRAM UDP socket to a remote host, you can use send() and recv() as well
as sendto() and recvfrom(). If you want.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).

Example

/I connect to www.example.com port 80 (http)

struct addrinfo hints, *res;
int sockfd;

/[ first, load up address structs with getaddrinfo():
memset(&hints, O, sizeof hints);
hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever

hints.ai_socktype = SOCK_STREAM;

// we could put "80" instead on "http" on the next line:
getaddrinfo("www.example.com", "http", &hints, &res);

/I make a socket:
sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
/] connect it to the address and port we passed in to getaddrinfo():

connect(sockfd, res->ai_addr, res->ai_addrlen);
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See Also

socket(), bind()
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9.4 close()

Close a socket descriptor

Synopsis
#include <unistd.h>

int close(int s);

Description

After you've finished using the socket for whatever demented scheme you have concocted and you don't want to
send() or recv() or, indeed, do anything else at all with the socket, you can close() it, and it'll be freed up, never to be
used again.

The remote side can tell if this happens one of two ways. One: if the remote side calls recv(), it will return 0. Two: if
the remote side calls send(), it'll receive a signal SIGPIPE and send() will return -1 and errno will be set to EPIPE.

Windows users: the function you need to use is called closesocket(), not close(). If you try to use close() on a socket
descriptor, it's possible Windows will get angry... And you wouldn't like it when it's angry.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).

Example

s = socket(PF_INET, SOCK_DGRAM, 0);

// a whole lotta stuff...*\BRRRONNNN!*

close(s); // not much to it, really.

See Also

socket(), shutdown()
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9.5 getaddrinfo(), freeaddrinfo(), gai_strerror()

Get information about a host name and/or service and load up a struct sockaddr with the result.

Synopsis

#include <sys/types.h>
#include <sys/socket.h>
#include <netdb.h>

int getaddrinfo(const char *nodename, const char *servname,
const struct addrinfo *hints, struct addrinfo **res);

void freeaddrinfo(struct addrinfo *ai);
const char *gai_strerror(int ecode);

struct addrinfo {
int ai_flags; /| AI_PASSIVE, AI_CANONNAME, ...
int  ai_family; /] AF_xxx
int ai_socktype;  // SOCK_xxx
int ai_protocol;  // O (auto) or IPPROTO_TCP, IPPROTO_UDP

socklen_t ai_addrlen; //length of ai_addr

char *ai_canonname; // canonical name for nodename
struct sockaddr *ai_addr; // binary address

struct addrinfo *ai_next; // next structure in linked list

b

Description

getaddrinfo() is an excellent function that will return information on a particular host name (such as its IP address)
and load up a struct sockaddr for you, taking care of the gritty details (like if it's IPv4 or IPv6). It replaces the old
functions gethostbyname() and getservbyname().The description, below, contains a lot of information that might be
a little daunting, but actual usage is pretty simple. It might be worth it to check out the examples first.

The host name that you're interested in goes in the nodename parameter. The address can be either a host name,
like "www.example.com”, or an IPv4 or IPv6 address (passed as a string). This parameter can also be NULL if you're
using the AI_PASSIVE flag (see below).

The servhame parameter is basically the port number. It can be a port number (passed as a string, like “80"), or it
can be a service name, like "http” or "tftp” or “smtp” or “pop”, etc. Well-known service names can be found in the
IANA Port List' or in your /etc/services file.

Lastly, for input parameters, we have hints. This is really where you get to define what the getaddrinfo() function is
going to do. Zero the whole structure before use with memset(). Let's take a look at the fields you need to set up
before use.

The ai_flags can be set to a variety of things, but here are a couple important ones. (Multiple flags can be specified
by bitwise-ORing them together with the | operator). Check your man page for the complete list of flags.

AI_CANONNAME causes the ai_canonname of the result to the filled out with the host's canonical (real) name.
AI_PASSIVE causes the result's IP address to be filled out with INADDR_ANY (IPv4) or in6addr_any (IPv6); this causes
a subsequent call to bind() to auto-fill the IP address of the struct sockaddr with the address of the current host.
That's excellent for setting up a server when you don't want to hardcode the address.

If you do use the AI_PASSIVE, flag, then you can pass NULL in the nodename (since bind() will fill it in for you later).

Continuing on with the input parameters, you'll likely want to set ai_family to AF_UNSPEC which tells getaddrinfo() to
look for both IPv4 and IPv6 addresses. You can also restrict yourself to one or the other with AF_INET or AF_INET®6.

"https://www.iana.org/assignments/port-numbers
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Next, the socktype field should be set to SOCK_STREAM or SOCK_DGRAM, depending on which type of socket you
want.

Finally, just leave ai_protocol at 0 to automatically choose your protocol type.
Now, after you get all that stuff in there, you can finally make the call to getaddrinfo()!

Of course, this is where the fun begins. The res will now point to a linked list of struct addrinfos, and you can go
through this list to get all the addresses that match what you passed in with the hints.

Now, it's possible to get some addresses that don’t work for one reason or another, so what the Linux man page
does is loops through the list doing a call to socket() and connect() (or bind() if you're setting up a server with the
AI_PASSIVE flag) until it succeeds.

Finally, when you're done with the linked list, you need to call freeaddrinfo() to free up the memory (or it will be leaked,
and Some People will get upset).

Return Value

Returns zero on success, or nonzero on error. If it returns nonzero, you can use the function gai_strerror() to get a
printable version of the error code in the return value.

Example

/[ code for a client connecting to a server
// namely a stream socket to www.example.com on port 80 (http)
/[ either IPv4 or IPv6

int sockfd;
struct addrinfo hints, *servinfo, *p;
intry;

memset(&hints, O, sizeof hints);
hints.ai_family = AF_UNSPEC; // use AF_INET® to force IPv6
hints.ai_socktype = SOCK_STREAM:;

if ((rv = getaddrinfo("www.example.com"”, "http", &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));
exit(1);

}

// loop through all the results and connect to the first we can
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror("socket");
continue;

}

if (connect(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
perror("connect");
close(sockfd);
continue;

}

break; // if we get here, we must have connected successfully

if (p == NULL) {
// looped off the end of the list with no connection



CHAPTER 9. MAN PAGES

fprintf(stderr, "failed to connect\n");
exit(2);
}

freeaddrinfo(servinfo); // all done with this structure

/I code for a server waiting for connections
// namely a stream socket on port 3490, on this host's IP
/[ either IPv4 or IPv6.

int sockfd;
struct addrinfo hints, *servinfo, *p;
intrv;

memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // use AF_INET®6 to force IPv6
hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = AI_PASSIVE; // use my IP address

if ((rv = getaddrinfo(NULL, "3490", &hints, &servinfo)) != 0) {
fprintf(stderr, "getaddrinfo: %s\n", gai_strerror(rv));
exit(1);

}

/I loop through all the results and bind to the first we can
for(p = servinfo; p != NULL; p = p->ai_next) {
if ((sockfd = socket(p->ai_family, p->ai_socktype,
p->ai_protocol)) == -1) {
perror("socket");
continue;

}

if (bind(sockfd, p->ai_addr, p->ai_addrlen) == -1) {
close(sockfd);
perror("bind");
continue;

}

break; // if we get here, we must have connected successfully

if (p == NULL) {
/I looped off the end of the list with no successful bind
fprintf(stderr, "failed to bind socket\n");
exit(2);

}

freeaddrinfo(servinfo); // all done with this structure

See Also

gethostbyname(), getnameinfo()
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9.6 gethostname()

Returns the name of the system

Synopsis
#include <sys/unistd.h>

int gethostname(char *name, size_t len);

Description

Your system has a name. They all do. This is a slightly more Unixy thing than the rest of the networky stuff we've
been talking about, but it still has its uses.

For instance, you can get your host name, and then call gethostbyname() to find out your IP address.

The parameter name should point to a buffer that will hold the host name, and len is the size of that buffer in bytes.
gethostname() won't overwrite the end of the buffer (it might return an error, or it might just stop writing), and it will
NUL-terminate the string if there's room for it in the buffer.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).

Example

char hostname[128];

gethostname(hostname, sizeof hostname);
printf("My hostname: %s\n", hostname);

See Also

gethostbyname()



CHAPTER 9. MAN PAGES 87

9.7 gethostbyname(), gethostbyaddr()

Get an IP address for a hostname, or vice-versa

Synopsis

#include <sys/socket.h>
#include <netdb.h>

struct hostent *gethostbyname(const char *name); // DEPRECATED!
struct hostent *gethostbyaddr(const char *addr, int len, int type);

Description

PLEASE NOTE: these two functions are superseded by getaddrinfo() and getnameinfo()! In particular, gethostbyname()
doesn't work well with IPv6.

These functions map back and forth between host names and IP addresses. For instance, if you have
"www.example.com”, you can use gethostbyname() to get its IP address and store it in a struct in_addr.

Conversely, if you have a struct in_addr or a struct in6_addr, you can use gethostbyaddr() to get the hostname back.
gethostbyaddr() is IPv6 compatible, but you should use the newer shinier getnameinfo() instead.

(If you have a string containing an IP address in dots-and-numbers format that you want to look up the hostname of,
you'd be better off using getaddrinfo() with the AI_CANONNAME flag.)

gethostbyname() takes a string like "www.yahoo.com”, and returns a struct hostent which contains tons of informa-
tion, including the IP address. (Other information is the official host name, a list of aliases, the address type, the
length of the addresses, and the list of addresses—it's a general-purpose structure that's pretty easy to use for our
specific purposes once you see how.)

gethostbyaddr() takes a struct in_addr or struct in6_addr and brings you up a corresponding host name (if there is
one), so it's sort of the reverse of gethostbyname(). As for parameters, even though addr is a char*, you actually
want to pass in a pointer to a struct in_addr. len should be sizeof(struct in_addr), and type should be AF_INET.

So what is this struct hostent that gets returned? It has a number of fields that contain information about the host in
question.

Field Description

char The real canonical host name.

*h_name

char A list of aliases that can be accessed with arrays—the last element is NULL
**h_aliases

int The result's address type, which really should be AF_INET for our purposes.
h_addrtype

int length The length of the addresses in bytes, which is 4 for IP (version 4) addresses.

char A list of IP addresses for this host. Although this is a char**, it's really an array of struct
**h_addr_list  in_addr*s in disguise. The last array element is NULL.

h_addr A commonly defined alias for h_addr_list[0]. If you just want any old IP address for this host

(yeah, they can have more than one) just use this field.

Return Value
Returns a pointer to a resultant struct hostent on success, or NULL on error.

Instead of the normal perror() and all that stuff you'd normally use for error reporting, these functions have parallel
results in the variable h_errno, which can be printed using the functions herror() or hstrerror(). These work just like
the classic errno, perror(), and strerror() functions you're used to.
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Example

/I THIS IS A DEPRECATED METHOD OF GETTING HOST NAMES
/] use getaddrinfo() instead!

#include <stdio.h>
#include <errno.h>
#include <netdb.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

int main(int argc, char *argv[])

{

}

inti;
struct hostent *he;
struct in_addr **addr_list;

if (argc != 2) {
fprintf(stderr,"usage: ghbn hostname\n");
return 1;

if ((he = gethostbyname(argv[1])) == NULL) { // get the host info
herror("gethostbyname");
return 2;

// print information about this host:

printf("Official name is: %s\n", he->h_name);

printf(" IP addresses:");

addr_list = (struct in_addr **)he->h_addr_list;

for(i = 0; addr_list[i] != NULL; i++) {
printf("%s ", inet_ntoa(*addr_list[i]));

}

printf("\n");

return O;

/I THIS HAS BEEN SUPERSEDED
/] use getnameinfo() instead!

struct hostent *he;
struct in_addr ipv4addr;
struct in6_addr ipv6addr;

inet_pton(AF_INET, "192.0.2.34", &ipv4addr);
he = gethostbyaddr(&ipv4addr, sizeof ipv4addr, AF_INET);
printf("Host name: %s\n", he->h_name);

inet_pton(AF_INET6, "2001:db8:63b3:1::beef", &ipv6addr);
he = gethostbyaddr(&ipv6addr, sizeof ipv6addr, AF_INET6);
printf("Host name: %s\n", he->h_name);
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See Also

getaddrinfo(), getnameinfo(), gethostname(), errno, perror(), strerror(), struct in_addr
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9.8 getnameinfo()

Look up the host name and service name information for a given struct sockaddr.

Synopsis
#include <sys/socket.h>

#include <netdb.h>

int getnameinfo(const struct sockaddr *sa, socklen_t salen,
char *host, size_t hostlen,
char *serv, size_t servlen, int flags);

Description

This function is the opposite of getaddrinfo(), that is, this function takes an already loaded struct sockaddr and does
a name and service name lookup on it. It replaces the old gethostbyaddr() and getservbyport() functions.

You have to pass in a pointer to a struct sockaddr (which in actuality is probably a struct sockaddr_in or struct
sockaddr_in6 that you've cast) in the sa parameter, and the length of that struct in the salen.

The resultant host name and service name will be written to the area pointed to by the host and serv parameters. Of
course, you have to specify the max lengths of these buffers in hostlen and servlen.

Finally, there are several flags you can pass, but here a a couple good ones. NI_NOFQDN will cause the host to only
contain the host name, not the whole domain name. NI_NAMEREQD will cause the function to fail if the name cannot
be found with a DNS lookup (if you don't specify this flag and the name can’t be found, getnameinfo() will put a string
version of the IP address in host instead).

As always, check your local man pages for the full scoop.

Return Value

Returns zero on success, or non-zero on error. If the return value is non-zero, it can be passed to gai_strerror() to get
a human-readable string. See getaddrinfo for more information.

Example

struct sockaddr_in6 sa; // could be IPv4 if you want
char host[1024];
char service[20];

/] pretend sa is full of good information about the host and port...
getnameinfo(&sa, sizeof sa, host, sizeof host, service, sizeof service, 0);

1

printf(* host: %s\n", host); //e.g. "www.example.com"
printf("service: %s\n", service); // e.g. "http"

See Also

getaddrinfo(), gethostbyaddr()
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9.9 getpeername()

Return address info about the remote side of the connection

Synopsis
#include <sys/socket.h>

int getpeername(int s, struct sockaddr *addr, socklen_t *len);

Description

Once you have either accept()ed a remote connection, or connect()ed to a server, you now have what is known as a
peer. Your peer is simply the computer you're connected to, identified by an IP address and a port. So...

getpeername() simply returns a struct sockaddr_in filled with information about the machine you're connected to.

Why is it called a "“name"? Well, there are a lot of different kinds of sockets, not just Internet Sockets like we're using
in this guide, and so “name” was a nice generic term that covered all cases. In our case, though, the peer’s “name”
isit's IP address and port.

Although the function returns the size of the resultant address in len, you must preload len with the size of addr.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).

Example

// assume s is a connected socket

socklen_t len;

struct sockaddr_storage addr;
char ipstr[INET6_ADDRSTRLEN];
int port;

len = sizeof addr;
getpeername(s, (struct sockaddr*)&addr, &len);

/[ deal with both IPv4 and IPv6:
if (addr.ss_family == AF_INET) {
struct sockaddr_in *s = (struct sockaddr_in *)&addr;
port = ntohs(s->sin_port);
inet_ntop(AF_INET, &s->sin_addr, ipstr, sizeof ipstr);
}else { // AF_INET6
struct sockaddr_in6 *s = (struct sockaddr_in6 *)&addr;
port = ntohs(s->sin6_port);
inet_ntop(AF_INET6, &s->sin6_addr, ipstr, sizeof ipstr);

printf("Peer IP address: %s\n", ipstr);
printf("Peer port  : %d\n", port);

See Also

gethostname(), gethostbyname(), gethostbyaddr()
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910 errno

Holds the error code for the last system call

Synopsis
#include <errno.h>

int errno;

Description

This is the variable that holds error information for a lot of system calls. If you'll recall, things like socket() and listen()
return -1 on error, and they set the exact value of errno to let you know specifically which error occurred.

The header file errno.h lists a bunch of constant symbolic names for errors, such as EADDRINUSE, EPIPE, ECONNRE-
FUSED, etc. Your local man pages will tell you what codes can be returned as an error, and you can use these at run
time to handle different errors in different ways.

Or, more commonly, you can call perror() or strerror() to get a human-readable version of the error.

One thing to note, for you multithreading enthusiasts, is that on most systems errno is defined in a threadsafe man-
ner. (That is, it's not actually a global variable, but it behaves just like a global variable would in a single-threaded
environment.)

Return Value

The value of the variable is the latest error to have transpired, which might be the code for “success” if the last action
succeeded.

Example

s = socket(PF_INET, SOCK_STREAM, 0);
if (s ==-1){
perror("socket"); // or use strerror()

tryagain:
if (select(n, &readfds, NULL, NULL) == -1) {
// an error has occurred!!

/] if we were only interrupted, just restart the select() call:
if (errno == EINTR) goto tryagain; // AAAA! goto!!!

// otherwise it's a more serious error:
perror(“select");
exit(1);

See Also

perror(), strerror()
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9.11 fentl()

Control socket descriptors

Synopsis
#include <sys/unistd.h>

#include <sys/fcntl.h>

int fentl(int s, int cmd, long arg);

Description

This function is typically used to do file locking and other file-oriented stuff, but it also has a couple socket-related
functions that you might see or use from time to time.

Parameter s is the socket descriptor you wish to operate on, cmd should be set to F_SETFL, and arg can be one of the
following commands. (Like | said, there's more to fcntl() than I'm letting on here, but I'm trying to stay socket-oriented.)

cmd Description

Set the socket to be non-blocking. See the section on blocking for more details.
O_NONBLOCK

Set the socket to do asynchronous I/0. When data is ready to be recv()'d on the socket, the
O-ASYNC signal SIGIO will be raised. This is rare to see, and beyond the scope of the guide. And I think
it's only available on certain systems.

Return Value
Returns zero on success, or -1 on error (and errno will be set accordingly).

Different uses of the fcntl() system call actually have different return values, but | haven't covered them here because
they're not socket-related. See your local fcntl() man page for more information.

Example
int s = socket(PF_INET, SOCK_STREAM, 0);

fentl(s, F_SETFL, O_NONBLOCK); // set to non-blocking
fentl(s, F_SETFL, O_ASYNC); // set to asynchronous I/O

See Also

Blocking, send()
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912 htons(), htonl(), ntohs(), ntohl()

Convert multi-byte integer types from host byte order to network byte order

Synopsis
#include <netinet/in.h>

uint32_t htonl(uint32_t hostlong);
uint16_t htons(uint16_t hostshort);
uint32_t ntohl(uint32_t netlong);
uint16_t ntohs(uint16_t netshort);

Description

Just to make you really unhappy, different computers use different byte orderings internally for their multibyte integers
(i.e. any integer that's larger than a char). The upshot of this is that if you send() a two-byte short int from an Intel
box to a Mac (before they became Intel boxes, too, | mean), what one computer thinks is the number 1, the other will
think is the number 256, and vice-versa.

The way to get around this problem is for everyone to put aside their differences and agree that Motorola and IBM
had it right, and Intel did it the weird way, and so we all convert our byte orderings to "big-endian” before sending
them out. Since Intel is a "little-endian” machine, it's far more politically correct to call our preferred byte ordering
“Network Byte Order”. So these functions convert from your native byte order to network byte order and back again.

(This means on Intel these functions swap all the bytes around, and on PowerPC they do nothing because the bytes
are already in Network Byte Order. But you should always use them in your code anyway, since someone might want
to build it on an Intel machine and still have things work properly.)

Note that the types involved are 32-bit (4 byte, probably int) and 16-bit (2 byte, very likely short) numbers. 64-bit
machines might have a htonll() for 64-bit ints, but I've not seen it. You'll just have to write your own.

Anyway, the way these functions work is that you first decide if you're converting from host (your machine's) byte
order or from network byte order. If “host”, the the first letter of the function you're going to call is “h". Otherwise it's
“n" for “network”. The middle of the function name is always “to" because you're converting from one “to" another,
and the penultimate letter shows what you're converting to. The last letter is the size of the data, “s" for short, or “I"
for long. Thus:

Function  Description

htons() host to network short

htonl() host to network long

ntohs() network to host short
)

ntohl( network to host long

Return Value

Each function returns the converted value.

Example

uint32_t some_long = 10;
uint16_t some_short = 20;

uint32_t network_byte_order;
// convert and send

network_byte_order = htonl(some_long);
send(s, &network_byte_order, sizeof(uint32_t), 0);
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some_short == ntohs(htons(some_short)); // this expression is true
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9.13 inet_ntoa(), inet_aton(), inet_addr

Convert IP addresses from a dots-and-number string to a struct in_addr and back

Synopsis

#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>

// ALL THESE ARE DEPRECATED! Use inet_pton() or inet_ntop() instead!!
char *inet_ntoa(struct in_addr in);

int inet_aton(const char *cp, struct in_addr *inp);
in_addr_t inet_addr(const char *cp);

Description

These functions are deprecated because they don't handle IPv6! Use (inet_ntop())[#inet_ntopman] or (inet_pton())[#inet_ntopman]

instead! They are included here because they can still be found in the wild.

All of these functions convert from a struct in_addr (part of your struct sockaddr_in, most likely) to a string in dots-
and-numbers format (e.g. “192.168.5.10") and vice-versa. If you have an IP address passed on the command line or
something, this is the easiest way to get a struct in_addr to connect() to, or whatever. If you need more power, try
some of the DNS functions like gethostbyname() or attempt a coup d'Etat in your local country.

The function inet_ntoa() converts a network address in a struct in_addr to a dots-and-numbers format string. The
“n"in “ntoa” stands for network, and the “a" stands for ASCII for historical reasons (so it's “Network To ASCIl"—the
"toa" suffix has an analogous friend in the C library called atoi() which converts an ASCII string to an integer).

The function inet_aton() is the opposite, converting from a dots-and-numbers string into a in_addr_t (which is the
type of the field s_addr in your struct in_addr).

Finally, the function inet_addr() is an older function that does basically the same thing as inet_aton(). It's theoretically
deprecated, but you'll see it a lot and the police won't come get you if you use it.

Return Value

inet_aton() returns non-zero if the address is a valid one, and it returns zero if the address is invalid.

inet_ntoa() returns the dots-and-numbers string in a static buffer that is overwritten with each call to the function.

inet_addr() returns the address as an in_addr_t, or -1 if there's an error. (That is the same result as if you tried to
convert the string “255.255.255.255", which is a valid IP address. This is why inet_aton() is better.)

Example

struct sockaddr_in antelope;
char *some_addr;

inet_aton("10.0.0.1", &antelope.sin_addr); // store IP in antelope

some_addr = inet_ntoa(antelope.sin_addr); // return the IP
printf("%s\n", some_addr); // prints "10.0.0.1"

/[ and this call is the same as the inet_aton() call, above:
antelope.sin_addr.s_addr = inet_addr("10.0.0.1");

See Also

inet_ntop(), inet_pton(), gethostbyname(), gethostbyaddr()
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9.14 inet_ntop(), inet_pton()

Convert IP addresses to human-readable form and back.

Synopsis
#include <arpa/inet.h>

const char *inet_ntop(int af, const void *src,
char *dst, socklen_t size);

int inet_pton(int af, const char *src, void *dst);

Description

These functions are for dealing with human-readable IP addresses and converting them to their binary representation
for use with various functions and system calls. The “n" stands for “network”, and “p" for “presentation”. Or "text
presentation”. But you can think of it as “printable”. “ntop” is “network to printable”. See?

Sometimes you don't want to look at a pile of binary numbers when looking at an IP address. You want it in a nice
printable form, like 192.0.2.180, or 2001:db8:8714:3a90::12. In that case, inet_ntop() is for you.

inet_ntop() takes the address family in the af parameter (either AF_INET or AF_INET6). The src parameter should be
a pointer to either a struct in_addr or struct in6_addr containing the address you wish to convert to a string. Finally
dst and size are the pointer to the destination string and the maximum length of that string.

What should the maximum length of the dst string be? What is the maximum length for IPv4 and IPv6 addresses?
Fortunately there are a couple of macros to help you out. The maximum lengths are: INET_ADDRSTRLEN and
INET6_ADDRSTRLEN.

Other times, you might have a string containing an IP address in readable form, and you want to pack it into a struct
sockaddr_in or a struct sockaddr_in6. In that case, the opposite function inet_pton() is what you're after.

inet_pton() also takes an address family (either AF_INET or AF_INET6) in the af parameter. The src parameter is a
pointer to a string containing the IP address in printable form. Lastly the dst parameter points to where the result
should be stored, which is probably a struct in_addr or struct in6_addr.

These functions don’t do DNS lookups—you'll need getaddrinfo() for that.

Return Value
inet_ntop() returns the dst parameter on success, or NULL on failure (and errno is set).

inet_pton() returns 1on success. It returns -1if there was an error (errno is set), or O if the input isn't a valid IP address.
Example
// IPv4 demo of inet_ntop() and inet_pton()

struct sockaddr_in sa;
char str[INET_ADDRSTRLEN];

// store this IP address in sa:
inet_pton(AF_INET, "192.0.2.33", &(sa.sin_addr));

// now get it back and print it
inet_ntop(AF_INET, &(sa.sin_addr), str, INET_ADDRSTRLEN);

printf("%s\n", str); // prints "192.0.2.33"
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/I IPv6 demo of inet_ntop() and inet_pton()
/I (basically the same except with a bunch of 6s thrown around)

struct sockaddr_in6 sa;
char str[INET6_ADDRSTRLEN];

// store this IP address in sa:
inet_pton(AF_INET6, "2001:db8:8714:3290::12", &(sa.sin6_addr));

/I now get it back and print it
inet_ntop(AF_INET6, &(sa.sin6_addr), str, INET6_ADDRSTRLEN);

printf("%s\n", str); // prints "2001:db8:8714:3a90::12"

/] Helper function you can use:

//Convert a struct sockaddr address to a string, IPv4 and IPv6:

char *get_ip_str(const struct sockaddr *sa, char *s, size_t maxlen)

{

switch(sa->sa_family) {
case AF_INET:

inet_ntop(AF_INET, &(((struct sockaddr_in *)sa)->sin_addr),

s, maxlen);
break;

case AF_INET6:

inet_ntop(AF_INET6, &(((struct sockaddr_in6 *)sa)->sin6_addr),

s, maxlen);
break;

default:

strncpy(s, "Unknown AF", maxlen);
return NULL;

return s;

See Also

getaddrinfo()
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915 listen()

Tell a socket to listen for incoming connections

Synopsis
#include <sys/socket.h>

int listen(int s, int backlog);

Description

You can take your socket descriptor (made with the socket() system call) and tell it to listen for incoming connections.
This is what differentiates the servers from the clients, guys.

The backlog parameter can mean a couple different things depending on the system you on, but loosely it is how
many pending connections you can have before the kernel starts rejecting new ones. So as the new connections
come in, you should be quick to accept() them so that the backlog doesn't fill. Try setting it to 10 or so, and if your
clients start getting “Connection refused” under heavy load, set it higher.

Before calling listen(), your server should call bind() to attach itself to a specific port number. That port number (on
the server’s IP address) will be the one that clients connect to.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).

Example

struct addrinfo hints, *res;
int sockfd;

/[ first, load up address structs with getaddrinfo():

memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_STREAM:;

hints.ai_flags = AI_PASSIVE; //fillin my IP for me
getaddrinfo(NULL, "3490", &hints, &res);

/I make a socket:

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
// bind it to the port we passed in to getaddrinfo():

bind(sockfd, res->ai_addr, res->ai_addrlen);

listen(sockfd, 10); // set s up to be a server (listening) socket

// then have an accept() loop down here somewhere

See Also

accept(), bind(), socket()
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916 perror(), strerror()

Print an error as a human-readable string

Synopsis
#include <stdio.h>

#include <string.h> // for strerror()

void perror(const char *s);
char *strerror(int errnum);

Description

Since so many functions return -1 on error and set the value of the variable errno to be some number, it would sure
be nice if you could easily print that in a form that made sense to you.

Mercifully, perror() does that. If you want more description to be printed before the error, you can point the parameter
s to it (or you can leave s as NULL and nothing additional will be printed).

In a nutshell, this function takes errno values, like ECONNRESET, and prints them nicely, like “Connection reset by
peer.”

The function strerror() is very similar to perror(), except it returns a pointer to the error message string for a given
value (you usually pass in the variable errno).

Return Value

strerror() returns a pointer to the error message string.

Example
ints;
s = socket(PF_INET, SOCK_STREAM, 0);

if (s == -1) {// some error has occurred
/I prints "socket error: " + the error message:
perror("socket error");

// similarly:

if (listen(s, 10) == -1) {
/[ this prints "an error: " + the error message from errno:
printf("an error: %s\n", strerror(errno));

See Also

errno
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9.17 poll()

Test for events on multiple sockets simultaneously

Synopsis
#include <sys/poll.h>

int poll(struct polifd *ufds, unsigned int nfds, int timeout);

Description

This function is very similar to select() in that they both watch sets of file descriptors for events, such as incoming
data ready to recv(), socket ready to send() data to, out-of-band data ready to recv(), errors, etc.

The basic idea is that you pass an array of nfds struct pollfds in ufds, along with a timeout in milliseconds (1000
milliseconds in a second). The timeout can be negative if you want to wait forever. If no event happens on any of the
socket descriptors by the timeout, poll() will return.

Each element in the array of struct pollfds represents one socket descriptor, and contains the following fields:

struct polifd {
int fd; // the socket descriptor
short events; // bitmap of events we're interested in
short revents; // when poll() returns, bitmap of events that occurred

h

Before calling poll(), load fd with the socket descriptor (if you set fd to a negative number, this struct pollfd is ignored
and its revents field is set to zero) and then construct the events field by bitwise-ORing the following macros:

Macro Description

POLLIN Alert me when data is ready to recv() on this socket.
POLLOUT  Alert me when | can send() data to this socket without blocking.
POLLPRI Alert me when out-of-band data is ready to recv() on this socket.

Once the poll() call returns, the revents field will be constructed as a bitwise-OR of the above fields, telling you which
descriptors actually have had that event occur. Additionally, these other fields might be present:

Macro Description
POLLERR An error has occurred on this socket.
POLLHUP The remote side of the connection hung up.

POLLNVAL Something was wrong with the socket descriptor fd—maybe it's uninitialized?

Return Value

Returns the number of elements in the ufds array that have had event occur on them; this can be zero if the timeout
occurred. Also returns -1 on error (and errno will be set accordingly).

Example

ints1, s2;

intry;

char buf1[256], buf2[256];
struct pollfd ufds[2];

s1 = socket(PF_INET, SOCK_STREAM, 0);
s2 = socket(PF_INET, SOCK_STREAM, 0);
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/I pretend we've connected both to a server at this point
//connect(s1, ...)...
//connect(s2, ...)...

/] set up the array of file descriptors.

I

/] in this example, we want to know when there's normal or out-of-band
// data ready to be recv()'d...

ufds[0].fd = s1;
ufds[0].events = POLLIN | POLLPRI; // check for normal or out-of-band

ufds[1].fd = s2;
ufds[1].events = POLLIN; // check for just normal data

/] wait for events on the sockets, 3.5 second timeout
rv = poll(ufds, 2, 3500);

if (rv ==-1) {
perror("poll"); // error occurred in poll()
}elseif (rv == 0) {
printf("Timeout occurred! No data after 3.5 seconds.\n");
}else {
/I check for events on s1:
if (ufds[0].revents & POLLIN) {
recv(s1, buf1, sizeof buf1, 0); // receive normal data
}
if (ufds[0].revents & POLLPRI) {
recv(s1, buf1, sizeof buf1, MSG_OOB); // out-of-band data

}

/I check for events on s2:
if (ufds[1].revents & POLLIN) {
recv(s1, buf2, sizeof buf2, 0);
}
}

See Also

select()
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9.18 recv(), recvfrom()

Receive data on a socket

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

ssize_t recv(int s, void *buf, size_t len, int flags);
ssize_t recvfrom(int s, void *buf, size_t len, int flags,
struct sockaddr *from, socklen_t *fromlen);

Description

Once you have a socket up and connected, you can read incoming data from the remote side using the recv() (for
TCP SOCK_STREAM sockets) and recvfrom() (for UDP SOCK_DGRAM sockets).

Both functions take the socket descriptor s, a pointer to the buffer buf, the size (in bytes) of the buffer len, and a set
of flags that control how the functions work.

Additionally, the recvfrom() takes a struct sockaddr*, from that will tell you where the data came from, and will fill in
fromlen with the size of struct sockaddr. (You must also initialize fromlen to be the size of from or struct sockaddr.)

So what wondrous flags can you pass into this function? Here are some of them, but you should check your local
man pages for more information and what is actually supported on your system. You bitwise-or these together, or
just set flags to O if you want it to be a regular vanilla recv().

Macro Description
Receive Out of Band data. This is how to get data that has been sent to you with the
MSG_00B MSG_OOB flag in send(). As the receiving side, you will have had signal SIGURG raised telling
you there is urgent data. In your handler for that signal, you could call recv() with this
MSG_OOB flag.

If you want to call recv() "just for pretend”, you can call it with this flag. This will tell you what's

MSG_PEEK waiting in the buffer for when you call recv() “for real” (i.e. without the MSG_PEEK flag. It's like
a sneak preview into the next recv() call.
Tell recv() to not return until all the data you specified in the len parameter. It will ignore your
MSG_WAITALL

wishes in extreme circumstances, however, like if a signal interrupts the call or if some error
occurs or if the remote side closes the connection, etc. Don't be mad with it.

When you call recv(), it will block until there is some data to read. If you want to not block, set the socket to non-
blocking or check with select() or poll() to see if there is incoming data before calling recv() or recvfrom().

Return Value

Returns the number of bytes actually received (which might be less than you requested in the len parameter), or -1
on error (and errno will be set accordingly).

If the remote side has closed the connection, recv() will return 0. This is the normal method for determining if the
remote side has closed the connection. Normality is good, rebel!

Example

// stream sockets and recv()

struct addrinfo hints, *res;
int sockfd;
char buf[512];
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int byte_count;

/I get host info, make socket, and connect it

memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_STREAM;
getaddrinfo("www.example.com", "3490", &hints, &res);

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
connect(sockfd, res->ai_addr, res->ai_addrlen);

// all right! now that we're connected, we can receive some data!
byte_count = recv(sockfd, buf, sizeof buf, 0);
printf("recv()'d %d bytes of data in buf\n", byte_count);

/] datagram sockets and recvfrom()

struct addrinfo hints, *res;

int sockfd;

int byte_count;

socklen_t fromlen;

struct sockaddr_storage addr;
char buf[512];

char ipstr[INET6_ADDRSTRLEN];

/I get host info, make socket, bind it to port 4950

memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // use IPv4 or IPv6, whichever
hints.ai_socktype = SOCK_DGRAM;

hints.ai_flags = AI_PASSIVE;

getaddrinfo(NULL, "4950", &hints, &res);

sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);
bind(sockfd, res->ai_addr, res->ai_addrlen);

// no need to accept(), just recvfrom():

fromlen = sizeof addr;
byte_count = recvfrom(sockfd, buf, sizeof buf, 0, &addr, &romlen);

printf("recv()'d %d bytes of data in buf\n", byte_count);
printf("from IP address %s\n",
inet_ntop(addr.ss_family,
addr.ss_family == AF_INET?
((struct sockadd_in *)&addr)->sin_addr:
((struct sockadd_in6 *)&addr)->sin6_addr,
ipstr, sizeof ipstr);

See Also

send(), sendto(), select(), poll(), Blocking

104



CHAPTER 9. MAN PAGES 105

919 select()

Check if sockets descriptors are ready to read/write

Synopsis
#include <sys/select.h>

int select(int n, fd_set *readfds, fd_set *writefds, fd_set *exceptfds,
struct timeval *timeout);

FD_SET(int fd, fd_set *set);
FD_CLR(int fd, fd_set *set);
FD_ISSET(int fd, fd_set *set);
FD_ZERO(fd_set *set);

Description

The select() function gives you a way to simultaneously check multiple sockets to see if they have data waiting to be
recv()d, or if you can send() data to them without blocking, or if some exception has occurred.

You populate your sets of socket descriptors using the macros, like FD_SET(), above. Once you have the set, you
pass it into the function as one of the following parameters: readfds if you want to know when any of the sockets in
the set is ready to recv() data, writefds if any of the sockets is ready to send() data to, and/or exceptfds if you need
to know when an exception (error) occurs on any of the sockets. Any or all of these parameters can be NULL if you're
not interested in those types of events. After select() returns, the values in the sets will be changed to show which
are ready for reading or writing, and which have exceptions.

The first parameter, n is the highest-numbered socket descriptor (they're just ints, remember?) plus one.

Lastly, the struct timeval, timeout, at the end—this lets you tell select() how long to check these sets for. It'll return
after the timeout, or when an event occurs, whichever is first. The struct timeval has two fields: tv_sec is the number
of seconds, to which is added tv_usec, the number of microseconds (1,000,000 microseconds in a second).

The helper macros do the following:

Macro Description

FD_SET(int fd, fd_set *set); Add fd to the set.
FD_CLR(int fd, fd_set *set); Remove fd from the set.
FD_ISSET(int fd, fd_set *set);  Return true if fd is in the set.
FD_ZERO(fd_set *set); Clear all entries from the set.

Note for Linux users: Linux's select() can return “ready-to-read” and then not actually be ready to read, thus causing
the subsequent read() call to block. You can work around this bug by setting O_NONBLOCK flag on the receiving
socket so it errors with EWOULDBLOCK, then ignoring this error if it occurs. See the fcntl() man page for more info
on setting a socket to non-blocking.

Return Value

Returns the number of descriptors in the set on success, 0 if the timeout was reached, or -1 on error (and errno will
be set accordingly). Also, the sets are modified to show which sockets are ready.

Example

ints1,s2,n;

fd_set readfds;

struct timeval tv;

char buf1[256], buf2[256];
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/| pretend we've connected both to a server at this point
//s1 = socket(...);

//s2 = socket(...);

/Iconnect(sT, ...)...

/Iconnect(s2, ...)...

// clear the set ahead of time
FD_ZERO(&readfds);

// add our descriptors to the set
FD_SET(s1, &readfds);
FD_SET(s2, &readfds);

/I since we got s2 second, it's the "greater", so we use that for
/] the n param in select()
n=s2+1;

// wait until either socket has data ready to be recv()d (timeout 10.5 secs)

tv.tv_sec = 10;
tv.tv_usec = 500000;
rv = select(n, &readfds, NULL, NULL, &tv);

if (rv ==-1) {
perror("select"); // error occurred in select()
}elseif (rv == 0) {
printf("Timeout occurred! No data after 10.5 seconds.\n");
}else {
// one or both of the descriptors have data
if (FD_ISSET(s1, &readfds)) {
recv(s1, buf1, sizeof buf1, 0);
}
if (FD_ISSET(s2, &readfds)) {
recv(s2, buf2, sizeof buf2, 0);

See Also

poll()
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9.20 setsockopt(), getsockopt()

Set various options for a socket

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

int getsockopt(int s, int level, int optname, void *optval,
socklen_t *optlen);

int setsockopt(int s, int level, int optname, const void *optval,
socklen_t optlen);

Description

Sockets are fairly configurable beasts. In fact, they are so configurable, I'm not even going to cover it all here. It's
probably system-dependent anyway. But | will talk about the basics.

Obviously, these functions get and set certain options on a socket. On a Linux box, all the socket information is in the
man page for socket in section 7. (Type: “man 7 socket” to get all these goodies.)

As for parameters, s is the socket you're talking about, level should be set to SOL_SOCKET. Then you set the optname
to the name you're interested in. Again, see your man page for all the options, but here are some of the most fun
ones:

optname Description

Bind this socket to a symbolic device name like eth0 instead of using bind() to bind it to an
SO_BINDTODEVICE |p agress. Type the command ifconfig under Unix to see the device names.
Allows other sockets to bind() to this port, unless there is an active listening socket bound
to the port already. This enables you to get around those “Address already in use” error
messages When you try to restart your server after a crash.
Allows UDP datagram (SOCK_DGRAM) sockets to send and receive packets sent to and
from the broadcast address. Does nothing—NOTHING!'—to TCP stream sockets! Hahaha!

SO_REUSEADDR

SOCK_DGRAM

As for the parameter optval, it's usually a pointer to an int indicating the value in question. For booleans, zero is false,
and non-zero is true. And that's an absolute fact, unless it's different on your system. If there is no parameter to be
passed, optval can be NULL.

The final parameter, optlen, should be set to the length of optval, probably sizeof(int), but varies depending on the
option. Note that in the case of getsockopt(), this is a pointer to a socklen_t, and it specifies the maximum size object
that will be stored in optval (to prevent buffer overflows). And getsockopt() will modify the value of optlen to reflect
the number of bytes actually set.

Warning: on some systems (notably Sun and Windows), the option can be a char instead of an int, and is set to, for
example, a character value of 1" instead of an int value of 1. Again, check your own man pages for more info with
"man setsockopt” and “man 7 socket"!

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).

Example

int optval;
int optlen;
char *optval2;
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/] set SO_REUSEADDR on a socket to true (1):
optval = 1;
setsockopt(s1, SOL_SOCKET, SO_REUSEADDR, &optval, sizeof optval);

/] bind a socket to a device name (might not work on all systems):
optval2 = "eth1"; // 4 bytes long, so 4, below:
setsockopt(s2, SOL_SOCKET, SO_BINDTODEVICE, optval2, 4);

/] see if the SO_BROADCAST flag is set:
getsockopt(s3, SOL_SOCKET, SO_BROADCAST, &optval, &optlen);
if (optval I= 0) {
print("SO_BROADCAST enabled on s3\n");
}

See Also

fentl()

108



CHAPTER 9. MAN PAGES 109

9.21 send(), sendto()

Send data out over a socket

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

ssize_t send(int s, const void *buf, size_t len, int flags);
ssize_t sendto(int s, const void *buf, size_t len,

int flags, const struct sockaddr *to,

socklen_t tolen);

Description

These functions send data to a socket. Generally speaking, send() is used for TCP SOCK_STREAM connected sockets,
and sendto() is used for UDP SOCK_DGRAM unconnected datagram sockets. With the unconnected sockets, you
must specify the destination of a packet each time you send one, and that's why the last parameters of sendto()
define where the packet is going.

With both send() and sendto(), the parameter s is the socket, buf is a pointer to the data you want to send, len is the
number of bytes you want to send, and flags allows you to specify more information about how the data is to be sent.
Set flags to zero if you want it to be “normal” data. Here are some of the commonly used flags, but check your local
send() man pages for more details:

Macro Description

Send as “out of band” data. TCP supports this, and it's a way to tell the receiving system that this
data has a higher priority than the normal data. The receiver will receive the signal SIGURG and it
can then receive this data without first receiving all the rest of the normal data in the queue.

Don't send this data over a router, just keep it local.
MSG_DONTROUTE

If send() would block because outbound traffic is clogged, have it return EAGAIN. This is like a
MSG_DONTWAlapie non-blocking just for this send.” See the section on blocking for more details.

If you send() to a remote host which is no longer recv()ing, you'll typically get the signal SIGPIPE.
MSG-’\‘OSIGI\"%dciing this flag prevents that signal from being raised.

MSG_00OB

Return Value

Returns the number of bytes actually sent, or -1 on error (and errno will be set accordingly). Note that the number of
bytes actually sent might be less than the number you asked it to send! See the section on handling partial send()s
for a helper function to get around this.

Also, if the socket has been closed by either side, the process calling send() will get the signal SIGPIPE. (Unless send()
was called with the MSG_NOSIGNAL flag.)

Example

int spatula_count = 3490;
char *secret_message = "The Cheese is in The Toaster";

int stream_socket, dgram_socket;
struct sockaddr_in dest;
int temp;

// first with TCP stream sockets:

// assume sockets are made and connected
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//stream_socket = socket(...
//connect(stream_socket, ...

/| convert to network byte order

temp = htonl(spatula_count);

// send data normally:

send(stream_socket, &temp, sizeof temp, 0);

/] send secret message out of band:
send(stream_socket, secret_message, strlen(secret_message)+1, MSG_OOB);

// now with UDP datagram sockets:

/Igetaddrinfo...

/Idest = ... /[ assume "dest" holds the address of the destination
//dgram_socket = socket(...

/I send secret message normally:
sendto(dgram_socket, secret_message, strlen(secret_message)+1, O,
(struct sockaddr*)&dest, sizeof dest);

See Also

recv(), recvfrom()
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9.22 shutdown()

Stop further sends and receives on a socket

Synopsis
#include <sys/socket.h>

int shutdown(int s, int how);

Description

That's it! I've had it! No more send()s are allowed on this socket, but | still want to recv() data on it! Or vice-versal
How can | do this?

When you close() a socket descriptor, it closes both sides of the socket for reading and writing, and frees the socket
descriptor. If you just want to close one side or the other, you can use this shutdown() call.

As for parameters, s is obviously the socket you want to perform this action on, and what action that is can be specified
with the how parameter. how can be SHUT_RD to prevent further recv()s, SHUT_WR to prohibit further send()s, or
SHUT_RDWR to do both.

Note that shutdown() doesn't free up the socket descriptor, so you still have to eventually close() the socket even if
it has been fully shut down.

This is a rarely used system call.

Return Value

Returns zero on success, or -1 on error (and errno will be set accordingly).
Example

int s = socket(PF_INET, SOCK_STREAM, 0);

/I ...do some send()s and stuff in here...

// and now that we're done, don't allow any more sends()s:
shutdown(s, SHUT_WR);

See Also

close()
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9.23 socket()

Allocate a socket descriptor

Synopsis

#include <sys/types.h>
#include <sys/socket.h>

int socket(int domain, int type, int protocol);

Description

Returns a new socket descriptor that you can use to do sockety things with. This is generally the first call in the
whopping process of writing a socket program, and you can use the result for subsequent calls to listen(), bind(),
accept(), or a variety of other functions.

In usual usage, you get the values for these parameters from a call to getaddrinfo(), as shown in the example below.
But you can fill them in by hand if you really want to.

Paranisecription

domathomain describes what kind of socket you're interested in. This can, believe me, be a wide variety of
things, but since this is a socket guide, it's going to be PF_INET for IPv4, and PF_INET6 for IPv6.

type Also, the type parameter can be a number of things, but you'll probably be setting it to either
SOCK_STREAM for reliable TCP sockets (send(), recv()) or SOCK_DGRAM for unreliable fast UDP sockets
(sendto(), recvfrom()). (Another interesting socket type is SOCK_RAW which can be used to construct
packets by hand. It's pretty cool.)

protoé&dhally, the protocol parameter tells which protocol to use with a certain socket type. Like I've already said,
for instance, SOCK_STREAM uses TCP. Fortunately for you, when using SOCK_STREAM or SOCK_DGRAM,
you can just set the protocol to 0, and it'll use the proper protocol automatically. Otherwise, you can use
getprotobyname() to look up the proper protocol number.

Return Value

The new socket descriptor to be used in subsequent calls, or -1 on error (and errno will be set accordingly).

Example

struct addrinfo hints, *res;
int sockfd;

/[ first, load up address structs with getaddrinfo():

memset(&hints, O, sizeof hints);

hints.ai_family = AF_UNSPEC; // AF_INET, AF_INET6, or AF_UNSPEC
hints.ai_socktype = SOCK_STREAM; // SOCK_STREAM or SOCK_DGRAM

getaddrinfo("www.example.com", "3490", &hints, &res);

/I make a socket using the information gleaned from getaddrinfo():
sockfd = socket(res->ai_family, res->ai_socktype, res->ai_protocol);

See Also

accept(), bind(), getaddrinfo(), listen()
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9.24 struct sockaddr and pals

Structures for handling internet addresses

Synopsis

#include <netinet/in.h>

/I All pointers to socket address structures are often cast to pointers

// to this type before use in various functions and system calls:

struct sockaddr {
unsigned short sa_family; //address family, AF_xxx
char sa_data[14]; // 14 bytes of protocol address

h

/] IPv4 AF_INET sockets:

struct sockaddr_in {
short sin_family; // e.g. AF_INET, AF_INET6
unsigned short sin_port; // e.g. htons(3490)
structin_addr sin_addr; // see structin_addr, below
char sin_zero[8]; // zero this if you want to

struct in_addr {
unsigned long s_addr; /[ load with inet_pton()

h

// IPv6 AF_INET6 sockets:

struct sockaddr_in6 {
u_int16_t  sin6_family; // address family, AF_INET6
u_int16_t  sin6_port; // port number, Network Byte Order
u_int32_t  sin6_flowinfo; // IPv6 flow information
struct in6_addr sin6_addr; // IPv6 address
u_int32_t  sin6_scope_id; // Scope ID

%

struct in6_addr {
unsigned char s6_addr[16]; //load with inet_pton()

b

/| General socket address holding structure, big enough to hold either

// struct sockaddr_in or struct sockaddr_in6 data:

struct sockaddr_storage {
sa_family_t ss_family; // address family

/[ all this is padding, implementation specific, ignore it:
char  _ss_pad1[_SS_PAD1SIZE];

int64_t __ss_align;

char  _ss_pad2[_SS_PAD2SIZE];
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Description

These are the basic structures for all syscalls and functions that deal with internet addresses. Often you'll use
getaddrinfo() to fill these structures out, and then will read them when you have to.

In memory, the struct sockaddr_in and struct sockaddr_in6 share the same beginning structure as struct sockaddr,
and you can freely cast the pointer of one type to the other without any harm, except the possible end of the universe.

Just kidding on that end-of-the-universe thing...if the universe does end when you cast a struct sockaddr_in* to a
struct sockaddr*, | promise you it's pure coincidence and you shouldn't even worry about it.

So, with that in mind, remember that whenever a function says it takes a struct sockaddr* you can cast your struct
sockaddr_in*, struct sockaddr_in6*, or struct sockadd_storage* to that type with ease and safety.

struct sockaddr_in is the structure used with IPv4 addresses (e.g. "192.0.2.10"). It holds an address family (AF_INET),
a port in sin_port, and an IPv4 address in sin_addr.

There's also this sin_zero field in struct sockaddr_in which some people claim must be set to zero. Other people don't
claim anything about it (the Linux documentation doesn’'t even mention it at all), and setting it to zero doesn't seem
to be actually necessary. So, if you feel like it, set it to zero using memset().

Now, that struct in_addr is a weird beast on different systems. Sometimes it's a crazy union with all kinds of #defines
and other nonsense. But what you should do is only use the s_addr field in this structure, because many systems
only implement that one.

struct sockadd_in6 and struct in6_addr are very similar, except they're used for IPv6.

struct sockaddr_storage is a struct you can pass to accept() or recvfrom() when you're trying to write IP version-
agnostic code and you don't know if the new address is going to be IPv4 or IPv6. The struct sockaddr_storage
structure is large enough to hold both types, unlike the original small struct sockaddr.

Example

// 1Pv4:

struct sockaddr_in ip4addr;
ints;

ipdaddr.sin_family = AF_INET;
ipdaddr.sin_port = htons(3490);
inet_pton(AF_INET, "10.0.0.1", &ip4addr.sin_addr);

s = socket(PF_INET, SOCK_STREAM, 0);
bind(s, (struct sockaddr*)&ip4addr, sizeof ip4addr);

/I 1PV6:

struct sockaddr_in6 ip6addr;
ints;

ip6addr.sin6_family = AF_INET6;
ip6addr.sin6_port = htons(4950);
inet_pton(AF_INET6, "2001:db8:8714:3290::12", &ip6addr.sin6_addr);

s = socket(PF_INET6, SOCK_STREAM, 0);
bind(s, (struct sockaddr*)&ip6addr, sizeof ip6addr);

See Also

accept(), bind(), connect(), inet_aton(), inet_ntoa()
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Internetworking with TCP/IP, volume I Douglas E. Comer X|2. Pearson Zt. ISBN 978-0136085300".

TCP/IP lllustrated, volumes 1-3 W. Richard Stevens2 Gary R. Wright X|&. Addison Wesley Z%. 1~3#2| ISBN (2} 3
E3H=29| ISBN): 978-02016334672, 978-020163354 2[Ntps//beejus/guide/urlficpiz], 978-0201634952 [ty /beej.us/guide/url/tcpid],
(978-0201776317°).

TCP/IP Network Administration Craig Hunt X|2. O'Reilly & Associates, Inc. ZI. ISBN 978-0596002978%.

Advanced Programming in the UNIX Environment W. Richard Stevens X|S. Addison Wesley It ISBN 978-
0321637734°.

m

BSD Sockets: A Quick And Dirty Primer® (2514 AJAEI T2 a0l HEE UAL|CH)
The Unix Socket FAQ’

TCP/IP FAQ®

The Winsock FAQ®

J2|30 07| HztEl 2|72t mo| x| LICt

Berkeley Sockets'®

"https://beej.us/guide/urlfintertcp1

Zhttps://beej.us/guide/url/tcpil

3https://beej.us/guide/url/tcpi123

“https://beej.us/guide/urlftcpna

5https://beej.us/guide/urI/advunix
Shttps://cis.temple.edu/~giorgio/old/cis307s96/readings/docs/sockets.html
7https://developerwekxnet/?f=70
8http://www.fags.org/fags/internet/tcp-ip/tcp-ip-fag/part1/
®https://tangentsoft.net/wskfaq/
1°https://en.wikipedia.org/wiki/Berkeley_sockets
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Internet Protocol (IP)"

Transmission Control Protocol (TCP)"?
User Datagram Protocol (UDP)™
Client-Server'™

Serialization'® (GI|0|E{ T2/ 7} Am{Z)

10.3 RFCs

RFC 1" —The First RFC; this gives you an idea of what the “Internet” was like just as it was coming to life, and an
insight into how it was being designed from the ground up. (This RFC is completely obsolete, obviously!)

RFC 768'® —The User Datagram Protocol (UDP)

RFC 791'® —The Internet Protocol (IP)

RFC 7932° —The Transmission Control Protocol (TCP)

RFC 854%' —The Telnet Protocol

RFC 95922 —File Transfer Protocol (FTP)

RFC 13502 —The Trivial File Transfer Protocol (TFTP)

RFC 1459?* —|nternet Relay Chat Protocol (IRC)

RFC 19182° —Address Allocation for Private Internets

RFC 2131%° —Dynamic Host Configuration Protocol (DHCP)
RFC 26162’ —Hypertext Transfer Protocol (HTTP)

RFC 28212 —Simple Mail Transfer Protocol (SMTP)

RFC 33302° —Special-Use IPv4 Addresses

RFC 3493°° —Basic Socket Interface Extensions for IPv6
RFC 3542% —Advanced Sockets Application Program Interface (API) for IPv6

RFC 384932 —|Pv6 Address Prefix Reserved for Documentation

11h'[tps://en.wikipedia.org/wiki/lnternet_ProtocoI
"2https://en.wikipedia.org/wiki/Transmission_Control_Protocol
Bhttps://en.wikipedia.org/wiki/User_Datagram_Protocol
" https://en.wikipedia.org/wiki/Client-server
Bhttps://en.wikipedia.org/wiki/Serialization

B https://www.rfc-editor.org/

7 https://tools.ietf.org/html/rfc
18h'(tps://tools.ietf.erg/htmI/rf<:768
®https://tools.ietf.org/ntml/rfc791
2Ohttps://tools.ietf.org/htmi/rfc793
2https://tools.ietf.org/html/rfc854
22https://tools.ietf.org/html/rfc959
23https://tools.ietf.org/html/rfc1350
24https://tools.ietf.org/html/rfc1459
2Shttps://tools.ietf.org/html/rfc1918
Zhttps://tools.ietf.org/html/rfc2131
?nttps:/[tools.ietf.org/html/rfc2616
28https://tools.ietf.org/html/rfc2821
Phttps://tools.ietf.org/html/rfc3330
SOnttps://tools.ietf.org/ntml/rfc3493
$Mhttps://tools.ietf.org/html/rfc3542
32https://tools.ietf.org/html/rfc3849
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RFC 3920°% —Extensible Messaging and Presence Protocol (XMPP)
RFC 3977%* —Network News Transfer Protocol (NNTP)

RFC 41933 —Unique Local IPv6 Unicast Addresses

RFC 4506°°® —External Data Representation Standard (XDR)

IETFOll= RFCE X1 MT{E7| 93t 22 =% 7} Q& LCh

33https://tools.ietf.org/html/rfc3920
34nttps://tools.ietf.org/html/rfc3977
3Snttps://tools.ietf.org/ntml/rfc4193
38https://tools.ietf.org/html/rfc4506
%7 https://tools.ietf.org/rfc/
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255.255.255.255, 64, 93

accept() function, 24, 73
Address already in use, 23, 67
AF_INET macro, 14, 21, 70
AF_INET6 macro, 14

Bapper, 66

bind() function, 22, 23, 67, 75
implicit, 24

Blocking, 38

Broadcast, 64

BSD, 3

Byte ordering, 12, 14, 51, 91

Client

datagram, 36-37

stream, 32-34
Client/Server, 29-37
close() function, 27, 79
closesocket() function, 27, 79
closesocket()function, 4
Compilers

GCC, 2
Compression, 69
connect(), 22

on datagram sockets, 77
connect() function, 7, 23, 77

on datagram sockets, 27, 37
Connection refused, 34
CreateProcess() function, 4, 70
CreateThread() function, 4
CSocket class, 4
Cygwin, 3

Data enacapsulation
header, 8

Data encapsulation, 8, 50
footer, 8

Datagram socket, 8

Datagram sockets, 7

DHCP, 113

Donkeys, 50

EAGAIN macro, 38, 106
Emailing Beej, 4
Encryption, 69

EPIPE macro, 79

errno variable, 89, 97
Ethernet, 8
EWOULDBLOCK macro, 38
Excalibur, 64

F_SETFL macro, 90
fentl() function, 73, 90
fentl() funtion, 38
FD_CLR() macro, 45, 102
FD_ISSET() macro, 45, 102
FD_SET() macro, 45, 102
FD_ZERO() macro, 45, 102
File descriptor, 7
Firewall, 16, 66, 70

poking holes in, 71
fork() function, 4, 29, 70
freeaddrinfo() function, 80
FTP, 113

gai_strerror() function, 80

getaddrinfo() function, 13, 17, 18, 28, 80

gethostbyaddr() function, 28, 84
gethostbyname() function, 83, 84
gethostname() function, 28, 83
getnameinfo() function, 17, 28, 87
getpeername() function, 28, 88
getprotobyname() function, 109
getsockopt() function, 104
gettimeofday()funtion, 46

Goat, 67

goto statement, 68

Header files, 67

herror() function, 84
hstrerror() function, 84
htonl() function, 91

htonl() funtion, 13

htons() function, 14, 51, 91
htons() funtion, 13

HTTP protocol, 7,113

ICMP, 67

IEEE-754, 52
INADDR_BROADCAST macro, 64
inet_addr() function, 15, 93
inet_aton() function, 15, 93
inet_ntoa() function, 16, 93
inet_ntop() function, 15, 28, 94
inet_pton() function, 15, 94
ioctl() function, 71
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IP address, 10, 15, 22, 26, 28
ip route command, 67

IPv4, 10

IPv6, 10, 14, 16, 17

IRC, 51,113

ISO/OSI, 9

Layered network model, 9
Linux, 3
listen() function, 22, 24, 96
backlog, 24
with select(), 46
localhost, 67
Loopback device, 67

man pages, 72
MSG_DONTROUTE macro, 106
MSG_DONTWAIT macro, 106
MSG_NOSIGNAL macro, 106
MSG_OOB macro, 100, 106
MSG_PEEK macro, 100
MSG_WAITALL macro, 100
MTU, 70

NAT, 16

netstat command, 67

NNTP, 114

Non-blocking sockets, 38, 106
ntohl() function, 91

ntohl() funtion, 13

ntohs() function, 91

ntohs() funtion, 13

O_ASYNC macro, 90

O_NONBLOCK macro, 49, 73, 90, 102

OpenSSL, 69
Out-of-band data, 100, 106

Packet sniffer, 71

Pat, 66

perror() function, 89, 97
PF_INET macro, 70, 109
ping command, 67
poll(), 38-44

poll() function, 98

poll() funtion, 38, 49
Port, 22, 23, 26

Private network, 16
Promiscuous mode, 71

Raw sockets, 7, 67
read() function, 7
recv() function, 7, 26, 100
timeout, 68
recvfrom() function, 27, 100
recvtimeout() function, 69
References
books, 112

FRFCs, 113-114
web-based, 112-113
RFCs, 113-114
route command, 67

SA_RESTART macro, 68
Security, 70
select() function, 4, 67, 68, 102
with listen(), 46
select() &=, 44-49
send() function, 7, 9, 26, 106
sendall() function, 63
sendall() &=, 50
sendto() function, 9, 106
Serialization, 50-62
Server
datagram, 34-36
stream, 29-32

setsockopt() function, 23, 64, 67, 71, 104

SHUT_RD macro, 108
SHUT_RDWR macro, 108
SHUT_WR macro, 108
shutdown() function, 27, 108
sigaction() function, 32, 68
SIGIO signal, 90

SIGPIPE macro, 79, 106
SIGURG macro, 100, 106
SMTP, 113

SO_BINDTODEVICE macro, 104
SO_BROADCAST macro, 64, 104
SO_RCVTIMEO macro, 71

SO_REUSEADDR macro, 23, 67, 104

SO_SNDTIMEO macro, 71

SOCK_DGRAM macro, 8, 26, 100, 109

SOCK_RAW macro, 67, 109

SOCK_STREAM macro, 7, 100, 109

Socket descriptor, 7, 13
socket() function, 7, 21, 109
SOL_SOCKET macro, 104
Solaris, 2,104

SSL, 69

Stream sockets, 7
strerror() function, 89, 97
struct addrinfo type, 13
struct hostent type, 84
struct in6_addr type, 110
struct in_addr type, 110
struct pollfd type, 39, 98

struct sockaddr type, 13, 14, 27, 100, 110

struct sockaddr_in type, 110
struct sockaddr_in6 type, 110

struct sockaddr_storage type, 110

struct timeval type, 102
struct timeval &, 45-46
Sun0s, 2,104

TCP, 8, 113
telnet, 7, 113
TFTP, 8,113
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setting, 71
Translating the Guide, 5
TRON, 23

UDP, 8, 64,113
Vint Cerf, 10

Windows, 3, 27, 67, 79, 104
Windows Subsystem For Linux, 3
Winsock, 3, 27

write() function, 7

WSACleanup() function, 4
WSAStartup() function, 3

WSL, 3

XDR, 62, 114
XMPP, 113
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